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Executive Summary

This deliverable concerns installation activities for the eHealth Use Cases of the Municipality of Pilea-
Hortiatis (GR) Pilot Site. The installations consisted of three respective phases.

The Pre-installation phase included mainly the citizens recruiting activities and the selection and testing of
equipment. MPH has identified elder and middle-aged citizens (use case end users) and recruited them with
the help of health professionals. GDPR rules and restrictions were fully met during the recruitment period.

The installation phase included the actual hardware and software deployment. A number of medical
devices and building sensors were deployed by the technical personnel. VICINITY components and Value-
Added Services were also deployed on secure servers.

Finally, the post-installation phase, which will continue until the end of the project, requires continuous
support and maintenance of hardware and software equipment; while the satisfaction of the end-users is
crucial for their continued support of the project, thus much effort is being spent towards this end.

Overall, the installation at the MPH Pilot Site has been considered successful while the users become
familiar with the use of eHealth technologies, which respects their data protection needs.
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1. Introduction

The aim of this report - “D7.5 - Report on eHealth at Home Installations” - is to present the work that has
been undertaken for Pilea-Hortiatis pilot site installations.

While different milestones were set during the installation process, the overall project milestone for the
installations, Month 39 (March 2019) needs to be met.

The goals of this task were to: identify the citizens and homes that will participate in the use cases, install
physical loT devices (hardware) and deploy VICINITY components and Value-Added Services (VASs).

The work was divided in three phases, each with different focus and workload, which is thoroughly
described in this document.

1.1. Context within VICINITY

The hardware and software installation phases of this Task are described based on the agreed, common
methodology and plans specified in Task 7.1. Pilea-Hortiatis, as all pilot sites, have to install and deliver their
solution as described and test them in real environment which includes stakeholders as operators and
users.

Four pilot sites are connected to the VICINITY platform in order to demonstrate benefits in terms of new
functionalities and interoperability of different loT infrastructures. The presence of real-life stakeholders
greatly enhances the chances of further exploitation both locally and through worldwide dissemination of
results. The deliverable D7.5 describes the results obtained within Task 7.5 and presents one or the four
reports regarding the four pilot site areas installations, which are described in the context of Work Package
7.

Delivered results of previous tasks, are required for the realization of this deliverable. The required input
for this work concerns Value-Added Services implementation (D5.2), VICINITY use cases testing and
integration (D6.1, D6.2, D6.3) and installation planning (D7.1). Furthermore, the work of this deliverable
enables the Pilot Site realization and evaluation, which is the work in progress of Task 8.5. The relations of
this deliverable that were mentioned above are presented in Figure 1-1.

e
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Mse,7: 9
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WP1: WP3, 4: Client/Server Implementatﬁpn (updates)
Requirements :
Specification — WP5: Value-added services (updates)
WP2: 5.2 D6.X Integration
Platforms WPé: and testing
Standards 1 :
I D7.1 :
WP7:
D7.5 Deployrrjent
. and pilots
D8.5
= WP8: Demonstratéon and evaluation
(time) WP2 - Tracking requirements, monitoring & contributing to standardization

WP 9, 10: Dissemination, Exploitation, Management, (ipen Calls

Figure 1-1 Relation of D7.5 with other WPs

1.2. Objectives in Work Package 7 and Task 7.5

The objective of Work Package 7 is to plan, install and report the actions that were taken to have the Pilot
Site loT infrastructure up and running within VICINITY platform. The plan and methodology that is used,

was described in detail in Deliverable D7.1.
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1.3.

Work
Package/Task

Description and Objectives

WP7

- WP7 describes the detailed planning and work for all the pilot installations.
After extensive testing in WP6 (Integration & Lab testing) the loT devices and
services are brought on a larger scale at the real-world demonstration pilot
sites, for evaluation (WP8) and demonstration of the VICINITY framework.
- The purpose of this WP is to perform the actual installation and integration of
the identified loT devices per Use Case to the VICINITY platform and to deploy
the Value-Added Services, implemented in WP5. Moreover, the goal is to
establish the pilot test and evaluation infrastructures required for an effective
evaluation in WP8.

T75

Task 7.5 refers to the actions that have been undertaken in order to deploy the
Pilea-Hortiatis (GR) Pilot Site use cases’ hardware equipment, VASs and
VICINITY Components. Pilea-Hortiatis (GR) Pilot Site use cases include physical
deployment in a number of elderly citizens’ houses and municipal sport centres,
delivery of equipment to middle-aged citizens, training of citizens and health
professionals for devices and apps usage and many other activities in this
context which are described in the following sections.

Table 1: WP and Task Objectives

Structure of the Deliverable

This deliverable is structured as follows. Chapter 2 presents the Methodology based on which the

installation work was conducted. Chapter 3 gives a brief description of the Pilot Site, while Chapters 4, 5

and 6 present the work that has been conducted in each of the three installation phases that were described

in Chapter 2. The deliverable concludes in Chapter 7.

e
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2. Methodology

The pilot area installations are divided in three phases, as it was defined in D7.1 [3]: Pre-installation,
Installation and Post-installation.

Phase 1: Pre-installation

The Pre-installation phase was designed to let the partners responsible select, purchase and test the devices
to be installed. Each Pilot Site has a hardware catalogue where the purpose and technical details of the
devices were given and a software catalogue detailing the VICINITY components and VASs that would be
deployed.

Phase 2: Installation

The Installation phase refers to the actual activity of installation of all the devices according to the hardware
catalogue and the deployment of software components according to the software catalogue.

Phase 3: Post-installation

The final phase was designed in order to support current installations and make replacements or upgrades
if needed. This activity will be continuous until the end of the project and is supported by T5.3 activities in
terms of software installations.

*hx
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3. Description of Pilea-Hortiatis Pilot Site (GR)

The Pilea-Hortiatis Pilot Site demonstrates two large-scale eHealth use cases. A large number of different
loT infrastructures had to be deployed in order to show the potential of VICINITY in smart city
applications.

Use Case 3.1 (Assisted Living for elderly people) is presented in summary in Figure 3-1. A total of 34
elderly citizens’ homes are currently participating in the use case and are supervised by the municipal
doctor. Two more health professionals are expected to participate in the use case starting in April 2019
until the end of the project, December 2019.

) ~
Vicinity ﬂ‘ ‘ ] O

Organizations b z fo v

Elder’s Home (34) Municipality (1) Doctor (1) Guardians (34)
Vicinity ' D
Adapters IaTivity
Node-RED
On Server On Smartphone On Smartphone

On Raspberry Pi

loT e r -
devices w qﬁi @ - wﬂ. X X X

Medical devices Building sensors
= Storage and GDPR VAS
value- Individual analysis of medical ~ Doctor Guardian
Added X ndividual analysis of medica : ¢
. data service service
Services

= Behavior monitoring and
Abnormal Detection

Figure 3-1 Use case 3.1

Use Case 3.2: (Health Improvement for middle-aged citizens) is presented in summary in Figure 3-2. A
total of 50 middle-aged citizens are participating in the use case 3.2, which are supervised and examined
bi-weekly by the municipal dietician.

Horizon 2020 European
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Figure 3-2: Use case 3.2
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4, Pre-Installation Phase

A part of the pre-installation phase was realized in T7.1 activities, but the period also included T7.5
activities, until early in November 2018, in order to fully prepare for the large-scale pilot installations. The
elderly and the middle-aged citizens recruitment procedure was a major task of this phase.

The health professionals of MPH have informed the participating citizens in person, regarding the two
eHealth VICINITY use cases, examined them and got their medical history in order to introduce them to the
program. They have also informed them about the installation of devices in their homes and the impact
that this would have in their everyday life. Several dissemination activities and particularly visits to the
Municipal Houses for the Elderly (KAPH) took place in order to inform the possible end-users and their
relatives of the new services provided. A journalist was hired by the MPH for that purpose who helped in
the promotion of the program.

During the pre-installation phase:

e homes with existing equipment from previous health programs that could be integrated in VICINITY
were identified by MPH,

e new equipment that would need to be purchased was identified in cooperation with MPH health
professionals and technical team of CERTH and GNOMON,

e new equipment was purchased by MPH and GNOMON,

e new homes that would participate in the assisted living use case were identified by MPH health
professionals,

e Urban Marathon use case participants were identified by MPH health professionals.

At the same time, prior to deployment, several tests of the hardware and software were performed by
CERTH and GNOMON:

o the equipment was tested in office or lab before installation,
e the VICINITY Core Components were tested in office or lab,
o the VICINITY adapters were tested in office or lab,

e the VICINITY VASs were tested in office or lab.

Regarding the deployment of VICINITY Core Components and VASs:

e a certificate from the Hellenic Data Protection Authority (DPA) was acquired in order to
conform to the Greek regulations regarding data protection, This was in relation to the MPH
server which would host the VICINITY Components and VASs.

During this period several meetings between MPH, CERTH and GNOMON were held in order to:

e continuously, report the status of the elder and middle-aged citizens’ recruitment procedure,

e discuss the functionality and usability of hardware and software equipment with health
professionals,

e organize the planning of installations.

*h
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5. Installation Phase

Installation phase included several activities:

e Visits to the recruited elder citizens homes by the technical personnel responsible for the
installations together with the health professionals. We have deployed VICINITY infrastructure in
two types of houses as defined in D5.1 and D7.1. House Type 1 includes medical devices, while
House Type 2 mainly includes building sensors and smart appliances. Figure 5-1 presents a House
Type 1 installation of a panic button to an elderly citizen’s home.

o 24 House Type 1 homes were equipped with medical devices
o 9 House Type 2 homes were equipped with building sensors
o 1House Type 2 home was equipped with building sensors and Gorenje smart appliances

e Visits to 10 sport centres for the deployment of Beacon sensors and the promotion of the
programme. These included, placement of posters and face-to-face meetings with the citizens who
regularly exercise at the municipal facilities. These visits have helped in the recruitment procedure,
conducted by the dietician and other pilot representatives (Figure 5-2, Figure 5-3).

e Delivery of activity trackers and user’s training on their usage by the MPH dietician and the
technical team.

e Training of health professionals on the usage of the health mobile apps.

e Deployment of VASs and VICINITY Components on the MPH Server.

e Alawyer was hired by the MPH for preparing the consent and delivery forms (Annex I) to be signed
by all participants and all the steps of the procedure to be in compliance with GDPR rules.

o Test measurements were taken in all cases of equipment delivery to verify that everything works
as expected.

The procedure included communication between the technical personnel, the health care professional and
the elderly or middle-aged citizens, in order to arrange specific dates for the visits regarding actual
installation. During the visits the technical personnel installed and tested the respective hardware and
demonstrated its usage to both citizens and health professionals. Prior to this, a meeting between the
health professional and the citizen was held, in order to inform the citizen about the health program and
the impact it would have to his/her life.

The installations of this phase enable the Pilot Site realization required for the most effective evaluation in
WPS8.

Figure 5-1 House Type 1 installation of panic button and elder training
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Figure 5-2 Municipal Sport Centres installations

Figure 5-3 Dietician and users training on application

Deviations

= Most of the house type 2 elderly participants have rejected the offer of the installation of the bed
sensor. Some have suggested that they sometimes sleep on the couch and sometimes on bed,
while others considered it too private.

= During this phase we have unfortunately lost one of our elderly participants. This is a sad event

that we unfortunately have to face in AAL use cases, and reduces the number of the deployed
houses.

Horizon 2020 European
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5.1. Hardware Installation

The installed hardware according to the catalogue presented in D7.1 is shown below in Table 2.

Device type and | Functionality Number of Use Case Location
vendor installed units
Blood Pressure Measures blood 12 3.1,3.2 Elders’ houses type 1,2!
monitor pressure
708-BT
Omron
Weight Measures Weight | 10 3.1,3.2 Elders’ houses type 1,2
monitoring device | " K8 and middle-aged citizens’
BF206-BT houses
Omron
Panic button Triggered if button | 12 3.1 Elders’ houses type 1,2
Model # is pressed
Company
Motion sensors Triggered when a 40 31 Elders’ houses type 2
FGMS-001 motion is detected
Fibaro in the room
Interlink Triggered whena | 1 3.1 Elders’ houses type 2
Electronics 1.5” person lies on the
Square 20N FSR bed
Arduino MKR Wifi | Read the pressure | 1 3.1 Elders’ houses type 2
1010 mat measurement
Door Sensors Triggered when a 10 3.1 Elders’ houses type 2
FGDW-002 door is opened or
Fibaro closed
Raspberry Pi 3 Gateway for 10 3.1 Elders’ houses type 1,2
Model B+ devices and
Raspberry Pi SENsors
Foundation
Raspberry Pi Gateway for 24 3.1 Elders’ houses type 1,2
Model B devices and
Raspberry Pi SENsors
Foundation
Raspberry Pi Z- Shield for 10 3.1 Elders’ houses type 2
wave shield communication
ZMEERAZ2 with Z-wave
devices
Razberry
Routers Wireless Internet 24 31 Elders’ houses type 1,2
D-Link DWR-921 | connection
Wireless N 4G LTE
Router

1 House types 1,2 as they w
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Gorenje Refrigeration 1 3.1 Elders’ houses type 2
refrigerator
Model #
Gorenje
Gorenje oven Cooking 1 3.1 Elders’ houses type 2
Model #
Gorenje
Wearable fitness Measures human 50 3.2 To be worn by middle-
trackers activity by aged citizens of MPH
Mi Band 2 measuring steps,
heart rate etc.
Xiaomi
Beacons Transmits a BT 10 3.2 Sport facilities of MPH
Model # signal with certain
power which
Sensoro alternates when
other BT devices
are close.

Table 2 Hardware Catalogue

5.2. Value added services Deployment

Value-Added Service .
Ref. Version Deployment
Name

Deployed on MPH

VAS Privacy-preserving Data
server, where

3.1.1, Gathering and Storage ft. 0.0.1 .
L relevant MySql is
3.21 GDPR data auditing
deployed as well
Analysis and clustering of Deployed on MPH
VAS elderly’s people medical 0.0.1 server, where
3.1.2 data to detect unusual o relevant MySql is
behavioural events deployed as well
Deployed on CERTH
VAS Triggering abnormal 0.0.1 server, where
3.1.3 detection in homes A relevant MySql is

deployed as well
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Individual Statistical Deployed on CERTH
VAS Analysis of data from 0.01 server, where
3.2.2 wearables, medical A relevant MySql is
devices, beacons deployed as well
Aggregated Statistical Deployed on CERTH
VAS Analysis of data from 0.0.1 server, where
3.2.3 wearables, medical o relevant MySql is
devices, beacons deployed as well

Table 3 Deployed Value-Added Services

VICINITY Software Components Deployment

VICINITY Component

Version Deployment
Name
Deployed on MPH
VICINITY Gateway API 0.6.3.1
server
. Deployed on MPH
VICINITY multi-Agent 0.6.3.1
server
VICINITY Adapter 0.0.1 o b .
.0. n raspberry pi
(NodeRed) P yp
VICINITY Adapter .
0.0.1 On raspberry pi

(loTivity)

Table 4 Deployed VICINITY Software Components
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6.

Post-Installation Phase

Some of the post-installation phase actions include:

Continuous remote monitoring of hardware in order to identify “dead” devices

Visits if needed in cases of battery replacements, broken equipment replacement if available,
removal of equipment, change location of equipment etc.

Software component upgrades (both VASs and VICINITY)

Monitoring of elderly and middle-aged citizens by health professionals and evaluation of the
solutions in use.

A crucial point for the success of the pilot is to keep the elderly committed to the project. It needs
a constant care by the health professionals; their regular visits and calls to maintain their interest.
It is not uncommon for the elderly to change their mind and ask for the removal of the devices.
Maintaining their satisfaction is a key component for the success of the project.

Maintaining the commitment of the end users is also important for the middle aged in Use Case
3.2. MPH is devoting many efforts on that.

Lessons Learnt from installation phase

Prior to the deployment of software and hardware equipment, the pre-installation, installation and post-

installation responsibilities had to be determined. Planning of the work was indeed a helpful activity in

terms of both equipment and human resources regarding the installation and post-installation phases.

Installation required visiting different houses and buildings, with different needs, space arrangements,

existing equipment etc. Some of these different cases were not foreseen from the beginning of the

installation phase and they had to be gradually adapted in the preparation process required prior to each

installation.
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7. Conclusions

Installation activities have been a really interesting part of the project, since they move a lab installation to
a larger scale environment, with different requirements and parameters giving rise to many different
installation variations. These have become lessons learnt for following installations.

Good collaboration with stakeholders has helped the installation activities for planning and actual
deployment. The involved citizens, have gladly accepted the deployment visits, the installed equipment and
have received training where needed.

Special focus was given to the protection of the citizens’ data, respecting the GDPR regulations. DPIA of the
Municipalty of Pilea — Chortiatis in the frame of the Project “VICINITY” (8.1) was prepared by the
municipality, while Consent and Equipment Delivery forms (8.2, 8.3) were prepared by the municipality and
signed by the citizens who participate in VICINITY project, in order to assure that they are aware of the data
they are sharing, to whom and for which purpose, in compliance to GDPR.

Our next steps are to maintain the installations in a good condition and do appropriate actions of
replacement if needed in order to fulfil evaluation period of the pilot site. Significant effort will be devoted
also to maintain the interest of the recruited end users.
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Annex |

8.1. DPIA of the Municipalty of Pilea — Chortiatis in the frame of the Project “VICINITY”

8.1.1. Introduction

This document is a Data Protection Impact Assessment (DPIA) evaluating the handling of the personal data of
the beneficiaries that are being processed in the frame of the project “VICINITY” by the Municipalty of Pilea -
Chortiatis. The DPIA is an analysis of the expected processing activities and covers details of the processing
activity itself and an assessment of the risks associated with the processing activities including any measures that
have been taken or need to further be taken in order to mitigate those risks. It also contains the decision on
whether to initiate a prior consultation with the relevant DPA.

This DPIA is being performed due to the requirement that per Article 35 of the GDPR, which provides that when
processing is likely to result in a high risk to the rights and freedoms of natural persons, the controller shall carry
out an assessment of the impact of the processing.

Assessments have value to individuals, the project itself as well as to society. This DPIA assesses the risks to
personal privacy of the assessment process and identifies the measures, safeguards and mechanisms in place to
mitigate those risks, and identifies whether the necessity of processing personal data balances out the privacy
rights of collecting and processing the data.

8.1.2. Project details

The table below sets out key information about the project:
Key information
(@) | Data Controller The Municipalty of Pilea Chortiatis

(as being the one who determines the purposes and
means of the processing of personal data following
the provisions of the Project VICINITY)

(b) | Data Processors 1) GNOMON S.A.
2) CENTER FOR RESEARCH AND TECHNOLOGY
HELLAS (CERTH).

(as being the ones that process personal data on
behalf of the controller)

(c) Description of project The project is split in two major Use Cases, the so
called “eHealth and Assisted Living for elderly people
at home” and the “Health improvement for the
middle-aged persons”.

The first focuses on elderly citizens. An loT based
system consisting of various sensors (i.e. motion
sensors, door sensor, panic button, pressure mat)
and loT devices (i.e. weight scale monitor, blood
pressure monitor, panic button) is installed in
beneficiaries’ houses. Not all houses will have all the
sensors installed. The collected data are then
forwarded to software services (developed by
GNOMON and CERTH) via the VICINITY network to
analyze the behavior of the beneficiary inside the
home environment and trace divergences from their
normal behavior in order to assist health
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professionals in the evaluation of their health status
and suggest measures for its amelioration.

As for the second use case, it mainly focuses on the
middle-aged population of the Municipality. Its main
goal is to promote a healthier lifestyle for the citizens
to adopt, under the motivational concept of a
municipal-scale competition (“urban marathon”),
that will prevent future health issues and reduce
relevant costs. Data are collected by activity trackers
that will be shared among the participants and be
synchronized with a mobile application. Further loT
devices that will provide relevant data are the
beacons, installed at the municipality’s athletic
facilities, and blood pressure and weight scale
monitors, placed at the health professionals (i.e.
dieticians) office. The collected data are then
forwarded to software services (developed by
GNOMON and CERTH) via the VICINITY network to
improve the citizen’s achievements during the
competition.

(d)

Purpose of project

Regarding the first use case, the project aims to
prolong and support the independent living of older
adults in their living environments and respond to
real needs of caregivers using the loT technologies.

As for the second use case, the project’s goal is to
help middle-aged citizens adopt healthy habits and
thus preventing future health issues, resulting less
visits to health care providers or dieticians and less
primary institutional costs for health services.

(e)

Data subjects (called “Beneficiaries” within
this document)

65+ (for the first Use Case)
40+ (for the second Use Case)

(f)

Types of personal data

- Simple Data (name, surname, address)

- Device Data (Information related to their
movement habits inside the house,
including entering and exiting, as well as
pressing the panic button. Environmental
information such as temperature and
luminance of the house, IP Data.
Information related to entering the athletic
facilities)

- Data from the evaluation of the project
questionnaires

- Health Data (blood pressure, weight,
activity tracker data)

(8)

Special categories of data

Health Data

(h)

Recipients of personal data: who will be able
to see and have access to assessment results

The following roles will have access to the data:
e Simple personal data: Administrative
staff/Health Professionals
e Health data/Evaluation Data/Device Data:
Health professionals
The data from the devices is being processed by the
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8.1.3. Step 1: Identify the need for a DPIA

Explain broadly what project aims to achieve and what type of processing it involves. You may
find it helpful to refer or link to other documents, such as a project proposal. Summarize why you
identified the need for a DPIA.

1)

2)

3)

4)

The project aims to prolong and support the independent living of older adults in their living
environments and respond to real needs of caregivers using the loT technologies.

In order to achieve this, it is necessary to process the following 4 data categories:

Simple personal data, such as name, surname, address of the beneficiaries, collected and
stored for the identification of the beneficiaries. Simple personal data are being
processed with the informed consent of the beneficiaries on the legal basis of article 6
par. 1 a of the GDPR.

Data that derive from the devices, i.e. motion sensors, door sensor and panic buttons,
are collected, stored and combined by the processors, in a pseudo-anonymized form,
thus making it impossible to identify the natural persons. Device data are being processed
with the informed consent of the beneficiaries on the legal basis of article 6 par. 1 a of
the GDPR.

Evaluation Data: Data from clinical, quality of life and usage satisfaction of
questionnaires, that the beneficiaries answer to the health care professionals and are
processed on the legal basis of article 6 par. 1 a of the GDPR.

Health data are collected, stored and evaluated by health professionals bound by
professional secrecy (doctor, nurse and nutritionist). Health data are processed on the
legal basis of article 9 par. 2 a and h of the GDPR. Health Data is being stored at the
healthcare professionals filing system and the data center of the Municipality of Pilea
Chortiati and do not derive from the devices. Only healthcare professionals have access
in the written and electronic form, that are bound by professional secrecy.
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8.1.4. Step 2: Describe the processing

Describe the nature of the processing: how will you collect, use, store and delete data? What is
the source of the data? Will you be sharing data with anyone? You might find it useful to refer to
a flow diagram or other way of describing data flows. What types of processing identified as likely
high risk are involved?

Simple personal data of the beneficiaries are being processed by the administrative staff and the
health professionals who collect and store the data in order to identify and provide the services
to the beneficiaries. Simple and health data are kept in written form in locked lockers accessible
only by healthcare professionals. They are also kept electronically in the data center of the
Municipality of Pilea Chortiati, also accessible only by the healthcare professionals, who are
bound by professional secrecy.

Regarding the data that derive from devices of the use case “eHealth and Assisted Living for
elderly people at home” the flow is as follows: GNOMON S.A. and CERTH are responsible for
installing the devices and the loT platform in the beneficiary’s home. Under the concept of
VICINITY, each home is considered as a VICINITY node. Specifically, an aggregation device is
installed that is responsible for the collection and forwarding - via the VICINITY network - of all
device data to a cloud infrastructure where they are stored. The cloud infrastructure belongs to
the Data Controller (The Municipality of Pilea Chortiatis). The aggregation device also transmits
its IP address that can be used for remote technical support and is accessible only by the Data
Controller. Apart from the storage, the collected data are also forwarded to the so called Value-
Added Services*, developed by GNOMON S.A. and CERTH, which are responsible for analyzing
them and, so, detecting abnormalities and triggering relevant notifications to relatives, keeping
track of audit logs and producing individual statistics.

As for the data coming from the use case “Health improvement for the middle-aged persons” the
flow is as follows: middle-aged citizens visit the collaborating dietician who is responsible to
deliver them an activity tracker and guide them through the registration steps for the municipal-
scale competition “urban marathon”. Registration is done via an Android mobile application
installed on the user’s device and by providing weight and height measurements. As each mobile
is considered a VICINITY node, the latter measurements will be forwarded via the VICINITY
network to assign an initial category to the participant and generate a 2-week plan that the user
has to follow to improve his/her competition ranking. As a result, each participant has to follow a
2-week visit plan to the dietician as well, in order to be a valid competitor. Ranking improvements
could occur by gaining points thanks to improved weight measurements and regular visits to the
municipality’s athletic facilities. All measurements, coming from the activity tracker, beacon and
dietician’s weight scale monitor, are forwarded via the VICINITY network to relevant Value-Added
Services*, developed by GNOMON S.A. and CERTH, which are responsible for analyzing them.

An Android mobile application, extended for the VICINITY case, will be used by relatives and the
collaborating — identified and authorized by the Municipality — health care personnel to monitor
the received data in both use cases. All users and relatives, as well, can keep control of who
accessed his/her data thanks to the relevant auditing mechanism offered by one of the Value-
Added Services mentioned above. The same mobile application will be used by the participants
of the “urban marathon”.

In addition, for the needs of the middle-aged scenario, a web application is developed and offers
options to view the anonymized statistical analysis of the municipality citizens data and keep track
of their health condition. This web application can also be used to provide a visual proof of how
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the use case facilitates health improvement of middle-aged citizens and, so, achieves its goal. The
access to this platform is strictly restricted to administrative staff.

In case the panic button is clicked by the beneficiary an SMS in sent to a relative of the beneficiary.

After the evaluation of the device data, in case it is necessary, an email is sent to the doctor (plus
a notification to his mobile application) and/or the relative of the beneficiary.

In case there is a malfunctioning related to the smart home installation or a need for software
update, the Data Controller informs GNOMON S.A. or CERTH, who are responsible for providing
technical support. There are two different technical support scenarios:

1) GNOMON S.A. or CERTH visits the beneficiary’s home along with the corresponding
health professional

2) The Data Controller uses the IP address of the beneficiary to access remotely the installed
loT platform, while GNOMON S.A. or CERTH have an advisory role in the whole procedure
and are not aware of the beneficiary’s IP address.

In case a beneficiary decides to drop out from the project, all related data are immediately deleted
from the infrastructure database by the Data Controller.

In relation to the Evaluation data that are gathered during the baseline, intermediate and final
evaluation period, that questionnaires are distributed by the health care personnel (doctor,
nurse, psychologist, dietician) who are responsible for the recruitment of the users. The data
gathered are then anonymized by the health care personnel and uploaded.

*Value-Added Services a Value-Added Service could be defined as a piece of software that
implements an algorithm (from a simple calculation/data processing to some advanced
techniques such as clustering/big data analytics, storage and auditing, etc). A Value-Added Service
is based on the available 10T data from other IoT infrastructures and is fully integrated with the
VICINITY infrastructure.
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Describe the scope of the processing: what is the nature of the data, and does it include special category
or criminal offence data? How much data will you be collecting and using? How often? How long will you
keep it? How many individuals are affected? What geographical area does it cover?

The data concern people living in the area of the Municipalty of Pilea — Chortiatis that are of age 65+.
Specifically, 150 beneficiaries will participate in the project.

The following table represents the frequency of data collection for each type of data:

Data category

Type of data

Frequency of data collection

Simple personal data

Personal information,
such as name, surname,
address

Once, during the installation of the loT platform

Health data

Medical History

During the provision of health services by the
health care professionals (doctor, nurse and
psychologist) bound by professional secrecy

Evaluation data

Data from clinical,
quality of life and usage
satisfaction
questionnaires e.g EQ-
5D-3L, FES-1, UCLA,
IADL, ADL, UEQ etc

Depending on the questionnaire are gathered
on three different evaluation periods:

- Baseline evaluation
- Intermediate evaluation
- Final evaluation

Device data

Motion sensor data

Whenever motion is detected

Temperature data

Whenever there is a temperature change
greater than a pre-defined threshold i.e. 1 °C

Luminance data

Whenever there is a luminance change greater
than a pre-defined threshold i.e. 50 lux

Door sensor data

Whenever door opening/closing is detected

Panic button

Whenever the panic button is pressed by the
beneficiary

Simple, device data and evaluation data are going to be kept only for the need of the project and
according to the provisions of the project.

Health data are going to be kept for at least ten years after the last visit of the beneficiaries as the greek
law (law 3418/2005) provides for the medical files.
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Describe the context of the processing: what is the nature of your relationship with the individuals? How
much control will they have? Would they expect you to use their data in this way? Do they include
children or other vulnerable groups? Are there prior concerns over this type of processing or security
flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current
issues of public concern that you should factor in? Are you signed up to any approved code of conduct
or certification scheme (once any have been approved)?

Children do not participate at the project.

By participating at the project they are provided complete, concrete and simple information about the
project, the identity and the contact details of the controller, the contact details of the data protection
officer, the purposes of the processing for which the personal data are intended as well as the legal basis
for the processing, the recipients or categories of recipients of the personal data including the
processors, their rights according to the GDPR and the right to lodge a complaint with a supervisory
authority, according to article 13 of the GDPR.

The beneficiaries have given their explicit consent to the purposes of the processing, i.e. the placement
of the devices, the processing in an pseudo-anonymized form of the device data for the provision of the
medical services, as well as for research, for the storage of their medical file.

Regarding the processing of the collected data there are no prior concerns related to security flaws.
Pseudo-anonymization is a well-known technique for protecting personal data and compliant with GDPR.

Describe the purposes of the processing: what do you want to achieve? What is the intended effect on
individuals? What are the benefits of the processing —for you, and more broadly?

The purpose of the aforementioned processing is to support the autonomous living of the elderly people
in their living environments, as well as to use the results of this project in order to achieve the
implementation of smart living solutions based on IoT and to promote quality of life of older people in
Europe in general.
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8.1.5. Step 3: Consultation process

Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’
views — or justify why it's not appropriate to do so. Who else do you need to involve within your
organisation? Do you need to ask your processors to assist? Do you plan to consult information security
experts, or any other experts?

Consultation with all relevant stakeholders (controller, processors, health care professionals) has already
taken place.

8.1.6. Step 4: Assess necessity and proportionality

Describe compliance and proportionality measures, in particular: what is your lawful basis for
processing? Does the processing actually achieve your purpose? Is there another way to achieve the
same outcome? How will you prevent function creep? How will you ensure data quality and data
minimisation? What information will you give individuals? How will you help to support their rights?
What measures do you take to ensure processors comply? How do you safeguard any international
transfers?

The legal basis of processing the simple personal data, evaluation data and device data is article 6 par. 1
a of the GDPR and the processing of the health data is article 9 par. 2 a and h of the GDPR.

The processing have been checked on the grounds of proportionality and data minimization, so no
unnecessary data is being collected.
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8.1.7. Step 5: Identify and assess risks

Describe source of risk and nature of potential impact on | Likelihood Severity of | Overall
individuals. Include associated compliance and corporate risks | of harm harm risk
as necessary.

Collection of health data. The health data are collected by | Remote Significant Low
healthcare professionals bound by professional secrecy and
are safely locked. Access is only granted to healthcare
professionals.

The device data are processed pseudo - anonymized by
processors using high technology techniques of pseudo -
anonymization. Only health care professionals have access to
them.

Remote Minimal Low
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8.1.8. Step 6: Identify measures to reduce risk

Identify additional measures you could take to reduce or eliminate risks identified as medium or high
risk in step 5
Risk Options to reduce or eliminate risk Effect on risk | Residual risk | Measure
approved
Eliminated Low medium | Yes/no
reduced high
accepted
e Horizon 2020 European
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8.1.9. Step 7: Sign off and record outcomes

Item Name/date Notes
Measures approved by: Integrate actions back into project
plan, with date and responsibility
for completion
Residual risks approved by: If accepting any residual high risk,
consult the ICO before going ahead
DPO advice provided: Stavroula Chatzidimitriou, | DPO should advise on compliance,
1/10/2018 step 6 measures and whether

processing can proceed

Summary of DPO advice:

The processing of the data is based on the valid legal basis described above. All the principles of
processing are fulfilled and all the necessary technical and organization measures have been taken. The
processing can keep on going without harm on the individuals.

DPO advice accepted or
overruled by:

If overruled, you must explain your
reasons

Comments:

Consultation responses If your decision departs from

reviewed by: individuals’ views, you must explain
your reasons

Comments:

This DPIA will kept under
review by:

The DPO should also review ongoing
compliance with DPIA
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8.2. Consent Forms (in Greek)
Use Case 3.1: An example of a consent form for an Elderly person is given below.
This of necessity in Greek. The Introductory two paragraphs may be translated as follows:

The Municipality of Pilea-Hortiatis implements the European research program "VICINITY", aiming at
promoting autonomous living and healthy aging of older people.

Within the framework of the above program, the Municipality of Pylaia-Hortiatis places new technology
devices in the home of the benefiting citizens, who will collect data from motion, input-output sensors,

" on

"intelligent" pressure mat, "smart refrigerator", "smart oven" and panic button.

ENHMEPQZH - ZYTKATAOEZH

O Anpog MuAaiag-Xoptidtn uAomolel To supwmaikd epeuvnTikd Tpoypappa «VICINITY», ue otdxo tnv
npowbnon NG avtévoung SlaBiwong Kat tng uyLoug yrnpavong otopwy HeyaAltepng nAtkiag.

3To TMAQIOLO TOU TOPATAVW TPOYPAUUATOS, 0 Anuog MuAaiag-Xoptldtn TtomoBstel OUOKEUEG VEQC
TeEXVOAOYLOC OTO OTTTL TWV CUUUETEXOVIWV WPEAOU LEVWV TTIOALTWY, oL omtoieg Ba cuAAéyouv edopéva amod
aLoBnTRpeg Kivnong, eLlcodou-e£060u, «EEumvoy maTakL emadng, «EEumvo Yuyelo» , «EEumvo doUlpvo» Kat
KOUWTIL TavikoU.

Ta Sebopéva autd, Tuyxavouv emnefepyooiog KATOMV aAVWVUHOTOLNONG ME €L6LKO AOYLOMIKO KOl To
anoteAéouatd Toug afloloyolvtal amd emayyeApatieg vyeilag kal Kowwvikng ¢povtidag tou Anuou
MuAaioc-Xoptidtn, pe okomo tn clotaon Mepaltépw umodeifewv ylo tn PeAtiwon ¢ uyesiag twv
woelolEVWY, TNV TOPOXN UTNPECLWV KOWWVIKAG ¢povtidag, mpovolag Kabwg Kol YEVIKOTEPWV
UTINPECLWY UYELaG.

OL ouokeugg kataypdadouv TG cuvnBeleg Tou wdeloluevou wG ocuvnBLopévn ouumepltdopd. MOALg
EVTOTLOTOUV aTmokAloElC amd tn ouvnOlopévn ouumepldpopd, amootéAAetal eldomoinon HEOW TNG
ebappoyrc tou VICINITY ota e€ouclodotnuéva tpita/cuyyevikd mpdowna tou whelolpevou mou o (6Log
£xelL oploel.

TNV MeplmTwon tne ek LEPOUC TOU WPEAOUEVOU EVEPYOTIOLNONE TOU KOUUTILOU TTAVIKOU, EVNLEPWVETAL N
MKO Tpappn Zwng, n omoia Tov KaAel TPOKELWWEVOU va TOU TAPACXEL UTINPECLEG PUXOKOLVWVLKAG
uTooThpLENC.

Katomv Twv avwtépw, oG EVNLEPWVOULE YL TA TTAPAKATW:
» MNpoowrnikd oog dedopéva tov enefepyalOUaoTs:

Mo tnv ekbnAwon evlladEPoviog Kol TNV CUUUETOXN 0aG OTO TPoypapua, o Afuog MuAaiog Xoptidtn
OUMAEYEL OTAQ TTPOCWTTLKA oaG S£S0UEVA, OTIWE TO OVOUATENWVUUO 00G, TO OVOUA TOU TIATEPA KAl TNG
UNTEPAG 00C, TNV nuepounvia yévwvnong oag, to AMKA coag kat tnv SlevBuvon kat to thAédwvo
eMLKovwviag oag.

O wtpdg, n PuxoAdyog Kal n VOoOKOUA TOU Tpoypaupotog enetepyalovial ta dsdopéva oag mou
T(POKUTITOUV OO TLG CUOKEUEC, KOOBWE KAl TO OmapaitnTo LOTOPLKO OAC L€ OKOTIO TNV TAPOXH UTINPECLWV
UYELOG KaL PUXOKOLVWVLKNG UTTOOTAPLENC.

Entiong, cuM\éyetal n mAnpodopla TNG €K LEPOUG 0O XPRONG TOU KOUUTILOU TTAVIKOU.

»  IKOmOG cUAAOYNG TWV MPOCWTIKWV ooG SeSopévwv:
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O Anuog Nulailag — Xoptiatn emnefepydletal TO TOPATIAVW ONAQ OOC TIPOOWTIKA Sedopéva ylo TNV
ekdNAwon evélad£povtog Kat TNV CUUUETOXN) OOG OTO TIPOYPOLULAL.

O wtpdg, n PuxoAdyog Kal n voookopo emefepydlovial T MOPAMAVW TPOOWTILKA oag SeSopéva
TIPOKELUEVOU VO 0OG TIAPEXOUV UTINPECLEG UYELOG KAl PUXOKOLVWVLKAG UTIOOTHPLENG.

H mAnpodopila TNG €K HEPOUG GAG XPHONG TOU KOUUTLOU TtavIKOU CUANEYETAL TIPOKELMEVOU val AGPEL TO
OXETLKO onua N MKO Mpauun Zwrg Kal va oag KAAECEL TIPOKELUEVOU VAL 0aG TtapaoxeBolv ek LEPOUG TOU
TIPOOWTILKOU TNG UTnpeoieg PuxokovwvLKrG urtootipleng. OL mAnpodopieg mou ol iSlol yvwaotoroleital
0TO MPOCWTILKO TNG MKO Mpapun Zwrg Sev kowvomotlovuvtal otov Arjuo MuAaioag-Xoptidtn.

Ta 6eSopéva 0ag KATOTILY AVWVULOTOLNCNG TUYXAVOUV eMeEEPYAOLOC YLl EPEUVNTLKOUC KOL OTATLOTIKOU G
oKOTIoUC.

>  ATOSEKTEG TWV NMPOCWTIILKWV oo SESOUEVWV:

To mpoowrikad cog dedopéva cuAéyovtal anod tov Ao NMuAailoag-Xoptldtn Kat Tuyxdvouv enefepyaciag
ard tov Latpd, tnv PuXoAOYOo Kol TNV VOCOKOUO AIMAVIEG SECUEVUOUEVOL ATIO TO EMAYYEAUATIKO TOUC
anoppnTo.

H MKO Tpapur Zwng, ovoa n idta urtelBuvocg eneepyaciag, EVNUEPWVETAL VLA TNV EK LEPOUG OOG XPrioNn
TOU KOUMTILOU TIOVLKOU Kol oag KaAel TNAEPWVIKWE TIPOKELUEVOU VA 0OC TIOPACKEL TO TIPOCWTILKO TNG
UTNPEoieg PUXOKOWVWVLIKAG UTIOOTNPLENG cUudwva pe Tig mAnpodopieg mou o/n idlog/a xopnyeite. O
Anpoc NuAaiag-Xoptiatn avolapBavel tnv evnuépwaon tng MKO Mpoppr) Zwng yla TV Xpnon Tou Kou prol
mavikol kat n MKO Mpapun Zwng avalopBavel tnv unoxpéwaon yla tv thAebwviKr oag KARon Kot tnv
Tapoxn Twv PUXOKOWVWVIKWY UTINPECLwY. Toug Opoug enefepyaociag Twv dedopévwy oag amo tnv MKO
Mpappn Zwng toug kabopilet n idia.

310 TMAQLOLO TEXVLKAC UTIOOTHPLENG KOl TOTODETNONG TWV GUGKEUWV KOl TwV AOYLOMLIKWY 0 Afpog MuAaiog-
Xoptidtn ouvepyaletal pe tnv INQOMQN MAHPO®OPIKHZ A.E. (etalplo tou mapéxeL umnpeoieg oxeSlaopol
KOL avAMTUENG KOLVOTOUWY KAl afLOTILOTWY CUCTNHATWY AOYLOULIKOU) Kal To EBvikd Kévtpo Epeuvag kat
Texvohoyikng Avamrtuéng (E.K.E.T.A.) -www.certh.gr- (Nouwko Mpoowmno ISwwtikou Aikaiou (NMIA) un
KEPSOOKOTILKOU XapaKTipa mou ernornteletal amod tn Mevikn Mpappateio Epguvag kal Texvoloyiag (MTET)
Tou Ynoupyeiou Natdeiag), kaBocov mpodkeLtal yia Gopeig, oL onolol, EMioNG, CUMUETEXOUV, OTO EUPWIALKO
nipoypappa «VICINITY ».

O Anuog umoxpeouTal cUUPWVA E TOV VOLO VO KOLVOTIOLEL oToLXEL 0€ SNUOCLEG OPXEG KAl UTINPECLEG N
VOULKA Tipdowra Snpociou Sikaiou, popoloyLKEG UTINPECILEG, SLKAOTIKEG OpXEG ) / KAl AAANEG ETIOTITIKEG )
EAEYKTLKEG apYXEC, OTO TAAIOLO TNG SLKALOSOTIKAG TOUG appodlotntag /Kol o tpitoug mou €xouv EVouo
cuudEépov, yla thv Oepeliwaon, Aoknon i UTTOOTAPLEN VOULKWY QELWOEWV.

» Nouwn Baon snefepyaoiog:

OL VOULKEG BAOELC yLOL TLG TTOPATIAVW EMEEEPYACLEG TWV TPOOWTTLKWY oa¢ SE80UEVWY ELvaL N CUVALVEST] COC
yLOL TNV XOpnNyNnon Twv amAwV POoWTILKWY oa¢ SESOUEVWV YLO TNV CUULETOXI) 00.C OTO TPpOypappa (apbpo
6 map. 1 mep. a tou Mevikol Kavoviopou yla thv Mpootaoia twv Asdouévwy Mpoowrikol Xapaktrpa,
edenc rKMA), n AnPn vnnpeoLwv Vyelag amo emayyeALATIEC TOU XWPOU TNG UYELOG SECUEVOLEVOL OO TO
ETIOYYEALLATIKO TOUC amoppnto (apbpo 9 map. 2 mep. n’ tou MKMA), n e€unnpEtnon eMOTNOVLKNG EPEUVOG
KOl OTOTLOTLKWY OKOTIWV KOTOTILY avwvupomnoinong (apbpo 9 map. 2 mep. L' tou TKMA), kabwg Kal n
Kolvoroinon otolxeiwv og ApxEG oto mMAaiolo TNG SLkaloSOTIKAC Tou appodLlotnTag f/Kal o€ Tpitoug mou
€XOUV €vvouo cuudEPOV yLa TNV UTIooTAPLEN VOULKWY aflwoswyv, Onwe opiletal and tov vopo (dpbpo 9
nap. 2 ot’ tou MKMA).
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>

XpOvog SLatripnong Twv TPOoWTIKWVY oog SESOHEVWV:

Ta dedopéva oag Statnpouvtal yia 000 XPOvVo amattnBel ylo TLG AVAYKEG CUUETOXNG OOC OTO TIPOYPULLUOL

KoL CUPWVA LE TNV KELPEVN VOUoBeoia yLa To xpovo dLatripnong Twv eyypadwy amo toug OTA, kabwg Kal

tov Kwdwka latpikrng Asovtohoyiag avadopilkd Ue TNV apoxr| UTNPECLWY €K LEPOUG TOU LATPOU.

>

@)

To SIKALWHATA COG:

I CUUETOXI) OO OTO TIPOYPALMA Elval EBEAOVTIKN Kol UMOPELTE AVA TACA OTLY N VO ATIOX WP OETE
ortd To MPOYPOHUUA XWPLE O PVNTIKEG CUVETIELEC,

€xete 1o Sikalwpa npocPfaong ota Sedopéva oag,

£xete 1o Sikaiwpoa va {ntroete Tn 816pBwoaon A T cUUTARPWON TWV Se80UEVWY OaG, EQV AUTA lval
avakpBn n eAN\y,

£xete 1o Sikalwpa va Introete tn Staypadr SeSopévwy oag, eKTOg £Gv opilel avtiBeta n Keipevn
vouoBeoia,

£XeTe 1o SdKailwpa va INTAOETE TOV TEPLOPLOUO /KAl TV avtitan oag otnv enefepyacia Twv
Sebouévwy oag,

Ta avwTépw SIKALWHATA 0a¢ AoKOUVTAL LE TNV UTIOPBOAN althipatog otov YrieuBuvo Mpootaoiag
Aebopévwy Tou ARUOU PG, ylo TNV LKAVOTolnon Tou Omolou oag XOpnYoUME TNV aviiotolyn
amnavtnon, ota £n¢ otolyeia:

Anpocg MuAatag-Xoptidtn
AnootoAou Zapavién 21
MNavopapa

TK 55236

T. 231330100

E-mail: dpo@pilea-hortiatis.gr

€xete 10 Skalwpa va urmofarete katayyeAia otnv Apxr Mpootaciag Aedopévwy Mpoowrikou
Xapoaktrpa, edv Bswpeite OtL n eneepyacia Twv Asdopévwy cag ylvetal Ye TpoOmo aviibeto otn
vouoBeoia.

AHAQZH 2YTKATAGEZHZ

Katomwv twv avwtépw Kat adotou evnuepwOnka, MANPWE, yla TO MEPLEXOUEVO KOL TOUG OKOMOUG TOU

Mpoypaupotog «VICINITY», pe tnv mapovoa SnAwvw OtL:

»*a

*h
=

v

ocuykatatiBepal otn ocuMoyn Kol emefepyoacia Twv TMAPATMAVW AVOAUTIKA avOopEPOUEVWV
TIPOOWTILKWV Hou Sedopévwy amo tov Arjuo Mulaiag - XopTildtn, Ue oKOMO TNV CUKUETOXN] LOU OTO
TIPOYPAMO KOL TNV TIAPOXH UTINPECLWYV LYELAG Kal PUXOKOLVWVLKAG UTIOOTAPLENG.
AvtilapBavopal 0Tt oL GUGKEUEC Tou Tipoypappotog « VICINITY» eival amAég kat n xprion toug dgv
uTtepPaivel Toug KvdUvVou¢ TNG KABnePvAG (wAG. ZUUPWVW OL CUVTEAECTEG TOU TIPOYPAUUATOG
KOl TO TIPOCWTILKO QUTWV VO TOTIOBETACOUV TLG TAPATIAVW GUCGKEUEC OTO OTTLTL HOU, KOl GUUPWVW
otL dppovtilouv, WOTE Ol CUMUETEXOVTEC VO KOTOVONOOUV TNV XPron TwV CUOCKEUWV Kal dev
guBuvovtal yla onotadnmote {nuia mpokVPeL amod f Ke adoppr) T Xprion Touc.

JuykoTatiBepal otV €L8OTOINGN TOU/TNG wovvvveereereee e otnv nepintwon mou avixveuBsl
acuvnBlotn cuunepidpopd pou.
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V' AvtilauBdvopat OtL oL UTtNPEGLEC Tou Bol Lou TtaPEXOVTaL 6TO TTAALGLO TOU TTPOYPAUMUATOC OUTOU
SEv €XOUV TO XapPAKTPaA APeCN Spacng, Ke tnv €vvola otL dev untokaBlotouv to EKAB kat &€ pou
efaodalilouv Tnv dueon enéuPoon o eNelyovta LOTPLKA TIEPLOTATLKA, OUTE UTIOKAOLOTOUV TOUG
Bepamovteg Latpolg Toug omoioug odellw va emokENTOMAL. ZuvakoAouBa, o Anuog Mulaiag-
XopTLATN, oL EKTEAOUVTEG TNV eMe€epyacio Kol TO amaoXOAOUEVO OTO TIPOYPAUUA TIPOCWITLKO &€
bépouv kapio euBUVN GUECNC Kal EKTAKTNG TIAPOXNG LATPLKNAG CUVEPOUNAG A/Kal eldomoinong Twv
CUYYEVWV pou 1 tou EKAB yla tnv mepintwon mou epudaviow €KTAKTO MEPLOTATIKO 0TNV VYELR pou

Navopapa, _ /_ /20
0/n wdehovpevocg/n

Use Case 3.2: Consent Form of Midde-Aged
ENHMEPQZ2H - ZYTKATAGEZH

O Aqpog NuAaiag-Xoptiatn vAomolel To eupwraiko epeuvnTiko mpoypappa « VICINITY», pe otoxo
TNV TIPOANTITLKI LOTPLKN KAl TNV EVaLoBNTOomoinon GuGCLKAG AOKNONG yLa ATOpA LEONE NALKLAC LE OKOTIO TNV
uyLn ynpavaon.

3To MAQIOLO TOU TMOPAMAVW TIPOYPAUMATOG, O ANuog MuAaiag-XopTlatn TapEXEL OTOUC
woelolLevoug popnth cuokeun kataypadng aoknong ou doplétal oto xépl (fitness tracker).

Eniong, Ba eykatactabolv «EEumvol» papol avayvwplong Twv popntwv cuckeuwv (beacons) oe
dnuotika onueia aBAnong (m.x. OAvumokd ABANTIKO Kévtpo Mavopapatog, Anuotikd KoAuupntnplo,
AnpoTika MNupvacTipLa), WoTe Vo YLIVETAL avTIANTITH N Topousia TwV WPEAOUUEVWVY OTOUG XWPOUC AUTOUG
oTo MAa(olo ToU MPOYPAUUATOG.

O wdehovpevol Ba  eykoblotouv e  edappoyry Kwvntou tnAedwvou (mobile app)
TMaPakoAoUONONG TWV HUETPACEWV TWV TAPATIAVW OCUCKEUWYV, TA QMOTEAéCUHOTA Twv omnolwv Ba
afloAoyouvTal amod Tov LoTPO Kol TNV SLATOAOYO TOU TIPOYPAMMATOC. EKTLHWVTOG TA OIMOTEAECATA QUTA
Ba mapéxouv otoug WheAoUUEVOUG UTIOSELEELS yLa TNV SLatpodr), TNV ACKNGN KaL TNV YEVIKOTEPN BeAtiwon
™G uvyeiag toug.

Katomv Twv avwtépw, oG EVNLEPWVOULE YLa TA TTAPOKATW:
> Tpocwrikd oag Sedopéva nov enefepyalONOOTE:

Ma tnv ekdnAwon evélad€poviog Kal TNV CUMUETOXN 00G OTO TPOypappa, o Afpog MuAaiag Xoptidtn
OUMEYEL TO OVOUOTEMWVUUO GOG, TO OVOUA TOU TOTEPA KAL TNG UNTEPOC OAG, TNV NUEPOUNVIA YEVVNONAG
oog, To AMKA oag kot tnv dtevBuvon Kal To TNAEPWVO EMLKOLVWVLOG 0OC.

O Latpdc Kal n SLattoAdyog Tou mpoypdppatog enefepydlovral ta SeSouEva 6O TOU TIPOKUTITOUV Omtd TIG
OUOKEUVEG, KoL ELOLKOTEPA: amod TNV opntr) CUOKEUN Kataypadng aoknong mou ¢oplEtal oto xEpL (fitness

P Horizon 2020 European
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trackers), Tnv duowkn SpaoctnplotnNTd oag, Tov aAplBUo Twv PNUATWY oaG, TG HETPNOELS BApoug Twv
WPEAOVUEVWY, TIG METPNOELG TNG TEONC TwV wdeAOUPEVWY, amd TNV TNV MOPOoUsia oag o SNUOTIKO
onueio aBAnong kat téAog tnv edappoyn Kwvntol thAepwvou.

Mepattépw, n dlattohdyog kataypadel ta e€Rg otolxeia oag: nAtkia, uPog, Bapog, delktn HAlAg CWHATOC,
TooootO Alroug, olvnBeg Bapog, emBuuntd Bdapog, mepidpépela péong, Tepldpepela Loxiwy, TuxoOV
nadnoetg, onwg StaPntng, unéptaon, ANPn cUUMANPWUATWY dLatpodrg, dLaTpodLkEG cuvr BeLeg, Xprion
oAKOOA, pucikn dpaoctnplotnta (eidoc, TUmog, Evtacn, SLapKeLa).

Kat o loatpog AdapBavel To amapaitnto KAt TV Kpion ToU LATPLKO LOTOPLKO.
>  ZKOTMOG GUAAOYIG TWV MPOCWITLKWV o0G SESOUEVWV:

O LoTpOg 0O¢ TAPEXEL UTINPECLEG LYELG KaLl N SLatoAoyog oag xopnyel ECOTOULKEUEVO SLALTOAOGYLO Kall
napakoAoUOnon NG anwAsLag Bapoug, mapoyr umodeifewv Slatpodrg Kal Aoknong.

To dedopéva 0oG KATOTLY AVWVUHOTOLNoNG TuyXavouv enefepyaoiag yla EpEUVNTIKOUG KOL OTOTLOTIKOUG
OKOTIOUG.

»  AMOSEKTEG TWV NMPOOWTIKWV oag dedopévwv:

Ta mpoowritkd oag dedopéva culhéyovtal otov Ao NMulaiag-Xoptldtn Kot TuyxAavouyv enetepyaciog ano
TOV LaTPO Kol TNV SLaLToAOyo, SECUEUOUEVOC OO TO LATPLKO OMOPPENTO, O LATPOG KOl OXETLKA pnTpa
exeMLBeLaG, n SlattoAoyoc.

3to TAALOLO0 TEXVLKAG UTOOTAPLENG TWV OUCKEUWV KAl TwV AOYLOUIKWY 0 ARpog MuAaiog-Xoptidtn
ouvepyaletat pe tnv INQMQN MAHPO®OPIKHZ A.E. (etaipia mou mopéxel UTNpPecieg oxedlaopol Kol
OVATITUENG KOLVOTOUWY Kol afLOTILOTWY CUOTNUATWY AOYLOULKOU) Kot to EBvikd Kévtpo Epsuvag Kal
Texvohoyikng Avamrtuéng (E.K.E.T.A.) -www.certh.gr- (Nouwko Mpoowmno ISwwtikou Aikaiou (NMIA) un
KEPSOOKOTILKOU XapaKTrpa, Tou enomnteletal and tn Mevikn Mpaupoteia Epeuvag kot TexvoAloyioag (MTET)
Tou Yrioupyeiou MNatdeiag, kaBdoov mpokeLtal yia opelc, oL omolol, eMiong, CUUETEXOUV, OTO EUPWTIAIKO
nipoypappo «VICINITY ».

O Anpog umoxpeouTal oUWV LE TOV VOUO VA KOLVOTIOLEL oTolXela o SnUOOLeg apXEG KAl UTtNPETieg
VOULKA Tipdowra Snpociou Sikaiou, popoloyLkEG UTNPEGIES, SIKACTIKES apXEG N / Kol AANEC EMOTTIKEG A
EAEYKTLKEG apYEC, OTO TAAIOLO TNG SLKALOSOTIKAG TOUC appuodlotntag /Kol o tpitoug mou €xouv Voo
ocuudEpov, yla thv Oepehiwaon, Aoknon f UTIOOTAPLEN VOULKWY OELWOEWV.

»  Nouwkn Baon enséepyaoiag:

OL VOULLKEG BACELC yLOL TLG TTOPATIAVW EMEEEPYACLEC TWV TPOOWTTILKWY o0 SeSouévwy elval n cuvaiveon oag
yla TV xoprnynon twv otolxeiwv autwv (apbpo 6 map. 1 nep. a kat dpbpo 9 map. 2 nep. o’ Tou Mevikol
KavoviopoU yia tnv MNpootacia twv Asdopévwv MNpoowrikol Xapaktipa, edenc MKMNA), n Aqdn
UTINPECLWY UYElag amod emnayyeApatia Tou Xwpou TnG UYEloG GECHEVOUEVO QTIO TO LATPLKO QmOppPNTo
(apBpo 9 map. 2 mtep. n’ tou MKMA), n e€UTNPETNGN EMLOTNUOVLKIG £PEUVACG KL CTOTLOTLKWV OKOTIWV KOTOTILY
ovwvupormnoinong (apBpo 9 map. 2 mep. U tou NKMNA), KABWE KAl N KOLVOTOLNGCN OTOLXElWV 0 APXEG OTO
mAaiolo NG SkatodoTIKAG Tou appodlotntag rn/kat oe TPltoug mMou €Xouv €VWopo CUMEPOV yla TV
UTIOOTHPLEN VOULKWY a€LWoEWVY, OTIWG opilleTal amo tov Vopo (apBpo 9 map. 2 ot tou MKMNA).

»  Xpovog dLatpnong Twv MPOocWIKWVY oG SeSopévwy:

To 6edopéva oag dtatnpouvtal ylo 060 XpOVo amattnBel yla TG avAayKeG CUMHETOXN G 00C OTO IPOYPALa
Kal oUpdwWva Pe TNV Kelevn vopoBeaia yla to xpovo Slatrnpnong twy eyypddwv amnd toug OTA, kabwg Kat
tov Kwdika latpikng Asovtohoyiog avadopLka LE TNV OPOXI UTINPECLWY EK LEPOUG TOU LALTPOU.
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>  Ta Sikawwpatd oag:

O N CUUUETOXH O0G OTO TPOYPOUHA ElvaL EBEAOVTLKN KoL WTOPELTE AVA TIAGO OTLY N VO OTIOXWPH OETE
oo TO MPOYPAUHUA XWPLC ApVNTIKEG OUVETIELEG,
€xete 1o Sikalwpa npocPaong ota dedopéva oag,
£xete 1o Sikaiwpa va Introete tn 810pOwoaon f TN CUUITANPWON TwV SeSopEVWY oag, EGV aUTA slvatl
avakpBn n eAAy,

o éxete to Sikalwpa va Intioete tn Staypadr SeSopévwy oag, EKTOC edv opilel avtiBeta n Kelpevn
vopobBeoia,

o éxete 1o Skalwpo va INTHOETE TOV TEPLOPLOKO N/Kal TNV avtitaél oag otnv enefepyacia Twv
Sebopévwy oag,

Ta avwTépw SLKALWHATA 0a¢ aoKoUVTAL LE TNV UTIOPBOAN althpatog otov YrieuBbuvo Mpootaoiag
Aebopévwy Tou ARUOU PG, yla TNV LKAVOTolnon Tou Omolou oag XopnyoUME TNV aviiotolyn
amavtnon, ota €n¢ otolyela:
Anpog MuAaiag - Xoptiatn
Anootolou Tapavidn 21
MNavopapa
TK 55236
T. 231330100
E-mail: dpo@pilea-hortiatis.gr

o £xete 1o Sikalwpa va umoBariete katayyehia otnv Apxn Mpootaociog Asdopévwy Mpoowrikol
Xopoktrpa, edv Bewpeite OtL n enefepyaoia Twv Aedouévwy oag yivetal PUe TPOMO avTtiBeto otn
vouoBeoia.

AHAQZH 2YTKATAGEZHZ

Katomwv twv avwtépw Kat adotou evnuepwOnKa, MANPWE, yla TO TIEPLEXOMEVO KOl TOUG OKOTIOUG TOU
Mpoypaupotog «VICINITY», pe tnv mapovoa SnAwvw otL:

O ouykatatiBepat otn ouAhoyn Kal enefepyacia Twv Mapandvw avVoAUTIKA avabePOUEVWY TIPOCWTTLKWY
pou Sedopévwy amod tov Ao MuAaiog - XopTLdtn, e OKOTIO TNV APOXH UTNPECLWY UYELaGS, KaBwe Kat tnv
napoyn umodeitewv Slatpodng kat Aoknaong.

O avtidapBavopatl 6t oL cuokeueg tou mpoypaupatog «VICINITY» eival amAég kat n xprion toug ev
umepBaivel Toug KLvdUVouG TS KaBnueptvhg {wng. ZUNPWVW OTL OL CUVTEAECTEC TOU TIPOYPAULATOG KoL TO
TIPOOWTTILKO AUTWV PPOVTI{OUV, WOTE Ol CUUUETEXOVTEC VAL KATOWWVONOOUV TNV XPHON TWV CUCKEUWV Kat Sgv
guBuvovtal yLa onoladnmnote {nuia mpokUPeL amnod ) pe adopun Tn Xprion Touc.

[ petd tn AQén Tou poypAPHOTOC 1) OF TIEPLITTWON ATIOXWPENCNAE LOU atd TO TPOYPALA UTIOXPEOU AL VO
napadwow T dopntr) cuokeun kataypadng dcknong (fitness tracker) pe OAa ta mMapeAkOpeVA TNG
(doptiotn, kKaAwdLa KATL.) 0TO KOUTL TNG 0g KOAN Katdotaon oto Arpo NuAailag-Xoptidatn.

MNavopapa,  / /20

0/n wdehovpevoeg/n
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8.3. Delivery of devices agreements (in Greek)

Use Case 3.1: Delivery of devices agreements

AMNOAEIKTIKO NAPAAOzZH2

ID:
O/H SnAwvw unevBuva otL mapéAaBa onpepa,
_/ _/20__, amd tov , UMAAAnAo tou 6npou MuAaiag —

XOPTLATN TLG TOPAKATW CUCKEVEG:

AwoBntipag Avixveuong Ntwong Tunstall iVi
S/N:
H cuokevaoia mephapBavet:

. . Kouuri mavikoU/AoupAKL Aol PE EVOWUATWUEVO aloBnThpa avixveuong mtwaong
B. dul\adLo obnyLwv

Y. KAUT Kapditoa

8. kKAt Lwvng

Yuokeun EAéyxou AloBntripwv Avixveuonc Mtwong Tunstall LifeLine Vi
S/N:
H ocuokevaoia nepthappavet:
o. oUOKeUn thAgeldomnoinong
B. koupurmi mavikou

Y. AOUPAKL XELPOG

6. Aoupdkt Aatpou

€. poptiotr Tpododoaiag

ot. KaAwdLo TnAedpwvou

{. mpooappoyéa

L. eyxelpiblo

AwoBntipag Métpnong Mieong Omron Bluetooth Blood Pressure Monitor 708-BT
S/N:
H cuokevaoia mephapBavet:
o. 006vn pétpnong mieong

B. mepiyelpiba Bpaxiova

Y. Unatapieg

6. Bnkn e€omAlopou

€. eyxepidlo

Juokeun EAéyxou AoBntipwv Métpnong MNieong Homecare Connectivity Gateway
S/N:
H cuokevaoia mephapPavet:

a. cuokeuny Homecare

B. bluetooth dongle (tomoBetnuévo otn cuokeun Homecare)

*
Pl

Horizon 2020 European
% x Europe_an_ European Union funding - Public - Platforms
i Commission for Research & Innovation Initiative




h [D7.5 — Report on eHealth at

Home Installations]

42

Y. K&pta pvAung (tomoBetnuévn otn cuokeur) Homecare)
6. ouokeun tpododooiag

€. KaAwdlo tnAedwvou

ot. modem

L. eyxelpldlo

AwoBntipag Métpnong Bapoug Omron BF-206BT Weight Scale
S/N:
H cuokevaoia mephapBavet:

o. aledntrpa pétpnong Bapoug ((uyapld)
B. umotapieg

V. EYXelpiblo

Yuokeun EAéyxou AloBntripwv Metpnonc Bapoug Homecare Connectivity Gateway
S/N:
H ocuokevaoia nepthappavet:

o ouokeur) Homecare

B. bluetooth dongle (tomoBetnuévo otn cuokeury Homecare)
Y. K&pta pvrApung (tomoBetnuévn otn cuokeur) Homecare)

6. ouokeun tpododooiag

€. KaAwdlo TnAedwvou

ot. modem

L. eyxelpldlo

Juokeun Router D-Link 4G LTE N300 by OTE
S/N:
H cuokevaoia meplapBavet:
o. cuokeun Router

B. cuokeur tpododoaoiag

Y. KaAwbLo diktuou

6. kaAwdlo TnAedwvou

EMelelc:

YniaAAnAog Anpou O/H AnAwv/ovoa
[Ovopa/Yroypadn] [Ovopa/Ynoypadn]

Use Case 3.2: Delivery of devices agreements

AMOAEIKTIKO NAPAAOzZH2

ID:
O/H SnAwvw unevBuva otL mapEAaBa onpepa,
_/ /20, amd tov , UMAAAnAo tou 6nuou Mulaiog-

XOpTLATN TLG MOPAKATW CUOKEUEG:

*hx
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Juokeun kotaypadng adocknong (fitness tracker) Mi Band 2
S/N:

H cuokevaoia mephapBavet:

0. oUOKeUN Kataypadng Aoknang
B. kaAwblo poptiong
v. Eyxelpidlo

EMeipeLg:

YrniaAnAog Arjpuou O/H AnAwv/oVoa

[Ovopa/Yroypadn] [Ovopa/Yroypadn]

8.4. Photos from installations

8.4.1. Usecase3.1

Photos from House Type 1,2 hardware installations.

Horizon 2020
m Europe_an_ European Union funding _ PUbIlC _
Commission for Research & Innovation

©®

European
Platforms
Initiative



£V |CINITY

[D7.5 — Report on eHealth at
Home Installations]

44

European
Commission

Horizon 2020
European Union funding
for Research & Innovation

- Public -

©®

European
Platforms
Initiative



GV | C | N | TY [D7.5 — Report on eHealth at 45

2020 Home Installations]

8.4.2. Use case 3.2

Installations in sport centres:
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The dietician:
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