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Executive Summary

This deliverable and demonstrator (Annex) present the Lab testing and validation for each of the
components, such as Adapters, Agent, Gateway API, that constitute the VICINITY [1] framework, and for
the user-cases defined in D5.2. It is an important part to reach Milestone 7 in the conduction of Lab testing
and validation within Task T.6.2.

After the fundamental integration tests in D6.1, testing plans of D6.2 are developed in terms of Edge Case
Testing Methodology which includes both edge case testing and internal point testing. Two important
results have been achieved from the lab-testing:

A. VICINITY prototype performance when closing to the edges/limits has been tested and restricted
by means of Edge Case Testing. Therefore, specify a stable operation zone for VICINITY platform.

B. The internal point testing scenarios are mostly designed to be consistent with use-cases defined in
WP5. They mainly focus on prototype functionality and performance, including cross-domain
testing cases, in order to validate and improve VICINITY prototype functionality.

This deliverable and demonstrator cover all individual modules that have been developed in WP3 -
“VICINITY Server Implementation”, WP4 - “VICINITY Client Infrastructures Implementation”, and keep in
line with WP5 — “Value-Added Services Implementation”. Core components functions, integration
performance, features are tested and validated. Problems identified are timely reported and solved. The
Lab testing results are forwarded to WP8 — “Pilot demonstration and Overall evaluation”.

In addition, this deliverable addresses some of the feedback comments given by our reviewers: VICINITY
and especially the academic partners should research the use of new technologies and their application
and value for VICINITY. The Lab Testing of partner UNIKL will hence also go beyond what was written in the
Description of Work and will evaluate Network Simulators for virtual Prototyping of VICINITY use cases and
also homomorphic encryption to further enhance Privacy of the project’s solution.

The related Adapters and VASs are publicly available in VICINITY H2020 GitHub with configuration and
installation documentation including source code [2].

In conclusion, the deliverable and demonstrator focus on iterative Lab testing and validation from VICINITY
node to node communication to the real-time experimental platform and complex cross-domain testing
scenarios.
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1. Introduction

The deliverable and demonstrator describe the Lab testing process and results for the core components
that constitute the VICINITY prototype and the pilot user cases to validate their performance and
functionality under both edge cases and internal point cases.

Focus of this deliverable and demonstrator is providing a detailed handbook of the conducted Lab tests to
describe the testing steps, actual testing results and solved technical issues.

The tested components cover all individual modules that have been developed in WP3 - “VICINITY Server
Implementation”, WP4 - “VICINITY Client Infrastructures Implementation”. The testing scenarios are
designed by considering both unusual circumstances and normal operation points. The formal restrictions
of the discovery process with unusual circumstances are defined and validated in D6.3. The normal
operation points are designed consisting of the user cases defined in D5.2.

1.1. Context within VICINITY

Fehler! Verweisquelle konnte nicht gefunden werden. gives an overview of the context of D6.2 within
VICINITY. As already mentioned, D6.2 is an important step to reach Milestone 7 (MS7) which marks the
conduction of intensive integrated Lab testing for VICINITY prototype, with the use of the VICINITY server
components/services, client infrastructures and value-added services that were made available by the
previous milestones.

today
MS1 MS2 MS3 : : Ms4 i MSs7
. . Client/Server :
WP1: D1.X WP3, 4: : / i (ugblates)
Requirements :  Implementation : i
s . N . . i
Specification v : . e
Q . Value-added F
WPS: : Lo (updlates)
WP2: . services: E:
Hlifaits Semantic model -1 D2.2 i
Standards 5 i
WP6: Integration &nd testing
WP7: Deplq:yment andipilots
WP8:Demonstration and évaluation
WP2 - Tracking requiremen:'ts, monitoring & contributing?to standardiz:étion
WP 9, 10: Disseminatjon, Exploitation, Management, Open Callsz:
(time) M36

Figure 1 Work Package Architecture

Regarding the relation to other WPs, the current document and demonstrator builds on the results of
previous WPs, specifically:

e WP1 - VICINITY Concept Requirements, Barriers, Specification, and Architecture
o  WP3 —VICINITY Server Implementation
o  WP4 — VICINITY Client Infrastructures Implementation

e WP5 —Value-Added Services implementation

e
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The outcome of this deliverable and demonstrator will form the basis of work for the following WPs and
Tasks:

e WP7 —On-site Deployment and Pilot Installations

e \WPS8 — Pilot Demonstration and Overall Evaluation

1.2. Objectives in Work Package 6 and Task 6.2

The purpose of WP6 “VICINITY Framework Integration and Lab Testing” is to ensure that the VICINITY
platform operates correctly from a technical perspective prior to deployment at the pilot sites in WP7.

T6.1 “Integration of VICINITY Components”, focusses on integrating the components that form server and
client infrastructures, along with the related value-added services to form the first version of the VICINITY
prototype. The layout and scope of the tests in T6.1 were decided, based on: pilot site definitions, functional
requirements, operational requirements and the VICINITY architecture as defined by WP1 “Requirements
Specification” and the value-added services as defined by WP5 “Value-Added Services Implementation”.
The issues that were uncovered during the process are documented in the VICINITY Issues Log which is
available for all partners of the project, with the status and context of individual issues. Evidence of the
progress in solving these issues with cross-pilot cooperation can also be found on the internal project
website. Resolved issues resulted in new versions of the software components, which were deployed
following regression testing.

T6.2 “Lab setup, Testing & Validation” deals with two kinds of lab-testing. The first is Edge case testing to
validate the expected prototype performance when close to the edges/limits according to the requirements
detailed in WP1. The second kind of lab testing focuses on functionality and performance, including cross-
domain testing scenarios, in line with value-added services defined in WP5. The diagnosed problems during
the lab-testing process are discussed and resolved by collaboration among partners to improve and enrich
VICINITY prototype functionality.

T6.3 “Auto-discovery space deployment and validation”, establishes the quality and performance of the
auto-discovery platform which identifies loT device types and enables interoperability at the semantic level.
Any limitations of the discovery process are identified and resolved as reported in D6.3.

1.3.  Structure of the Deliverable

Chapter 1: Introduction to the deliverable, and the context of the Tasks in Vicinity. This section outlines
the role this document plays in the development process.

Chapter 2: Test Methodology and Test Scope.
Chapter 3: Edge Case Testing.
Chapter 4-9: Internal point testing.

Annex I-XV: Demonstrators.
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2. Test Methodology and Test Scope

2.1. Test Methodology

After the fundamental integration tests in D6.1, the testing methodology employed in this deliverable is
Edge Case Testing Methodology which can be defined as strategies and testing types used to certify that
the Application Under Test meets client expectations. The testing plans are designed for examining both
edge cases and internal point cases, therefore ensuring that the testing cases have good coverage over the
range of values.

The edge testing cases consist of stress registration properties, limit of parallel registrations, and large size
of the payload for GET request. They are designed to restrict some features of Gateway API by considering
the requirements and installation specifications envisioned in WP1 in order to define a stability and proper
operating range for VICINITY platform.

The internal testing points keep in line with the user-cases defined in WP5 to verify the adapter/VAS
functional performance and ensure the expected operation. They cover mobility, building, energy, and
eHealth domains and refer to privacy, GDPR VAS, LoRa, and FIWARE-compliant device, Omnet++ network
simulator and homomorphic encryption.

If the testing results or the design behave unexpectedly, a bug and a trace that lead to it are reported
through Open Project, emails, Skype and Slack. Iterative tests have been conducted to verify the solutions
and evenly to solve the bugs.

The general structure for each testing case mainly includes test scenario and goal, VICINITY
components/functions involved, equipment and testing environments, expected results, test procedure,
testing platforms, real results, user interfaces, deviations encountered from expected result and solutions,
and an annex for the demonstrator.

2.2. Tested VICINITY Platform configuration and coverage

The tested VICINITY Platform configuration and interfaces are referred to Sections 2.2 and 2.3 of D6.1.
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3. Edge Case Testing (AAU - DK)

3.1. Testing objective and the Role of the Vicinity Prototype

The objective of the edge case testing is trying to push some features of Gateway API to its limits, in order
to get knowledge of the behaviour of a VICINITY prototype under unusual circumstances. For instance, with
heavy load.

Three different edge case tests have been carried out, which have directly interacted with Neighbourhood
Manager, Gateway API (v0.6.3), Agent (v0.6.3) and a testing virtual device node.

The formal restrictions of the discovery process with unusual circumstances are defined and validated in
D6.3.

3.2, Edge Case Testing 1 - Stress registration properties

3.2.1. Testing case design

Edge case testing 1 Stress registration properties
I
Test scenario and goal The current testing case aims to test whether the VICINITY prototype can
deal with a registration with heavy payload.
Iterations The test was conducted 3 times for the Agent 0.6.3.
VICINITY o Adapter of a virtue testing device v0.0.1
components/functions e Agentv0.6.3
involved e Gateway APIv0.6.3

e VICINITY Neighbourhood manager v0.6.3

Equipment and testing e None.

environments

Deployment e The adapter for the virtue testing device is established based on
Python 3. It can be run on any PC by executing the .py file.

Expected results e Response should contain the information of “Discovery for adapter
successfully done”. The status code of the response should be 200.
The registered device should be found in the Neighbourhood
manager.

Test procedure The test procedure consists of the following steps:

1. Create an access point in Neighbourhood manager,

o Choose VICINITY agent
o Give it aname and set a password

2. Use password and AID received after completing step 1 to setup
/agent/gateway combo.

3. Start gateway

4. Start agent

5. Create a device thing description with 10000 properties through
python3.6

6. Send HTTP request to agent to register thing through python3.6,

o Request: POST
http://<agent_URL>:<agent_port>/agent/objects
o Required payload is generated testing thing description

Horizon 2020 European
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7. End of test.

3.2.2. Testing Platform

VIGNITYQoud

TestingDevice

VIONITY

Gateway AP Communication

Node

Figure 2 Testing platform and involved components for edge case testing 1.

3.2.3. Testing results

Edge case testing 1

Stress registration properties

I
Real  results and 1. After sending the POST request, a response containing the

constraints identified

information of successful registration is received, and the status code
of the response is 200. The device with 10000 properties can be found
in the Neighbourhood Manager. The VICINITY prototype can deal
with a registration with at least 10000 properties.

Developed

User Interfaces

None.

Functionalities:

Real results (demo)

Related snapshots of data flows are included in Annex |.

Deviations None.
Other technical issues None.
Status Passed.
Notes None.
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3.3. Edge Case Testing 2 - Limit of parallel registrations

3.3.1. Testing case design

Edge case testing 2 Limit of parallel registrations

Test scenario and goal The current testing case aims to identify how many parallel registrations
can be handled by VICINITY prototype.

Iterations The test was conducted 5 times for the Agent 0.6.3.

VICINITY e Adapter of a virtue testing device v0.0.1

components/functions e Agentv0.6.3

involved e Gateway APIv0.6.3
e VICINITY neighborhood manager v0.6.3

Equipment and testing e None.

environments

Deployment e The adapter for the virtue testing device is established based on

Python 3. It can be run on any PC by executing the .py file.
Expected results e A response containing the information of “Discovery for adapter

successfully done!” should be received after step 6 and step 13
respectively. The status code of the response should be 200. The
registered devices should be found in the Neighbourhood manager.
Test procedure The test procedure consists of the following steps:
1. Create an access point in Neighbourhood manager,

o Choose VICINITY agent
o Give it aname and set a password.

2. Use password and AID received after completing step 1 to setup
/agent/gateway combo.

Start gateway

Start agent

Create 64 thing descriptions through python 3.6

Send HTTP request to agent to register thing through python 3.6,

ou kAW

o Request: POST
http://<agent_URL>:<agent_port>/agent/objects
o Required payload is generated testing thing description

7. Stop agent

Stop gateway

9. Delete agent/config/db folder in agent to delete 64 things in
Neighbourhood manager.

10. Start gateway

11. Start agent

12. Create 65 thing descriptions through python3.6

13. Send HTTP request to agent to register thing through python3.6,

o

o Request: POST
http://<agent_URL>:<agent_port>/agent/objects
o Required payload is generated testing thing description

14. End of test.
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3.3.2. Testing Platform

VIGNITYGoud

VIAONITY
Gateway APl

Communication
Node

Figure 3 Testing platform and involved components for edge case testing 2.

3.3.3. Testing results

Edge case testing 2

Limit of parallel registrations

Real  results
constraints identified

and e After step 6, a response containing the information of successful
registration is received, and the status code of the response is 200.
The 64 devices can be found in the Neighbourhood manager.
e After step 13, a response containing the information of “Discovery
for adapter failed” is received, and the status code of the response is
400. However, 65 devices can still be found in the Neighbourhood
manager. The limitation of simultaneous registrations is found which
is equal to 64 with light payload.

Developed

User Interfaces

None.

Functionalities:

Real results (demo)

Related snapshots of data flows are included in Annex II.

Deviations e Although a response of “Discovery for adapter failed” is received and
the status code of the response is 400, the 65 devices can still be
found in Neighbourhood manager.

Other technical issues None.

Status Passed.

Notes None.
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3.4. Edge Case Testing 3 - Large size of payload for GET request

3.4.1. Testing case design

Edge case testing 3 Large size of payload for GET request
Test scenario and goal The current testing case aims to identify whether the VICINITY prototype
can successfully respond to a GET request for heavy payload.
Iterations The test was conducted 3 times for the Agent 0.6.3.
VICINITY o Adapter of two virtue testing device v0.0.1
components/functions e Agentv0.6.3
involved e Gateway APIv0.6.3
e VICINITY Neighbourhood manager v0.6.3
Equipment and testing e None.
environments
Deployment e The adapter for the virtue testing device is established based on
Python 3. It can be run on any PC by executing the .py file.
Expected results e Response to the request should be received. Postman should receive
the response containing 200,000 data and 200 status code.
Test procedure The test procedure consists of the following steps:

1. Create an access point in Neighbourhood manager

o Choose VICINITY agent
o Give it aname and set a password

2. Use password and AID received after completing step 1 to setup
/agent/gateway combo.

3. Start gateway

4. Start agent

5. Create thing description for two devices through python 3.6, in
which one device with a property emulates sender, the other
device emulates receiver to read sender property.

6. Send HTTP request to agent to register two testing things
through python 3.6,

o Request: POST
http://<agent URL>:<agent port>/agent/objects
o Required payload is generated testing thing description

7. Run python 3.6 based adapter for the sender, it will send 200,000
string values as data.

8. Run Postman to emulate adapter for receiver and send HTTP
request to agent to read sender’s property.

o Request: GET http://<agent URL>:

<agent_port>/agent/objects/<oid>/properties/maxpayloadtest

o Required header is adapter ID and infrastructure ID of
receiver.

9. End of test.
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3.4.2. Testing Platform

VIGNITYQoud

TestingDevice

VIGNITY i VIANITY

Communication
Gateway APl Node Cateway APl

Communication
Node

Figure 4 Testing platform and involved components for edge case testing 3.

3.4.3. Testing results

Large size of payload for GET request

Real  results and e After sending GET request by Postman, a response is received with
constraints identified 200,000 data and 200 status code.

Developed None.

User Interfaces Functionalities:

Real results (demo) Related snapshots of data flows are included in Annex llI.

Deviations None.

Other technical issues None.

Status Passed.

Notes None.
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4. Internal point testing — Smart Parking & Residential Microgrid
(AAU - DK)

4.1. Testing objective, Testing Environment and the Role of the Vicinity Prototype

In the development of traffic management systems, intelligent parking systems get a lot of attention in
terms of sharing private and public parking space, reducing the cost of hiring people and for optimal use of
resources for car-park owners. In line with Pilot Use Case 1b.1: Shared parking/priority parking defined in
WP5, the Internal point testing 1 deals with providing users with data about the number of free parking
slots and the real-time charging price for EVs. In line with Pilot Use Case 1b.2: eHealth Emergency parking
listed in WP5, the Internal point testing 2 copes with providing a panic button function for the end-user by
collecting the smart appliance properties.

Parking slot usage data is collected through VICINITY by using three parking sensors to achieve monitoring
function. A residential microgrid, which consists of PV, a wind turbine and batteries, is emulated based on
a real-time dSPACE experimental platform in AAU loT-microgrid Lab. The residential microgrid is assumed
to supply power to EV chargers in the three parking slots. GORENJE smart refrigerator is included in the
residential microgrid. The real-time charging price is calculated by considering the simulated real-time
utility electricity price, state-of-charge of batteries, and forecasts of the PV and wind turbine power
generation. The parking slot usage and the real-time charging price will be sent automatically to users after
subscribing Optimal Usage of Parking Slots by Considering Energy Costs VAS. The abnormal situation will be
reported, and a parking slot will be reserved by Abnormal Situation Identification for Elderly Residents VAS.
LabVIEW-based user interfaces are developed for monitoring and notification.

The VAS adapters, PlacePod parking sensor adapter, GORENJE appliance, Agent, Gateway APl and all
interaction patterns in VICINITY are tested during the VAS implementation process. Active and Passive
Discovery of the Agent is used for the parking sensor adapter and the VAS respectively. The VAS can GET
the properties of the parking sensor through VICINITY. The VASs subscribe the event published by the
parking sensors and publish events to an end-user thus testing the publish/subscribe performance of
VICINITY.

4.2. Internal point testing 1 - Optimal usage of parking slots by considering energy costs

4.2.1. Testing case design

Internal point testing 1 Optimal usage of parking slots by considering energy costs

I
Test scenario and goal The current testing case deals with providing users with data about the

number of free parking slots and the real-time charging price for EVs in
order to optimize energy and parking slot usages and to reduce end-
users’ bills.

Iterations The test was conducted 6 times for the Agent 0.6.2 and Agent 0.6.3 and

consists of continuously running the residential microgrid for a period of

5 to 10 minutes.

VICINITY o Adapter of PlacePod parking sensors v0.0.1
components/functions o Adapter of VAS - “Vacant parking slot and charging price notifications
involved service” v1.0.0

e Agentv0.6.3
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Gateway APIv0.6.3
VICINITY Neighbourhood manager v0.6.3

Equipment and testing e Three PlacePod parking sensors for Tromsg (NO) pilot site
environments e  Multitech LoRaWAN gateway for Tromsg (NO) pilot site

o Microgrid emulation workstations in AAU lab

e Chroma Grid Simulator

e Local resistive loads

o LabVIEW-based residential microgrid energy management system

(RMEMS)

Deployment e The VAS is established based on Python 3, which is connected to

LabVIEW-based Energy Management System through TCP/IP
(http://localhost:10005). It can be run on any PC by executing the .py
file.

Expected results

e A Residential microgrid setup that involves renewable energy
resources (PV panels and a wind turbine), DC/AC power converters,
energy storage systems, and three PlacePod parking sensors are
properly running.

e Parking sensors, a testing device, and VAS registered can be viewed
in the Neighbourhood Manager under “Devices” and “Services” menu
items separately.

e VAS (service) node can make a request to its agent for data from the
parking sensor (device) node.

e VAS node can subscribe to the event of the parking sensor node.

e The VAS monitors the parking slot usage and calculates the real-time
charging price.

e Parking slots usage and the residential microgrid operation status are
shown on a LabVIEW-based graphical user interface (GUI) 1 (as shown
in Section 4.2.3).

e VAS publishes an event with parking slot usage and real-time charging
price.

e The testing device node can subscribe to the event published by the
VAS.

e  Parking slots usage and the real-time charging price are shown on a
simplified GUI 2 (as shown in Section 4.2.3).

Test procedure The test procedure consists of the following steps:

e The tester first needs to build a residential microgrid with renewable
energy resources, microgrid emulation setups, grid simulator, dSPACE
real-time simulation platform, and PlacePod parking sensors.

o Register parking sensors, the Optimal Usage of Parking Slots by
Considering Energy Costs VAS, and a testing device node in VICINITY
Neighbourhood Manager with the same Organisation.

e The VAS node subscribes to the event of the parking sensor node.

e The VAS publishes an event with parking slot usage and real-time
charging price.

e The testing device node becomes friends with the VAS.

e The testing device node subscribes to the event of the VAS.

e The tester monitors the operation status of the residential microgrid,
the parking slot usage, and real-time charging price from GUIs 1 and
2.

e The tester occupies one parking sensor and turns on one load to
emulate the EV charging process. The rest two parking slots are free.

e Horizon 2020 European
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e The tester verifies that the energy balance calculation is conducted
by considering the energy generation forecast and energy
consumption for one occupied parking slot. Based on the calculation
results, a parking and charging rate is announced for the rest two free
parking slots.

e End of test.

4.2.2,

Testing Platform

VICINITYCloud

TestingNode ! ; AAUVASNode

VIGNITY H i VIGNITY VIGNITY
Communication Node i ! Gateway AP Communication Node

VIONITY Agent

4.2.3.

Figure 5 Testing platform and involved components for internal point testing 1.

Testing Results

Internal point testing 1 Optimal usage of parking slots by considering energy costs

Real results e A Residential microgrid setup that involves renewable energy

resources (PV panels and a wind turbine), DC/AC power converters,
local loads, and three PlacePod parking sensors are properly running.

e Agent starts up without failing and successfully registers devices from
configuration file with TDs in the VICINITY. Parking sensors, a testing
device, and VAS registered can be viewed in the Neighbourhood
Manager under “Devices” and “Services” menu items separately.

e Once the event is sent to subscribers of the VAS/testing device node,
the publisher (parking sensor node/VAS) of the event gets a response
with the success message and information about the event was sent
to how many subscribers.

e The VAS node is able to receive the parking sensor node events, the
data of the event contains the number of free parking slot and time-
stamp.

e The testing device node is able to receive the VAS events, the data of
the event contains the number of free parking slots, EV charging
price, and time-stamp.

e Parking slot usage, EV charging price, and the residential microgrid
operation status such as the power generation and state-of-charge
of batteries are shown on GUI 1.
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e  Parking slots usage and real-time EV charging price are shown on GUI

2.
Developed AAU Smart Parking UI
B H2020 VICINITY o R
U ser I n te rfa ces [ = '(( """" AAU infrastructure --Hybrid Islanded Microgrid with Smart Parking VAS VIQNITY 3 .
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| | | e //‘m) EV Charging Price
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U | So=t U .. Power delivered from ESS (W)
. J
) Hton v
GUI'1 GUI 2

Functionalities:

The residential microgrid manager can monitor the operation
performance of devices, energy resources, and the usage status of the
parking lot.

The user can choose the preferred parking time based on the vacant
parking slot number and real-time charging price.

Real results (demo)

Related snapshots of the GUIs, waveforms, control boards, setups, data
flows are included in Annex IV.

Deviations 21.09.2018
Bug #46: Change of status trigger exception.
Every time a change of status in a parking sensor occurs, the field
ParkingSensor[”sentralTime”] is out of range triggering an exception.
23.09.2018
Changed the type from Integer to Long and the issue has been solved.
Other technical issues None.
Status Passed after corrections.
Notes None.

4.3. Internal point testing 2 - Abnormal situation identification for elderly residents

4.3.1. Testing case design

Internal point testing 2

Abnormal situation identification for elderly residents

Test scenario and goal

Identify abnormal situations, for instance, a refrigerator’ door has been
left open more than normal time and trigger notifications to a care
provider (a testing node) and reserve a free parking slot for an
ambulance.

Iterations The test was conducted 5 times for the Agent 0.6.3.
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VICINITY o Adapter of PlacePod parking sensors v0.0.1
components/functions e Adapter of VAS - “Abnormal situation identification for elderly
involved residents” v1.0.0

o Cloud-based Adapter of GORENJE smart refrigerator #7 v1.0.0

e Agentv0.6.3

e Gateway APIv0.6.3

e VICINITY Neighbourhood manager v0.6.3
Equipment and testing e Three PlacePod parking sensors for Tromsg (NO) pilot site
environments e  Multitech LoRaWAN gateway for Tromsg (NO) pilot site

o  GORENIJE smart refrigerator #7

e LabVIEW-based RMEMS
Deployment e The VAS is established based on Python 3, which is connected to

LabVIEW-based GUI through TCP/IP (http://localhost:10005). It can
be run on any PC by executing the .py file.

Expected results

e Parking sensors, GORENJE smart refrigerator #7, a testing device and
the VAS registered can be viewed in the Neighbourhood Manager
under “Devices” and “Services” menu items separately.

e VAS node can subscribe to the events of the parking sensor node and
GORENLIE refrigerator #7.

e The VAS monitors the refrigerator door status and the parking lot
usage.

o Refrigerator door status and parking lot usage are shown on a
LabVIEW-based GUI.

e Once the refrigerator door has been left open than 15 minutes, an
alarm light turns red in the GUI and the VAS publishes an event with
abnormal situation notification.

e The testing device node can subscribe to the event published by the
VAS.

Test procedure The test procedure consists of the following steps:
e Register parking sensors, GORENJE smart refrigerator #7, the
Abnormal situation identification for elderly residents VAS, and a
testing device node in VICINITY Neighbourhood Manager with
different Organisations.
e GORENJE smart refrigerator #7 establish the friendship with
Abnormal situation identification for elderly residents VAS.
e The VAS node subscribes to the event of the parking sensor node and
GORENIJE smart refrigerator #7.
e The VAS publishes an event with parking slot usage and abnormal
situation alarm.
e The testing device node becomes friends with the VAS.
o The testing device node subscribes to the event of the VAS.
e The tester monitors the parking slot usage and refrigerator status
from a GUI.
e The tester leaves the refrigerator up door open for 15 minutes.
e End of test.
e Horizon 2020 European
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4.3.2. Testing Platform

‘ VICNITYCloud
TestingDevice
VIANITY VIONITY e
Gateway API No Gateway APt =) C‘)mfntér;l;:atlon
VICINITY, ‘
P2P

network;

Figure 6 Testing platform and involved components for internal point testing 2.

4.3.3. Testing Results

Internal point testing2  Abnormal situation identification for elderly residents

Real results e Agent starts up without failing and successfully registers devices from
configuration file with TDs in the VICINITY. Parking sensors, GORENJE
smart refrigerator #7, a testing device, and the VAS registered can be
viewed in the Neighbourhood Manager under “Devices” and
“Services” menu items separately.

e The VAS node is able to receive the event of GORENJE refrigerator #7
which contains the door status.

e The VAS node is able to publish an event to the testing device for an
abnormal situation.

e Parking slots usage and refrigerator status such as the refrigerator’
door open/close status are shown on the GUI.

e Once the refrigerator’ door is opened more than 15 minutes, a red
alarm light (Panic button) is turned on in the GUI and the VAS triggers
an event to the testing node. Meanwhile, a free parking slot is
reserved for the potential ambulance.
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Functionalities:
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The Care Center can monitor the refrigerator door status, panic button,
and the usage of the parking lot.

Real results (demo) Related snapshots of the GUIs, waveforms, control boards, setups, data

flows are included in Annex V.

Deviations None.
Other technical issues None.
Status Passed.
Notes None.
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5. Internal point testing — Smart Building & Residential Microgrid
(AAU - DK)

5.1. Testing objective, Testing Environment and the Role of the Vicinity Prototype

By means of smart sensors and devices, activities can be automatically detected and identified. By
comparing these sensing data with the recorded behaviour patterns, many services and controls can be
achieved, such as energy cost notification and accident detection. In line with Pilot Use Case la.1l —
Predictive operations defined in WP5, the Internal point testing 3 deals with providing users with data about
the room usage and cleaning notification. In line with Pilot Use Case 1a.2 — Resource management, the
Internal point testing 4 copes with energy consumption abnormal alarm for the end-user in a residential
microgrid.

Room usage data is collected through VICINITY by using one Tinymesh door sensor. If the room usage data
is over a pre-set threshold, a cleaning notification will be triggered by the VAS. The energy consumption
data is collected through an emulated residential microgrid which includes PV, a wind turbine, batteries, a
GORENIJE smart oven, and a GORENIJE refrigerator. An energy cost alarm will be triggered by Energy
consumption abnormal VAS if the energy consumption reaches the nominal level. LabVIEW-based GUIs are
used for monitoring and notification.

The VAS adapters, Tinymesh door sensor adapter, GORENJE appliances, Agent, Gateway APl and all
interaction patterns in VICINITY are tested during the VAS implementation process. The VAS can GET the
properties of the door sensor through VICINITY. The VAS subscribes to the events published by the door
sensors and GORENJE appliances. The VAS also publishes events to an end-user thus testing the
publish/subscribe performance of VICINITY.

5.2. Internal point testing 3 - Predictive operations_Cleaning and Waste Removal
Notification

5.2.1. Testing case design

Internal point testing 3 Predictive operations_Cleaning and Waste Removal Notification
I
Test scenario and goal The door sensor registers if a person passes the door (in an anonymized
way) and can thus keep tracking of the approximate number of room
been visited. When the number reaches the threshold, a cleaning

notification will be reported.

Iterations The test was conducted 2 times for the Agent 0.6.3.
VICINITY o Adapter of Tinymesh door sensor v0.0.1
components/functions e Adapter of VAS - “Cleaning Notification” v1.0.0
involved e Agentv0.6.3

e Gateway APIv0.6.3

e VICINITY Neighbourhood manager v0.6.3

Equipment and testing

One Tinymesh door sensor for Oslo (NO) pilot site
Raspberry Pi-based Tinymesh gateway for Oslo (NO) pilot site
e LabVIEW-based GUI

environments
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Deployment The VAS is established based on Python 3, which is connected to
LabVIEW-based GUI through TCP/IP (http://localhost:10005). It can
be run on any PC by executing the .py file.

Expected results e The Tinymesh door sensor, a testing device, and the Cleaning
Notification VAS registered in the Neighbourhood Manager.

e VAS node can subscribe to the event of door sensor node.

e The VAS monitors the door sensor on/off count.

e Room usage is shown on the GUI.

e |f the room usage data collected from the door sensor is over 10
times, the VAS publishes an event with the room usage count and a
cleaning notification.

e The testing device node can subscribe to the event published by the
VAS.

Test procedure The test procedure consists of the following steps:

Register the door sensor, Cleaning Notification VAS, and a testing
device node in the VICINITY Neighbourhood Manager.

The VAS node subscribes to the event of the door sensor.

The VAS publishes an event with room usage count and a cleaning
notification.

The testing device node becomes friends with the VAS and subscribes
to the event of the VAS.

The tester monitors the room usage from the GUL.

End of test.

5.2.2. Testing Platform

VICGNITYCloud

VIONITY
Gateway APl

il y VIONITY N | l  VIONITY S
: latewayAPI X2 Communication I H coteway Ao Comn;jt(.l)rélgatlon

Meeting Room #1 Usetime 10

Figure 7 Testing platform and involved components for internal point testing 3.
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5.2.3. Testing Results

Internal point testing 3

Predictive operations_Cleaning and Waste Removal Notification

Real results

e Agent starts up without failing and successfully registers a Tinymesh
door sensor, a testing device, and the VAS from configuration file
with TDs in the VICINITY.

e The VAS node is able to receive an event of Tinymesh door sensor
which contains the door status.

e The VAS node is able to publish an event to the testing device for
cleaning notification and room usage count.

e Room usage is shown on the GUI.

e Once the room usage count is over 10 times, a red cleaning
notification light is turned on in the GUI and the VAS publishes an
event to the testing node.

Developed

User Interfaces

»S@Nn

Meeting Room #1 Use time 5

- el |}

Cleaning
S @N

Request

Meeting Room #1 Use time 10

Cleaning
Request

Functionalities:

The user can monitor room usage status and view a notification when the
room usage amount reaches the pre-set threshold.

Real results (demo)

Related snapshots of the GUIs, waveforms, control boards, setups, data
flows are included in Annex VI.

Deviations The door sensor has some latency for the status changes.

Other technical issues The quality of the door sensor needs to be improved for the accuracy of
the measurements.

Status Passed.

Notes Change event subscribe manner from dynamic to static.
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5.3. Internal point testing 4 - Energy consumption optimization and abnormal alarm

5.3.1. Testing case design

Internal point testing 4 Energy consumption optimization and abnormal alarm

________________________________________________________________________________________________________________________________________________|
Test scenario and goal The energy management system of a residential microgrid optimizes

microgrid operation to reduce energy cost. In case that the energy
consumption exceeds desired thresholds, for instance, continuously
baking, an energy consumption abnormal alarm will be triggered.

Iterations The test was conducted 3 times for the Agent 0.6.3.
VICINITY o Adapter of GORENJE smart oven #7 v1.0.0
components/functions o Adapter of VAS - “Energy consumption abnormal” v1.0.0
involved e Agentv0.6.3

e Gateway APIv0.6.3

e  VICINITY Neighbourhood manager v0.6.3

Equipment and testing e GORENIJE smart oven #7

environments o  Microgrid emulation workstations in AAU lab
e Chroma Grid Simulator
e Local resistive loads
e Energy management system

Deployment e The VAS is established based on Python 3, which is connected to
LabVIEW-based Energy Management System through TCP/IP
(http://localhost:10005). It can be run on any PC by executing the .py
file.

Expected results e A Residential microgrid setup that involves renewable energy
resources (PV panels and a wind turbine), DC/AC power converters,
and a GORENIJE smart oven is properly running.

e GORENIJE smart oven #7, a testing device and VAS registered can be
viewed in the Neighbourhood Manager.

e VAS node can make an action request to its agent to start oven baking
function.

e VAS node can subscribe to the event of oven device status.

e The VAS monitors the microgrid operation and oven status and shows
the data on a GUL.

e VAS publishes an event with energy consumption abnormal
notification.

e The testing device node can subscribe to the event published by the
VAS.

Test procedure The test procedure consists of the following steps:

The tester first needs to build a residential microgrid.

Register GORENJE oven #7, Energy Consumption Notification VAS, and
a testing device node in VICINITY Neighbourhood Manager with
different organisations.

The GORENIJE organisation establishes the friendship with Energy
Consumption Notification VAS.

The VAS node subscribes to the event of oven #7 device status.

The VAS publishes an event with energy consumption abnormal
notification.

The testing device node subscribes to the event of the VAS.
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e The tester monitors the operation of the residential microgrid and the
oven status from the GUI.

e The tester let the oven baking for 10 minutes.

e End of test.

5.3.2. Testing Platform

VIGONITYQoud

TestingDevice

VIONITY
Gateway APl

VIONITY
Gateway APl

Residential microgrid
PV system WT system

o W

o~ ——

S p—

Figure 8 Testing platform and involved components for internal point testing 4.

5.3.3. Testing results

Internal point testing Energy consumption optimization and abnormal alarm

4
I

Real results o A Residential microgrid setup is properly running.

o GORENIJE oven #7 is registered in the Neighbourhood Manager under
“Devices” menu item with GORENJE organisation.

e Agent starts up without failing and successfully registers the testing
device and Energy Consumption Notification VAS from configuration file
with TDs in the VICINITY Neighbourhood Manager with AAU
organisation.

e The contract is established between the two organisations.

e The VAS node is able to receive the oven status event with the data of
name, status string (Running, Idle, and Pause) and time-stamp.

e The testing device node is able to receive the VAS events, the data of the
event contains the energy consumption abnormal notification and time-
stamp.

e Microgrid operation and oven status are shown on the GUI.

e If the oven is continuously baking over 10 minutes, the total energy
consumption will exceed the pre-set threshold, therefore trigger the
event.

Horizon 2020 European
m Eumpe.an. European Union funding - Public - Platforms
= Commission for Research & Innovation Initiative




£\VICINITY

[D6.2 - VICINITY test-bed deployment, including Validation,

Parameterization and Testing]

34

Developed

User Interfaces
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Functionalities:

The user can monitor the power generation, energy consumption, and oven

status.

Real results (demo)

Related snapshots of the GUIs, waveforms, control boards, setups, data flows

are included in Annex VII.

Deviations e

None.

Other technical issues  Remote baking only works when the VAS agent just started. It is fixed by
GORENIJE by setting the previous task status to finished/cancelled.

Status Passed after corrections.

Notes None.
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6. Internal point testing — Smart Residential Microgrid Energy
Management (AAU - DK)

6.1. Testing objective, Testing Environment and the Role of the Vicinity Prototype

Microgrids are energy systems that aggregate distributed energy resources, loads, and power electronics
devices in a stable, optimal and balanced way. Energy management is central to the concept of a microgrid
in order to achieve substation monitoring, improve energy efficiency and demand profile, reduce utility and
economic cost, and optimize coordinative operation. In line with Pilot User Case 2.1-2.5, 2.10, 2.11, and
1a.2, Internal point testing 5 - Optimal Scheduling and Operation Energy Management is conducted to
validate a peak demand shifting and scheduling, thereby maintaining the reliable power supply and
reducing the resident’s bills. In line with Pilot User Case 2.9 — UV (Ultraviolet radiation) info services for
Citizens and Tourists — Local to Local Services, Internal point testing 6 is designed for providing solar

irradiance forecast.

The energy consumption data is collected through an emulated residential microgrid which includes PV, a
wind turbine, batteries, a GORENJE smart oven, and a refrigerator. A LabVIEW-based energy management
system is developed to achieve optimized control for energy resources and local loads and to perform a
scheduling function. The Optimal Scheduling and Operation Energy Management VAS subscribes to the
event published by GORENJE appliances and send actions (baking and delay) to the appliances. The Solar
Irradiance Forecast VAS provides a short-term prediction of solar irradiance for subscribers.

The VAS adapters, GORENJE appliances, Agent, Gateway APl and all interaction patterns in VICINITY are
tested during the VAS implementation process. The VASs subscribe to the event published by GORENJE
appliances and remotely control them. The VASs can post commands to the appliances, therefore testing
the action performance. The VAS also publishes events to an end-user thus testing the publish/subscribe
performance of VICINITY.

6.2. Internal point testing 5 - Optimal Load Scheduling and Microgrid Operation

6.2.1. Testing case design

Internal point testing 5 Optimal Load Scheduling and Microgrid Operation
I

Test scenario and goal Maintain power balance and reduce electricity cost by encouraging
residential customers to shift loads according to the renewable energy
generation.

Iterations The test will be conducted 3 times.

VICINITY o Adapter of GORENJE smart oven #7 v1.0.0

components/functions o Adapter of GORENJE smart refrigerator #7 v1.0.0

involved e Adapter of VAS - “Optimal Load Scheduling and Microgrid Operation”

v1.0.0

e Agentv0.6.3
e Gateway APIv0.6.3
e  VICINITY Neighbourhood Manager v0.6.3
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GORENJE smart oven #7

GORENIJE smart refrigerator #7

Microgrid emulation workstations in AAU lab
Chroma Grid Simulator

Local resistive loads

Energy management system

Equipment and testing
environments

Deployment The VAS is established based on Python 3, which is connected to
LabVIEW-based Energy Management System through TCP/IP
(http://localhost:10005). It can be run on any PC by executing the .py

file.

Expected results e A Residential microgrid setup that involves renewable energy
resources (PV panels and a wind turbine), DC/AC power converters,
energy storage systems, a GORENJE smart oven, and a GORENIJE
smart refrigerator is properly running.

o  GORENIJE oven #7, GORENIJE refrigerator #7, and VAS registered can
be viewed in the Neighbourhood Manager.

e VAS node can make action requests to its agent to start oven baking
function and start refrigerator Fastfreeze function.

e VAS node can subscribe to the event of oven device status and get
the properties of the refrigerator.

e The VAS monitors the microgrid operation and oven/refrigerator
status and shows the data on a GUI.

Test procedure The test procedure consists of the following steps:

e The tester first needs to build a residential microgrid.

e Register GORENJE oven #7, refrigerator #7, and Optimal Scheduling
and Operation Energy Management VAS in VICINITY Neighbourhood
Manager with different organisations.

The GORENIJE organisation establishes the friendship with the VAS.
The VAS node sends POST commands to the oven for starting baking.
The VAS node turns on the Fastfreeze function of the refrigerator.
The tester monitors the operation status of the residential microgrid,
oven and refrigerator from the GUI.

e End of test.
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6.2.2. Testing Platform

VIGNITYGoud

Residential microgrid
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Wl
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S
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Communication
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Communication
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Figure 9 Testing platform and involved components for internal point testing 5.

6.2.3. Testing results
Internal point testing 5

Real results °

Optimal Load Scheduling and Microgrid Operation
I

A Residential microgrid setup is properly running.

Agent starts up without failing and successfully registers the GORENJE
oven #7, refrigerator #7, and the VAS in the Neighbourhood Manager
with GORENJE and AAU organisations respectively.

The VAS node is able to start oven baking action by posting the
command and can receive the oven status event with the data of
name, status string (Running, Idle, and Pause) and time-stamp.

The VAS node is able to put the refrigerator’s working status to
Fastfreeze and to read the property.

Once the solar and wind energy are abundant during the next 20
minutes according to the forecast, the VAS sends a baking start
command to the oven and put the refrigerator’s property to
Fastfreeze to take full advantages of renewable energies.

Developed

User Interfaces

EXYT

W H2020 VICINITY
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Functionalities:

The user can monitor the microgrid operation and smart appliances
working status.

Real results (demo) Related snapshots of the GUIs, waveforms, control boards, setups, data
flows are included in Annex VIII.

Deviations None.

Other technical issues Remote baking only works when the VAS agent just started. It is fixed by
GORENIJE by setting the previous task status to finished/cancelled.

Status Passed after correction.

Notes None.

6.3. Internal point testing 6 — Solar irradiance forecast

6.3.1. Testing case design

Internal point testing 6 Solar irradiance forecast
________________________________________________________________________________________________________________________________________________|

Test scenario and goal Provide a short-term prediction of solar irradiance for residences and utility

who have PV panels to enhance the energy management system capability.

Iterations The test will be conducted 3 times.

VICINITY o Adapter of VAS - “Solar irradiance forecast” v1.0.0

components/functions e Agentv0.6.3

involved e Gateway APIv0.6.3

e VICINITY Neighbourhood manager v0.6.3

Equipment and testing e Microgrid emulation workstations in AAU lab

environments e Chroma Grid Simulator
e Local resistive loads
e Energy management system

Deployment e The VAS is established based on Python 3, which is connected to
LabVIEW-based Energy Management System through TCP/IP
(http://localhost:10005). It can be run on any PC by executing the .py
file.

Expected results e A Residential microgrid setup that involves renewable energy resources
(PV panels and a wind turbine) and DC/AC power converters is properly
running.

e Atesting device node and the VAS are registered in VICINITY.
e VAS node can publish an event with solar irradiance forecast in 15
minutes and the testing device node can subscribe to the event.

Test procedure The test procedure consists of the following steps:

e The tester first needs to build a residential microgrid.

e Register Solar irradiance forecast VAS and a testing device in VICINITY
Neighbourhood Manager.

e The testing device node subscribes to the event published by the VAS.

e End of test.
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6.3.2. Testing Platform

VICINITY Cloud

VICINITY
Communication
Node

VICINITY
Gateway API

VICINITY Agent

Residential microgrid

PV system WT system

VICINITY
Communication
Node

380V AC Bus

6.3.3. Testing Results

Internal point testing 6

Solar irradiance forecast

Figure 10 Testing platform and involved components for internal point testing 6.

Real results

o A Residential microgrid setup is properly running.

e Agent starts up without failing and successfully registers the testing
device and the VAS in the Neighbourhood Manager.

e The VAS node is able to publish an event with the data of short-term
solar irradiance forecast which is calculated by energy management

system.

e The testing device node is able to subscribe to the published VAS.

Developed

User Interfaces
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Functionalities:

Allow the residence and utility plan their power demand and load

scheduling based on the solar irradiance prediction.
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Real results (demo) Related snapshots of the GUIs, waveforms, control boards, setups, data

flows are included in Annex IX.

Deviations None.

Other technical issues None.

Status (Passed/Passed Passed.
after corrections/Failed)

Notes None.
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7. Internal point testing — CERTH/ITI Smart House (smart living
and eHealth at Home) (CERTH, GNOMON - GR)

7.1. Testing objective, Testing Environment and the Role of the Vicinity Prototype

CERTH/ITI Smart house is an excellent candidate for conducting tests for VICINITY loT Platform, since it can
offer an environment similar to the elder citizens’ houses of MPH. The Smart House was used both for
conducting T6.1 and T6.2 tests before actual deployment. The scope of T6.2 tests is to validate the
developed VICINITY components in cases further than the simple integration that took place in T6.1.

VICINITY creates virtual Neighbourhoods of devices and services, which can interact with one another under
a common language. The Use Case at MPH premises will be consisted of many virtual Neighbourhoods.
Thus, it is very important to ensure the privacy of data, by ensuring that data can be seen and transmitted
to certain services inside a virtual Neighbourhood, only if access is granted to these services. This will be
the scope of Test 7.

Moreover, MPH is a large-scale use case which will integrate many different infrastructures (Organisations)
to VICINITY. While in T6.1 we test the simple integration of an infrastructure to VICINITY, in T6.2 we test
the integration of a big number of different 10T infrastructures, in terms of Organisation creation, device
registration, friendships and contracts. An automated procedure has been developed in order to ease the
integration of each elder home and middle-aged citizen, which is also tested. This will be the scope of Test
8.

7.2. Internal point testing 7 - Privacy testing using a Smart Home scenario

7.2.1. Testing case design

Internal point testing 7 Privacy testing using a Smart Home scenario

I
Test scenario and goal This test focuses on the testing of VICINITY Neighbourhood Manager,
Agent and Gateway, in terms of privacy for the use case 3.1 regarding the

elder citizens homes. The privacy is tested in three different ways.

Iterations The test will be conducted five times.
VICINITY e Neighbourhood Manager v0.6.3
components/functions e Agentv0.6.3.1
involved e Gateway APIv0.6.3.1
o Adapter for building sensors based on loTivity Platform v0.0.1
o Adapter for Gorenje fridge and oven v1.0.0
e Testing VAS v0.0.1
Equipment and testing e Motion sensors
environments e Door sensor
e Pressure sensor
e Panic Button
e Gorenje Fridge
e Gorenje Oven
Deployment e The building sensors adapter is deployed on a Raspberry Pi, similarly

to what will be deployed in the elder house.
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e The adapter for Gorenje devices is deployed on Gorenje Cloud

Infrastructure.
e The testing VAS is deployed on local server.
Expected results e Motion, door and bed sensors are expected to be able to send new

values to the testing VAS when there is a contract between them but
not when the contract is removed.

e Subscription to Gorenje devices events should not be possible if a
contract does not exist between the devices and the subscriber (VAS).

Test procedure The test procedure consists of the following steps:
Privacy testing (a):

e Two VICINITY Organisations (e.g. A, B) are created through
Neighbourhood Manager, each one having one VICINITY Agent. The
Organisation A owns a group of devices in the smart house while the
Organisation B is the service provider.

e The gateway APl and the multi-tenant agent are running on a server.

e The Organisation of the VAS (B) will become friends with Organisation
A.

e The VAS will make a contract with group’s A devices.

e Motion, door, bed sensors and panic button of Organisation A will be
triggered in order to send new values to the testing VAS.

e The contract between devices of group Aand the VAS will be removed
from the Neighbourhood manager.

e Motion, door, bed sensors and panic button of Organisation A will be
triggered in order to send new values to the testing VAS. The
operation should no longer be possible.

Privacy testing (b):

e The Organisation of the VAS (B) will become friends with Organisation
of Gorenje.

e The VAS declares the subscription to the Gorenje devices door events
in agent configuration file.

e The VAS should be denied subscription, since there is no contract. The
fridge/oven door is opened. The VAS should not be able to get any
events yet.

e The VAS will make a contract with the two Gorenje devices.

e Thefridge/oven door is opened. The VAS should be able to get events.

Privacy testing (c):

e Update the TD of the VAS.

e Triggersensorsin order to send measurement to VAS. (this should not
be possible)

e Re-accept contracts.

e End of test.
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7.2.2. Testing Platform
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Figure 11 Testing platform and involved components for internal point testing 7.

7.2.3. Testing results

Internal point testing 7 Privacy testing using a Smart Home scenario
I
Real results e All sensor values of Organisation A reach VAS of Organisation B when
there is an active contract and cannot reach it when contract is

removed.

e The VAS is not able to subscribe to devices if there is not an active
contract between them. Events from Gorenje devices reach VAS after
successful subscription.

e Transfer of measurement is not possible after update in the TD of the
VAS.

Developed

User Interfaces Functionalities:

Real results (demo) Related snapshots of the GUIs, waveforms, control boards, setups, data

flows are included in Annex X.

Deviations No deviations

Other technical issues During this procedure the feature of having the ability to update items in
VICINITY was proposed by CERTH and GNOMON. In discussion with BVR
and IS the contracts behaviour in such case was decided.

Status Passed

Notes Privacy testing guarantees that whenever a citizen wishes to no longer
share his/her device data through VICINITY, he/she is able to do so by
removing the contract between the devices and the VAS. (Should not be
confused with the testing of the integration of the infrastructure and the
communication with the VAS which has been tested in T6.1.)
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Privacy testing b is important since many VICINITY Organisations will be
friends with Gorenje Organisation but only the VAS that has contract with
a specific device can see its properties/actions/events. This means that
other partners Organisations can see the devices that are deployed in the
elder citizen house when looking at the Neighbourhood Manager
interface, but they cannot access them through VICINITY P2P network.
(Should not be confused with the testing of VICINITY event functionality
which is done in T6.1.)

Privacy testing c guarantees that the citizen gives his/her data only for
the service operations upon which he/she has agreed (by accepting
contract). If a service exposes new operations to VICINITY, the citizen will
need to give new permission to the service for his/her data. (Should not
be confused with the testing of the integration of the infrastructure and
the communication with the VAS which has been tested in T6.1.)

7.3. Internal point testing 8 — Large scale integration of eHealth infrastructures

7.3.1. Testing case design

Internal point testing 8 Large scale integration of eHealth infrastructures

Test scenario and goal This test focuses on testing of automatic integration of a big number of
infrastructures into VICINITY for both use case 3.1 and 3.2.
Iterations More than 50 times
VICINITY e Neighbourhood Manager APIv0.6.3
components/functions e Agentv0.6.3.1
involved e Service for automatic registration to VICINITY
o Adapter for building sensors based on loTivity Platform v0.0.1
o Adapter for medical devices based on NodeRed Platform v0.0.1
o Adapter for middle-aged citizen device integrated in EHealthPass App

v0.0.1

Storage and GDPR VAS v1.0.0

Blood-pressure monitor

Weight scale

Activity tracker

Motion sensors

Door sensor

Pressure sensor

Panic Button

The medical and building sensors adapters are deployed on Raspberry

Pis (uc 3.1) and smartphones (uc 3.2).

e The GDPR VAS is deployed on local server.

Expected results o After first measurement is taken, the organisation should be created
in VICINITY, the device should be registered and, friendships and
contracts should be made.

e Measurement reaches the GDPR VAS.

Equipment and testing
environments

Deployment
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Test procedure The test procedure consists of the following steps:

For Raspberry Pi:

e A new measurement from a device/sensor is taken for the first time
and transferred to Raspberry Pi.

o Neighbourhood Manager API is used to automatically create the
Organisation of this device, the registration of device to VICINITY
(including Agent configuration), the friendship between the device
Organisation and the GDPR VAS Organisation (Municipality), the
contract between the device and VAS.

e Log in to Vicinity Neighbourhood Manager and search the newly
created Organisation, device etc.

For smartphone:

e Launch EHealthPass Vicinity extended App and select "Register now".

e Fillin name, email etc. in the registration form and press "Register".

e Log in to EHealth Pass and wait for registration process to complete.
At this step Neighbourhood Manager API is used to automatically
create the Organisation for the middle-aged citizen, the registration
of activity tracker, weight scale and beacon reader to VICINITY
(including Agent configuration), the friendship between the citizen
Organisation and the GDPR VAS Organisation (Municipality), the
contract between the devices and VAS.

e Log in to Vicinity Neighbourhood Manager and search the newly
created Organisation, device etc.

7.3.2. Testing Platform

2
B

VICINITY Adapter
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Py w D |
i [VICINITY Node :
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Gateway Communication VICINITY API Y i ]

API od P2P | > “ ! ')
. network V4 f w
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Figure 12 Testing platform and involved components for internal point testing 8.
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7.3.3. Testing Results

Internal point testing 8 Large scale integration of eHealth infrastructures

Real results e Organisation is created in VICINITY, device(s) is/are registered,
friendships and contracts are made.
e Measurement is successfully transferred to GDPR VAS.

Developed -

User Interfaces Functionalities:-

Real results (demo) Related snapshots of the GUIs, waveforms, control boards, setups, data
flows are included in Annex XI.

Deviations No deviations

Other technical issues Problems in the view of NM interface were identified due to the big
number of contracts and contracted devices/services, which was tracked
and solved.
Enhancements to the NM API services were proposed and implemented
(e.g. avoid double creation of contracts).

Status Passed after corrections

Notes This test is important for checking what happens when increasing the

usage limits of VICINITY Platform. (Should not be confused with the
testing of the integration of the infrastructure and the communication
with the VAS which has been tested in T6.1.)
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8. Internal point testing — Integration of Internet of Everything
Lab (ATOS - ESP)

8.1. Testing objective, Testing Environment and the Role of the Vicinity Prototype

The goal behind the integration of the assets of the Internet of Everything (loE) lab will be twofold: on the
one hand, the devices will be made available through VICINITY, thus increasing the overall tally of “visible”
and heterogeneous objects. On the other hand, this testing phase will lead to the implementation of a
couple of adapters tailored to “translate” the legacy data sets into VICINITY’s The Thing Description
semantic model. In this sense, the adapters are something that might be leveraged by others, hence
opening a huge door to the fostering of new platforms in a straightforward and almost “plug-and-play” way.

Namely, the integration of the IoE Lab has given rise to the following adapters:

e MAQTT/Cayenne Low Payload Protocol (LoRaWAN) - https://github.com/vicinityh2020/vicinity-
adapter-cayenne
e  FIWARE-NGSIV2 - https://github.com/vicinityh2020/vicinity-adapter-ngsiv2

Last, but not least, it is worth highlighting that ATOS did not have any kind of participation of the
development of Value-Added Services; hence, the scope of these test is bounded to the integration of Lab’s
devices into VICINITY.

8.2. Internal point testing 9 - Integration of LoRa devices

8.2.1. Testing case design

Internal point testing 9 Integration of LoRa devices
I

Test scenario and goal Integration of the |oE Lab’s assets through a LoRaWAN Network Server

Iterations The test was repeated in a daily basis from the moment the whole stack

was ready. Moreover, the process was repeated between different
VICINITY nodes deployed on different networks and locations

VICINITY e Cayenne Adapter v0.5
components/functions e Agent (Active and Passive Discovery) v0.6.3
involved e Gateway APIv0.6.3
o Neighbourhood Manager v0.6.3
Equipment and testing e LoRaWAN (based on STM32 boards 1 ) devices with board

environments temperature sensors
e Raspberry Pi3 + LoRaWAN hat behaving as LoRa nodes, with
temperature, relative humidity, barometric pressure and GPS sensors
e LoRaWAN gateway (Multitech Conduit2)
e Raspberry Pi3 + Multi-channel concentrator behaving as LoRaWAN
gateway

1 https://www.st.com/content/st com/en/products/microcontrollers/stm32-32-bit-arm-cortex-mcus/stm32-
ultra-low-power-mcus/stm3210-series/stm3210x3/stm321073rz.html

2 httpsi//www.multitech.com/brands/multiconnect-conduit
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e The Things Network open-source Application Server3
LoRaServer open-source LoRaWAN network server4
Deployment e Cayenne adapter was developed using Python 3, running of one of

the Raspberry Pi 3 owned by the lab. Anyway, as it is based on Python,
any kind of computer is able to run the module

o As for the LoORaWAN stack, based on TTN, which provides an MQTT
Broker where we are going to create a subscription
(mqgtt://eu.thethings.network). The gateway chosen for this was the
Multitech Conduit

e A second Raspberry Pi 3 was used to host the VICINITY Agent and
Gateway APl instances.

Expected results e A number of MQTT/Cayenne-connected devices deployed within the
Internet of Everything will be accordingly registered onto VICINITY

o Together with the data harvested from the sensors, the Cayenne
protocol also transmits information about the exchange of
information (e.g. Signal to Noise Ratio — SNR, Received Signal to
Strength Indicator — RSSI, etc).

e Measures from the different devices’ sensors (e.g. temperature,
relative humidity, battery...) will be available and exposed through
the VICINITY ecosystem

o Nodes should also generate events that another VAS could subscribe
to

Test procedure e  First of all, apart from the VICINITY steps that are defined below, it is
deemed necessary to have the whole LoRaWAN stack up-and-running
in order to stick to the dataflows generated by the nodes. That is:

o The Gateway must have installed either TTN or LoRaServer
stacks. In the scope of this tests, we have opted for the former
one (TTN). Moreover, we have chosen the Over-The-Air-
Activation (OTAA) mode as the mode nodes are getting
connected to the network.

o After configuring the LoORaWAN’s Network Server, nodes’ setup
must be tweaked so that they can be bound to the appropriate
Application Server (i.e. via App EUI and App Key).

o Some information displayed at the Network Server user
interface must be used when it comes the set up the Cayenne
adapter. Technically speaking, the location and credentials of
the Network Server's MQTT (Message Queue Telemetry
Transport) Broker are to be included in the adapter’s
configuration file.

e The testing phase must validate the correct implementation of the
Cayenne adapter in two different phases: first, assuming that the
payload arrives to the adapter encoded, that is, in a raw base-64
format. Second, off-the-shelf packet forwarders, like TTN’s, do
perform a parsing operation before forwarding to the next stage. On
this, the adapter will receive the payload already processed and, thus,
the first steps could be skipped

o |oE Lab’s devices must be correctly integrated within the VICINITY
ecosystem. This way, their output data will be accessible through
VICINITY nodes (i.e. Agent) and VICINITY neighbourhood manager

3 https://www.thethingsnetwork.org/
4 httpsi//www.loraserver.io/loraserver/overview/

P Horizon 2020 European
~: :* Europe.an_ European Union funding - PUbllC - Platforms
- Commission for Research & Innovation Initiative




f\y|C|

IN ﬂ TY [D6.2 - VICINITY test-bed deployment, including Validation,

Parameterization and Testing]

49

The tester shall be able to subscribe (via VICINITY legacy operation
and through the Network Server MQTT Broker) to the devices’ data
streams, so that he/she would be able to see, at the same time, the
legacy information flow coming from the LoRaWAN stack and its
VICINITY equivalent.

The tester can verify the correct operation by assessing that the
information seen through the two methods described in the above
point is identical (the payload).

8.2.2. Testing Platform

AtoS LoRaWAN  VICINTTY

(

g

.;.V

LoRaWAN devices

% L THE THINGS :5
@\ D)))

Connection
with VICINITY

Cloud

VICINITY Node

ﬂ#*:l

Figure 13 Testing platform and involved components for internal point testing 9.

8.2.3. Testing results

Internal point testing 9

Real results °

Integration of LoRa devices

For this integration phase, a single node was subject of the recurrent
tests

With all the LoRaWAN/TTN stack online, we ran the MQTT/Cayenne
adapter (important to say that this must go before starting the Agent)
Assuming that the VICINITY node’s Gateway APl instance is running,
the Agent was assessed in its two different discovery operations: 1-
Passive discovery, where the Agent explicitly requested the adapter
the list of available devices/objects; 2- Active discovery, where is the
adapter the responsible for spreading the apparition of a new object
Done this, the node is successfully displayed on the Neighbourhood
Manager user interface

Developed

User Interfaces

(No user interface)

Real results (demo)

All tangible results have been shifted to Annex XII

Deviations 09.09.2018
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Bug #48 Mismatch between agent and adapter paths

In a first version, as the sample of thing description was caught from a
raw documentation page, the developer did not realize that the read_link
endpoints were different to the ones they should have been. As soon as
the error was spotted, the solution was immediate

Other technical issues None
Status Passed after corrections
Notes As hinted throughout the text

8.3.

Internal point testing 10 — Generic integration of FIWARE-compliant devices

8.3.1. Testing case design

Internal point testing 10

I
Test scenario and goal

Generic integration of FIWARE-compliant devices

The main goal of this test is to integrate the same set of devices that was
registered in the above case (Section 8.2). However, in this case, the path
followed by the data until it gets the VICINITY Cloud is rather different.
Instead of relying on a fully-fledged-open-source LoORaWAN stack to cater
data to VICINITY, this test leads to a new element.

Iterations Same operation as that of Section 8.2
VICINITY e FIWARE-NGSIv2 Adapter v0.6
components/functions e Agent (Active and Passive Discovery) v0.6.3
involved e Gateway APIv0.6.3

[ ]

Neighbourhood Manager v0.6.3

Equipment and testing

environments

LoRaWAN (based on STM32 boards) devices with board temperature

sensors

e Raspberry Pi3 + LoRaWAN hat behaving as LoRa nodes, with
temperature, relative humidity, barometric pressure and GPS sensors

e Raspberry Pi3 + Multi-channel concentrator behaving as LoRaWAN
gateway

e The Things Network open-source Application Server

e Raspberry Pi3 hosting the required FIWARE components (Orion

Context Broker + LoRaWAN loT Agent)

Deployment

e In this case, the framework used for implementing the FIWARE-
NGSIv2 is NodelS. This is due to the fact that most of the Generic
Enablers provided by FIWARE has been done with it. Therefore, the
adapter can be run on any platform (in this case, a Raspberry Pi 3)

e Regarding the LoRaWAN gateway, for this integration we have used a
Raspberry Pi 3 plus a Multi-channel concentrator

e A third Raspberry Pi 3 was used to host the VICINITY Agent and
Gateway APl instances.

Expected results

e A number of devices deployed within the Internet of Everything will
be accordingly registered onto VICINITY; this time via FIWARE-NGSI
APls
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All the expected results are identical to the ones described in Section
8.2

Test procedure

Regarding the configuration of the LoRaWAN stack (two boxes at the
left in Fig.14), we have harnessed that the process had been already
carried out in the previous phase (Section 8.2)

In between LoRaWAN and VICINITY networks, some FIWARE
components are to be deployed so as to connect all the data flow.
Namely, a LoRaWAN loT-Agent has to hook at the LoRaWAN Network
Server MQTT Broker (alike the Cayenne case). Besides, the devices
must be manually registered at the Orion Context Broker. These steps
done, the adapter only has to point out to the Context Broker and
stay tuned to the updates coming from the sensors

8.3.2. Testing Platform

AtOS

%@
%)
A

LoRaWAN devices

LorawaN  &FILARE  VICINITY
I\\ (@eD)
‘ THE TH|NGS-E_§\;|!E|'_E
NETWORK
' A "~
L= SMQTTE E IConnection
with VICINITY

Cloud

VICINITY Node

Ngsi2Vicinity
adapter

Figure 14 Testing platform and involved components for internal point testing 10.

8.3.3. Testing Results

Internal point testing 10

Generic integration of FIWARE-compliant devices

Real results

Same as Section 8.2

Developed

User Interfaces

(No

user interface)

Real results (demo)

All't

angible results have been shifted to Annex XllI

Deviations All the lessons learned from Section 8.2 were applied to this stage and
the integration was almost seamless.
Other technical issues None
Status Passed after corrections
Notes It is important to highlight that the introduction of the FIWARE-NGSIv2
adapter does not only offer access to these LoRaWAN devices, but also to
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a countless number of off-the-shelf 10T infrastructures based on this well-
known framework.
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9. Internal point testing — Scalability and Privacy Evaluations of
VICINITY Architecture (UNIKL - GER)

The following Chapter gives an Outlook on what VICINITY is currently evaluating, beyond the scope of the
Description of Work. VICINITY aims to not only fulfil its goals, formulated at the very beginning, but also to
adapt to latest trends and technologies, that arise in this fast-paced world of the Internet of Things. While
keeping the intended structure of this deliverable, please note, that the following contains current, ongoing
work, still in early stages of development. The previous chapters have demonstrated extensive Lab-testing
of the VICINITY components, yet the following work can be seen as an outlook onto what will be integrated
and what methodologies will be used for testing in VICINITYs upcoming, final year! At the time of writing,
the following is not yet integrated into the VICINITY network. However, future integration is already being
discussed with some of the pilot sites.

9.1. Testing objective, Testing Environment and the Role of the Vicinity Prototype

Two major challenges in the Internet of Things in general and hence for VICINITY in particular, is the
scalability, so the ability to handle the rapidly growing number of connected devices on one hand, and
ensuring users privacy on the other hand.

The first internal point testing (Internal point testing 11 - Integration of Omnet++ Network Simulator into
VICINITY) will evaluate VICINITYs scalability. To this end, one of the Pilot Site Use Cases is simulated and
evaluated before the actual deployment on site.

The second test case (Internal point testing 12 — Evaluation and Research on Homomorphic Encryption to
be used for data aggregation for VAS) attempts to further improve the existing privacy, which is already
built into VICINITYs design. Yet still the VICINITY team is constantly taking users privacy very seriously and
is hence trying to further improve wherever possible.

9.2. Internal point testing 11 - Integration of Omnet++ Network Simulator into VICINITY

9.2.1. Testing case design

Internal point testing Integration of Omnet++ Network Simulator into VICINITY
11

__________________________________________________________________________________________________________________________________________________|
Test scenario and goal  In order to test if the VICINITY approach can handle the ever-growing number

of devices and thus test its scalability before a potential limit is reached, the
team at UNIKL is working on a framework to simulate loT devices and connect
them to VICINITY. To this end, the Omnet++ network simulator is utilized and
extended with new capabilities, specifically designed for the simulation of loT
scenarios and stress-testing loT infrastructures like VICINITY.

As a first test, the Smart Parking Use Case, which will be deployed at the
Tromsg Pilot Site is simulated.

Iterations Early Prototype
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VICINITY o Notintegrated yet
components/functions
involved

Equipment and testing

Lab testing

environments e Omnet++ Network Simulator
e Tromso Smart Parking Use case is simulated
o Simulated Cars enter/leave the facility
Deployment e  Omnet++ Simulator deployed in Lab Environment

e Hardware-in-the-Loop integration possible in future testing
e Interaction with real VICINITY virtual Neighbourhood planned for future
version

Expected results

e Simulated Cars are able to book parking spaces
e (Cars can enter booked parking spaces
e Cars leave parking spaces and get billed

Test procedure

The Smart Parking Use Case is implemented using the Omnet++ Network
Simulator and modelled as follows (see Figure 1):

e Simulated Cars are generated and enter the Parking Facility

e The Simulated Cars utilize the Smart Parking App to book a parking
spot

o After some random time, the cars leave the parking facility again

Car Generator

— Smart Parking App
K
Reservations
Management Information
A4
Cars R Car Processor User Cars/Random Cars N Parking Leaving Cars

m European
Commission

Facility

Figure 15 High-level model of Smart Parking Use Case.
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9.2.2. Testing Platform

OMNeT++
Model Component
Library
OMNeT++ OMNeT++ OMNeT++
Models (‘_" SIM 4_; ENVIR
Core : i ‘ Core : ) ‘ Shared
Models ‘ SIM Environment

Figure 16 Testing Framework Architecture- internal point testing 11.

9.2.3. Testing Results

Internal point testing 11  Integration of Omnet++ Network Simulator into VICINITY

Real results In order to examine the scaling capabilities of the proposed simulator, the
lowest abstraction level has been divided into three parts (one for each
parking deck at Level 2). In the following, they will be denoted as L2a, L2b,
and L2c. Level 0 and Level 1 will be denoted as LO and L1, respectively.
The ability to run simulations in almost real-time is of particular
importance and for this reason, the experiments have also been centered
around the wall clock time (WCT) as an indicator.

The simulation time for each simulation run was set to 120 seconds and
the wall clock time for the single runs was recorded. The wall clock times
reported in Table 1 represent the average of several independent
simulation run times.

As expected, the simulation runs with only the first level LO and the first
two levels LO and L1 active have achieved similar average wall clock times.
Since LO was used to produce information for the levels below, the runs
at this level finished relatively fast. L1 served only as a space division for
the L2, and therefore the overhead added by this level is negligible (only
0.256 seconds). This is also shown in Table 1.

As expected, the first real spike in the average WCT has occurred with the
activation of L2a. In this case, the average WCT increases from 4.516s
(with the activated LO and L1) to 6 seconds. However, with the addition
of the next two levels L2b and L2c respectively, the overhead did not
increase dramatically and even for the last case, the WCT dropped back
to 5.903 seconds. This was a direct consequence of the architecture of
the underlying model; the three parking decks that are represented by
the levels L2a - L2c, are traversed by cars in sequence. Therefore, we
suppose that the simulation time of 120 seconds is not sufficient to create
an adequate number of nodes at the later levels L2b and L2c respectively.
For this reason, the simulation with all levels activated was repeated with
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an additional number of cars as mobile nodes created from the beginning
of the simulation instead of dynamically relying on the information
provided by LO. The WCT for this scenario can be seen in Table 2; it is
again expressed as the average of times required for single simulation
runs.

Real results (demo) We developed an approach towards modeling Internet of Things
infrastructures together with the implementation of a prototype of a
multi-level simulator. The approach proposes inter-connection between
models at different abstraction levels within the discrete event
simulation framework and has been demonstrated on a smart parking
use case of the VICINITY pilot site in Tromsg. The specific solution for this
use case has used 3 levels of simulation. The first level has been used to
generate abstract information on the general movement of simulated
entities and communication between them. The second level has served
as a space division for the lower level. It produced more detailed
information about the movement that has been used as a basis to
dynamically activate the different parts of the lowest level - Level 2. Level
2 has then used the powerful network simulator OMNeT++ with the INET
framework to simulate the details of a smart parking service, the
movement of users, the communication between them, and the
environment. The experiments executed on the use case show that with
all three levels active the execution time increases almost two times.
With respect to interoperability, the simulator has proven to fulfill the
requirements for an loT simulator. This is achieved through the following
capabilities:

(1) Dynamic switching between models at different levels of abstraction

(2) Spreading multiple simulation engines across the model tree shown in
Figure 17

(3 )Modeling and simulation of mobile system entities and their
communication through the OMNeT++ integration

Annex XIV
Deviations -
Other technical issues e Early development phase, the models still need improvement
Status Not yet ready for production
Notes Research currently being done
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Figure 17 The model tree and organisation of hierarchical levels.

Table 1 Wall clock time with different levels activated and dynamically relying on the information provided by LO

LO 4.260315s
LO+L1 4.516574s
LO+L1+L2a 6.003036s
LO+L1+L2a+L2b 6.627343s
LO+L1+Ll2a+L2c 5.9030517s

Table 2 Wall clock time with all levels activated

LO+L1+L2a+L2b+L2c 9.442795s

9.3. Internal point testing 12 — Evaluation and Research on Homomorphic Encryption to
be used for data aggregation for VAS

9.3.1. Testing case design
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Test scenario and goal

Personal data needs to be handled with special care. Even before GDPR
came into action, VICINITY has given much thought on ensuring privacy.
One step further on what VICINITY has already accomplished, would be
to completely anonymize private data. This may find application in some
of VICINITY planned pilot setups.

Homomorphic encryption can help with data anonymization, as it allows
mathematical operations to be performed on encrypted ciphertexts,
rather than on plain text. Data can be collected and aggregated, while
being fully encrypted. After enough input data has been collected, there
is no telling, which part of this aggregation belonged to which user. Data
is anonymized and this aggregation can be decrypted and given to any
VAS to work with.

VICINITY is currently researching if and how this technique can be applied.

Iterations Early prototype

VICINITY e VICINITY Agent v0.6.3.1
components/functions

involved

Equipment and testing

environments

Lab Setup
o Fake Data is generated

Deployment

e Lab testing. Not yet deployed

Expected results

e Only aggregated, anonymized data is visible to the VAS

Test procedure e Data is produced and encrypted with a homomorphic encryption
scheme at the source
e Encrypted data is transmitted as any other payload through the
VICINITY P2P network
e Encrypted data is aggregated
e Encrypted, aggregated data is decrypted and handed to Consumer
(e.g. VAS)
e Horizon 2020 European
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9.3.2. Testing Platform

S 4

Homomorphic Encryption
Microservice

VICINITY Node J

::I‘CE
MG Node” )
EICNIYNode
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R
VICINITY Node
............................... -~
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::‘-E_—)
VICINITY Node

With Homomorphic Encryption

W/O Homomorphic Encryption

Figure 18 Testing platform and involved components for internal point testing 12.

9.3.3. Testing results

Real results e Data can be encrypted, transmitted and aggregated
e Encryption is computationally expensive
e Ciphertexts and Encryption Keys become rather larger
Developed Component will be integrated between Agent and Adapter. No GUI
User Interfaces Functionalities:
Real results (demo) - Annex XV
Deviations -
Other technical issues e Key management needs improvement
e Key and Ciphertext size need improvement
Status Not yet ready for production
Notes Research currently being done
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10. Conclusions

Deliverable D6.2 has been one of the steps to reach milestone MS7, which aims to make a first integrated
and full-featured VICINITY prototype available.

This deliverable provides an overview of the conducted lab-testing for VICINITY prototype under the scope
of each test-bed infrastructure, further summarizing the testing environments/platforms, testing steps,
actual testing results, user interfaces, solved and pending issues.

D6.2 is a continuation of the D6.1, the current document provides detailed information about the Lab tests
for VICINITY server and client infrastructures implemented in WP3 and WP4, and value-added services
defined in WP5 based on cross-domain testing scenarios.

In summarizing the activities of T6.2, intensive and iterative Lab tests have been conducted on the
HIL/experimental platform to ensure that local infrastructure, to be deployed at pilot sites, operates with
the VICINITY platform as expected. This includes:

Correct processing of control data via the VICINITY adapters and VICINITY core components
Peer-to-peer communication of user data in real time

Correct operation of value-added services including cross-domain examples

Assured data privacy and encryption

Successful integration of a big number of different loT infrastructures

Thus the expected technical functionality of the VICINITY prototype has been validated.

The lessons learned from the Lab trial will be forwarded to WP7 for helping a correct deployment of
VICINITY platform at the pilot sites from a technical perspective and to WP8 for helping a technical
evaluation approach design.

Finally, relevant screenshots of test platforms, data flow, GUI, and homomorphic encryption are included
in Annexes as the demonstrator.
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Annex | — Edge Case Testing 1 - Stress registration properties (AAU-
DK)

1.

Successful registration response

Sun 1554 @

Spyder (Python 3.6)

File Edit Search Source Run Debug Consoles Projects Tools View Help

@ pBpDd @ )y e X L @ € 5 [serverpresstest/testt
Editor - /Server Press test/test1/aau_reg_test_1.0.0.py ® Help

3 aau_adapter_1.0.2.py ¥ aau_reg_test_1.0.0.py ¥ & Source Console ~ | Object

1import requests

3if _name__ == '__main__

t Here you can get help of any
frame_properties = b’ ohiect hu nreccina Chelalin Front

frame_conna = b,
frame_begin = b’ {"adapter-

1Python console

for i in range(l.wo@ﬂ):
i i | console 1/A %

strin
string = tes(stnng encoding="utf-¢
frame_properties = frame_properties

Help | Variable explorer File explorer

test_'s string + b'","monitors": "adapters:Charge | PYthon 3.6.6 (default, Sep 12 2018, 18:26:19)
h - for more information.

»
#E

@

Z &

Type "copyright”, "credits" or "license"
frame_properties = frame. propert\es +b'{"p test”,"monitors”: "adapters:ChargeStatus”,"read_link
frane_end = b'],"actions t IPython 5.5.6 -- An enhanced Interactive Python.
-> Introduction and overview of IPython's features.
%qu\ckref -> Quick reference.
url = 05t:99 ent/objects’ help -> Python's own help system.
r=requests.request('P0ST',url,data = frame_begin + frame_properties + frame_end) object?  -> Details about 'object’, use 'object??’ for extra
print(r.text) details.
In [2]:
‘ 41| IPython console | History log

2. Successful Gateway APl response for the device registration

&) Terminal ~ Sun 15155 @
root@ygu-virtual-machine: /Server Press test/gateway
File Edit View Search Terminal Help
Dec 09, 2018 3:53:40 PM org.restlet.service.ConverterService toRepresentation

FINE: Converter selected for ConnectionClosingRepresentation: DefaultConverter
Dec 09, 2018 3:53:40 PM org.restlet.engine.log.LogFilter afterHandle

INFO: 2018-12-09 15:5! 0 127.0.0.1 0ff72514-8d86-4b3c-a885-13ea250b108b - 8181 POS’ /ap\/agents/ﬂfﬂzsl-i 8d86-4b3

c-a885-13ea256b108b/objects 200 260 2379127 57048  http://localhost:8181 Restlet- Framework/z 3.12
Dec 09, 2018 3:53:42 PM eu.bavenir.ogwapi.commons.CommunicationManager isConnected
INFO: Object ID: '7c0a9394-a672-4c50-b60e-fcee58c5a3d7' is not connected yet.
Dec 09, 2018 3:53:42 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector <init>
REST Agent Connector: Dummy payloads disabled, all calls to an Agent via this connector will be real.
2018 3:53:42 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector <init>
REST Agent Connector: HTTPS protocol disabled for Agent communication.
, 2018 3:53:42 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine buildNewConnection
Creating a new connection to XMPP server 'vicinity.bavenir.eu:5222' as '7c0a9394-a672-4c50-b60e-fcee58c5a3d7@bavenir.eu’
, 2018 3:53:42 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine buildNewConnection
XMPP secure connection is disabled.
2018 3:53:43 PM eu.bavenir.ogwapi.commons.ConmunicationManager establishConnection
INFO: Connection for '7c0a9394-a672-4c50-b60e-fcee58c5a3d7' was established.
Dec 09, 2018 3:53:43 PM eu.bavenir.ogwapi.restapi.security.AuthenticationVerifier verify
FINE: Valid credentials received from a client with IP 127.0.0.1.
Dec 09, 2018 3:53:43 PM org.restlet.security.ChallengeAuthenticator authenticate
FINE: Authentication succeeded. Valid credentials provided for identifier: 7c0a9394-a672-4c50-b60e-fcee58c5a3d7.
Dec 09, 2018 3:53:43 PM org.restlet.security.Authenticator authenticated
FINE: The authentication succeeded for the identifer "7c@a9394-a672-4c50-b60e-fcee58c5a3d7" using the HTTP_Basic scheme.
Dec 09, 2018 3:53:43 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/login" URI pattern: 1.0
Dec 09, 2018 3:53:43 PM org.restlet.routing.Router logRoute
FINE: Selected route: "/objects/login" -> Finder for ObjectsLogin
Dec 09, 2018 3:53:43 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: 14 characters were matched
Dec 09, 2018 3:53:43 PM org.restlet.routing.TemplateRoute beforeHandle
FINE: New base URI: "http://localhost:8181/api/objects/login". No remaining part to match
Dec 09, 2018 3:53:43 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: Delegating the call to the target Restlet
Dec 09, 2018 3:53:43 PM org.restlet.engine.application.StrictConneg scoreAnnotation
FINE: Score of annotation "MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwap
ctsLogin.represent(), javaClass: class eu.bavenir.ogwapi.restapi.services.ObjectsLogin, restletMethod: GET, input: null, value:
uvery: null]"= 0.5
Dec ©9, 2018 3:53:43 PM org.restlet.engine.application.StrictConneg scorevariant
FINE: Total score of variant "[*/*]"= 0.041791666
Dec 09, 2018 3:53:43 PM org.restlet.service.ConverterService toRepresentation
FINE: Converter selected for JsonRepresentation: DefaultConverter
Dec 09, 2018 3:53:43 PM org.restlet.engine.log.LogFilter afterHandle

restapi.services.obje

null,

outpu

7c0a9394-a672-4c50-b60e- fcee58c5a3d7 8181 GET /api/objects/login

localhost:8181 Restlet-Framework

null, q
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3. Device successfully registered in Neighbourhood manager

Activities 2 Firefox Web Browser

Vicinity neighbourhood ma: X

c @

European
Commission

Vicinity neighbourhood management - Mozilla Firefox

Sun 1555 @

® £ & https ty.bavenir.eu/# e/device/5c0d2c7125cb4f514d511d31/desc

Device profile

TestDevice_1

Enable device

@ Access level
Private

& Owner

AAU(for VAS Test]

Unassigned

& Gateway

0ff72514-8d86-4b3c- VICINTTY
2885-13ea250b108b

= Move item

X Remove device m

Horizon 2020
European Union funding
for Research & Innovation

@ Who see @History @ Description

S 4 In @ =

adapter-id: test_adapter

name: TestDevice_1

type: core:Device

actions:

properties:

test_9614

test_9613

test_9616

- Public -

®

European
Platforms
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Annex Il — Edge Case Testing 2 - Limit of parallel registrations
(AAU-DK)

1. Successful registration response with 64 devices

spyder (Python 3.6)

le Edit Search Source Run Debug Consoles Projects Tools View Help

D RiEQ@ pOHBID G M e € > |/server Press test/test2 ML
Editor - /Server Press test/test2/aau_reg_test_1.0.0.py @® Help B
(3 untitledo.py ¥ aau_reg_test_1.0.0.py ¥ Y Source Console v | Object v & &

4 import requests

Here you can get help of any

6 ohiect hu nrecsina Chelalin frant

Help = Variable explorer  File explorer

IPython console (&3]
'_matn__': &y Console 1/A % o

1 In [19]: runfile('/Server Press
14 frame_TD = t 0.0.py"', wdi
15 frame_comnma for adapter [tes

st/test2')
successfull

Dol & ¢

frame_begin = b'{"adapter-id": "test_adapter”,"thing-descri, s success" )]
18 for i in [EFENTI): In [20]:
1 string = '%d'%i
2 string = bytes(string,encoding='utf-8')
2 frame_TD = frame_TD + b'{"oi test_' + string + b'","name”: "test_'s string + b'","type": "core

frame_TD = frame_TD + b'{"oid
frame_end = b'1}"

"test","type": "cor

"nane”: Device! ,"properties”: [{'pid":

2 url = 'http://localhost:9997/a bie
r=requests. request('POST',url,data = fr
print(r.text)

ane_begin + frame_TD + frame_end)

RAGl~ N ¢

“ +|| IPython console | History log
Permissions: RW End-of-lines: LF  Encoding: ASCIl Line: 18 Column: 26 Memory: 67 %

root@ygu-virtual-machine: /Server Press test/gateway
File Edit View Search Terminal Help
PANLR. LaLL SLUIT 1UI LIS /UUJELLS/ LUYUUL  URL paLiciii. U.u
Dec 69, 2018 5:20:43 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/properties” URI pattern: .0
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/properties/{pid}" URI pattern: 0.0
Dec 69, 2018 5:20:43 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions" URI pattern: 0.0
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions/{aid}" URI pattern: 0.0
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions/{aid}/tasks/{tid}" URI pattern:
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/events" URI pattern: 0.0
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/events/{eid}" URI pattern: 0.0
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/events/{eid}" URI pattern: 0.0
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects" URI pattern: 0.0
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute score
FINE call score for the "/objects/{oid}" URI pattern: 0.0
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/agents/{agid}/objects" URI pattern: 1.0
Dec 09, 2018 5:20:43 PM org.restlet.routing.Router logRoute
FINE: Selected route: "/agents/{agid}/objects" -> Finder for AgentsAgidobjects
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: 52 characters were matched
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute beforeHandle
FINE: New base UR: "http://localhost:8181/api/agents/0ff72514-8d86-4b3c-a885-13ea2506b108b/objects”. No remaining part to match
Dec 09, 2018 5:20:43 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: Delegating the call to the target Restlet
Dec ©9, 2018 5:20:43 PM org.restlet.engine.application.StrictConneg scoreAnnotation
FINE: Score of annotation "MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwapi.restapi.services.Agen|

Dec 09, 2018 5:20:43 PM org.restlet.engine.application.StrictConneg scoreVariant
FINE: Total score of variant "[application/json]"= ©.33333334

Dec 09, 2018 5:20:43 PM org.restlet.service.ConverterService toObject

FINE: The following converter was selected for the [application/json,UTF-8] representatio org.restlet.engine.converter.DefaultConverter@l02ca84c
Dec 09, 2018 5:20:43 PM org.restlet.service.ConverterService toRepresentation
FINE: Converter selected for InputRepresentation: DefaultConverter

Dec 09, 2018 5:20:43 PM org.restlet.engine.application.StrictConneg scorevariant
FINE: Total score of variant "[*/*] 2.5E-4

Dec 09, 2018 5:21:41 PM org.restlet.service.ConverterService toRepresentation
FINE: Converter selected for ConnectionClosingRepresentation: DefaultConverter
Dec 09, 2018 5:21:41 PM org.restlet.engine.log.LogFilter afterHandle
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root@ygu-virtual-mac /Server Press test/gateway

File Edit View Search Terminal Help
Dec 09, 2018 5:22:07 PM org.restlet.service.ConverterService toRepresentation
FINE: Converter selected for JsonRepresentation: DefaultConverter
Dec 09, 2018 5:22:07 PM org.restlet.engine.log.LogFilter afterHandle
INFO: 2018-12-09 17:22:07 127.0.0.1 cdfe8e04-32a1-4854-8719-811380ca0f46 /api/objects/login
00 89 0 396 http://localhost:8181 Restlet-Framework/2.3.12 -
Dec 09, 2018 5:22:07 PM eu.bavenir.ogwapi.commons.CommunicationManager isConnected
INFO: Object ID: '6b1948d4-35b2-4965-bc51-59a27effd400' is not connected yet.
Dec 09, 2018 5:22:07 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector <init>
REST Agent Connector: Dummy payloads disabled, all calls to an Agent via this connector will be real.
, 2018 5:22:07 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector <init>
REST Agent Connector: HTTPS protocol disabled for Agent communication.
2018 5:22:07 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine buildNewConnection
Creating a new connection to XMPP server 'vicinity.bavenir.eu:5222' as '6b1948d4-35b2-4965-bc51-59a27effd400@bavenir.eu’
, 2018 5:22:07 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine buildNewConnection
XMPP secure connection is disabled.
2018 5:22:07 PM eu.bavenir.ogwapi.commons.CommunicationManager establishConnection
INFO: Connection for '6b1948d4-35b2-4965-bc51-59a27effd400' was established.
Dec 09, 2018 5:22:07 PM eu.bavenir.ogwapi.restapi.security.Authenticationverifier verify
FINE: Valid credentials received from a client with IP 127.0.6.1.
Dec 09, 2018 5:22:07 PM org.restlet.security.ChallengeAuthenticator authenticate
FINE: Authentication succeeded. Valid credentials provided for identifier: 6b1948d4-35b2-4965-bc51-59a27effd400.
Dec 09, 2018 5:22:07 PM org.restlet.security.Authenticator authenticated
FINE: The authentication succeeded for the identifer "6b1948d4-35b2-4965-bc51-59a27effd400" using the HTTP_Basic scheme.
Dec 09, 2018 5:22:07 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/login" URI pattern: 1.0
Dec 09, 2018 5:22:07 PM org.restlet.routing.Router logRoute
FINE: Selected route: "/objects/login" -> Finder for ObjectsLogin
Dec 09, 2018 5:22:07 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: 14 characters were matched
Dec 09, 2018 5:22:07 PM org.restlet.routing.TemplateRoute beforeHandle
FINE: New base URI: "http://localhost:8181/api/objects/login". No remaining part to match
Dec 09, 2018 5:22:07 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: Delegating the call to the target Restlet
Dec 09, 2018 5:22:07 PM org.restlet.engine.application.StrictConneg scoreAnnotation
FINE: Score of annotation "MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwapi.restapi.services.Obje
ctsLogin.represent(), javaClass: class eu.bavenir.ogwapi.restapi.services.ObjectsLogin, restletMethod: GET, input: null, value: null, output: null, q
very: null]"= 0.5
Dec 09, 2018 5:22:07 PM org.restlet.engine.application.StrictConneg scoreVariant
FINE: Total score of variant "[*/*]"= 0.041791666
Dec 09, 2018 5:22:07 PM org.restlet.service.ConverterService toRepresentation
FINE: Converter selected for JsonRepresentation: DefaultConverter
Dec 09, 2018 5:22:07 PM org.restlet.engine.log.LogFilter afterHandle
INFO: 2018-12-09 17:22:07 127.0.0.1 6b1948d4-35b2-4965-bc51-59a27effd400 GET /api/objects/login
oo 89 [ localhost:8181  Restlet-Framework/2.3.12

Vicinity neighbourhood m

& C @ bavenir.ey

VICINITY

European
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4.

5.

Vicinity neighbourhood ma: X e

<« c @

bavenir.eu/#, e

AGID &

016/731285/SHAR-Q.

You have 23 new notifications!
© 2015-2018 bAvenir, s.r.0 . All rights reserved.

Failed registration response with 65 devices

0ff72514-8d86-4b3c-a885-13ea250b108b.

Types &

“ This project has received funding from the European Union’s Horizon 2020 Framework Programme for Research and Innovation under grant agreement no 688467 and n

genericadaptervicinity.eu

“Access Points” with 64 devices in Neighbourhood Manager

N @

Y+

y 3 0 Wei Feng

= Create Access Point

#Items &

64

o VO.L

Spyder (Python 3.6)

File Edit Search Source Run Debug Consoles Projects Tools View Help

DeER%EEe POBBEDG M= R R L A € > |[serverpresstesttestz BN
Editor - /Server Press test/test2/aau_reg_test_1.0.0.py @ Help L]
[ untitledo.py ¥ | aau_reg_test_1.0.0.py ¥ o Source |Console ~ | Object v &

] S

2

3

41import requests

s Here you can get help of any

] ohiect by nraccina Ckelatin front -

8 Help | Variable explorer File explorer

13 IPython console ee)|

11if _name__ == '__main__': Q| Console 1/A ¥ T

12

= o In [18]: runfile('/Server Press test/test2/

14 frame T = b'* aau_reg_test_1.0.0.py', wdir='/Server Press test/test2')

4 frame_conma = b', scovery for adapter [test_adapter] failed! Sed]

16 frame_begin = b'{"adapter-id": "test_adapter”,"thing-descriptions”: [’ tatus”:"f:

17

18 for ¢ in EETIENES: In (197:

19 string = '%d'%

20 string = bytes(string,encoding="utf-8')

21 frane_TD = frame_TD + b'{"oid": "test ' + string + b'","name”: "test_ '+ string + b'","type": "core

2

23 frame_TD = frame_TD + b'{"0id": "test","name": "test”,"type": "core:Device","properties”: [{"pid": "BK

24 frame_end = b']}"

25

26

27 url = 'http://localhost:9997/agent/objects’

28 r=requests.request('P0ST',url,data = frame_begin + frame_TD + frame_end)

29 print(r.text)

30

31

32

33

34
< 31| IPython console | History log

Permissions: RW End-of-lines: LF  Encoding: ASCII Line: 18 Column: 26 Memory: 64 %
European Horizon 2020 European
P - European Union funding - Public - Platforms

Commission for Research & Innovation Initiative
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6.

"DoORl & O

s> E

Failed gateway response for 65-device registrations

Caused by:
at
at
at
at
at
at
at
at
at
at

INFO: 2018-

java.ne
java.ne
java.ne
java.ne
java.ne
sun.sec
sun.sec!
sun.sec!
sun.sec!
sun.sec
java
java.

java.io.
sun.net.
sun.net.
sun.net.
sun.net.

root@ygu-virtual-machine: /Server Press test/gateway

File Edit View Search Terminal Help

t.SocketTimeoutException: Read timed

out

t.SocketInputStrean.socketReado(Native Method)
t.SocketInputStrean.socketRead(SocketInputStream.java:116)

t.SocketInputStrean.read(SocketInputStrean.java:171)
t.SocketInputStrean. read(SocketInputStrean. java:141)

urity.ssl.InputRecord.readFully(InputRecord.java:465)
urity.ssl.InputRecord.read(InputRecord.java:5603)
urity.ssl.SSLSocketImpl.readRecord(SSLSocketImpl.java:975)
urity.ssl.SSLSocketImpl.readDataRecord(SSLSocketImpl.java:933)
urity.ssl.AppInputStrean.read(AppInputStream.java:105)
.BufferedInputStream.fill(BufferedInputStrean.java
.BufferedInputStream.read1(BufferedInputStrean. jav

BufferedInputStream.read(BufferedInputStream.java
www.http.HttpClient.parseHTTPHeader (HttpClient. java:735)
www.http.HttpClient.parseHTTP(HttpClient. java:678)
www.protocol.http.HttpURLConnection.getInputStreamd(HttpURLConnection
www.protocol.http.HttpURLConnection.getInputStrean(HttpURLConnection. java:1492)

46)
286)
45)

java.net.HttpURLConnection.getResponseCode(HttpURLConnection. java:480)

sun.net
org.res
org.res
org.res
org.res
org.res
org.res
org.res
org.res
org.res
org.res
org.res
org.res

. 61 mor

09, 2018 5:17:
Total score
09, 2018 5:17:
Total score
09, 2018 5:17:
Converter selected for StatusInfo: StatusInfoHtm
09, 2018 5:17:52 PM org.restlet.engine.log.LogFilter afterHandle
0ff72514-8d86-4b3c-a885-13ea250b108b

12-09

.www.protocol.https.HttpsURLConnectionImpl.getResponseCode(HttpsURLConnectionImpl. java:347)

java:1587)

tlet.engine.connector.HttpUrlConnectionCall.getStatusCode(HttpurlConnectionCall. java:292)
tlet.engine.adapter.ClientCall.sendRequest(ClientCall.java:293)
tlet.engine.connector.HttpurlConnectionCall.sendRequest(HttpUrlConnectionCall.java:363)
tlet.engine.adapter.ClientAdapter.commit(ClientAdapter. java

tlet.engine.adapter.HttpClientHelper.handle(HttpClientHelper . java:119)

tlet.Client.handle(Client. java:153)

tlet.engine.application.ApplicationHelpers1.handle(ApplicationHelper.java:152)

tlet.routing.Filter.doHandle(Filter.

java:150)

tlet.routing.Filter.handle(Filter.java:197)
tlet.resource.ClientResource.handle(ClientResource.java:1093)
tlet.resource.ClientResource.handleOutbound(ClientResource. java:1179)
tlet.resource.ClientResource.handle(ClientResource.java:1048)

e

52 PM org.restlet.engine.application.StrictConneg scorevariant

of variant "[text/html]"= 2.5

52 PM org.restlet.engine.application.StrictConneg scorevariant

of variant "[application/xhtml+xml]

0.001499

9999

52 PM org.restlet.service.ConverterService toRepresentation

17:17:52 127.0.0.1

c-a885-13ea250b108b/objects - 1001 497

INFO: The connection was broken. It was probal

LConverter

40345

60376

http://localhost:8181

pec 9, 2018 5:17:52 PM org.restlet.engine.adapter.ServerAdapter commit

the client. Reason: Broken pipe

65 registered devices in Neighbourhood Manager

European
Commission

D& bavenir.eu

My Devices

Restlet-Framework/2.3.12

Vicinity neighbourhood management - Mozilla Firefox

8181

POST

-9

N @

'3 ‘_\ WeiFeng

Y+

FILTERS.
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European Union funding
for Research & Innovation

—

- Public -
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8. “Access Points” with 65 registered devices in Neighbourhood Manager

Vicinity neighbourhood management - Mozilla Firefox

bavenir.eu Node w m o =

£ O Y

= Create Access Point

Name % AGID % Types #ltems &
AAU(for VAS Test)
" ~ & x
AAU 0ff72514-8d86-4b3c-a885-13ea250b108b generic.adapter.vicinity.eu VIC TY 65
This project has received funding from the European Union’s Horizon 2020 Framework for Research and under grant ag no 688467 and no V01

LCE-01-2016/731285/SHAR-Q.

Copyright © 2015-2018 bAvenir, s.r.o . All rights reserved,

Horizon 2020 European
m Eumpe.an. European Union funding - Public - Platforms
= Commission for Research & Innovation

Initiative
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A Il — Edge C Testing 3 -L i f load for GET
Activities Wed 16:43
Spyder (Python 3.6)
File Edit Search Source Run Debug Consoles Projects Tools View Help
K @ »BED G M X L € /Server Press test/test3 B
= Wl Editor - /Server Press test/test3/aau_reg_test_1.0.0.py ©®® Help EE
[ aau_reg_test_1.0.0.py ¥ s Source |Console ~ | Object v & &
1 querypath = urlparse(self.path)
19 path = str(querypath.path)
21 Name_startnum = path.find('properties/') .
2 quersitantans = pathiName.stor tnume 10113 Here you can get help of any object by -
24 TSOTIMEFORMAT = '%v-%m-%d %X Help | Variable explorer File explorer
5 systemtine = time.strftine(ISOTIMEFORMAT,time.localtime())
26 systemtime = str(systentine 1Python console Ll
systemtine = bytes(systentime, encoding = o console 1/ % vy
= B In [91: runfile('/ser au_reg_test_1.0.0.py", -
30 data = b'"
31 for i in range(1,EE):
E string = ud 1 loadtest HTTP/1.1" 200
33 string = bytes(string,encoding="utf-8') B SR Z =
4 Y 4 data = data + string +
? : data' = gsta 4 b0
. 5
7 if (queryitemName=='/maxpayloadtest’):
B 39 self.wFile.write(b' (")
a1 self.wfile.write(b'"va D)
self.wfile.write(data)
self.wfile.write(b'"")
self.wfile.write(b',")
self.wfile.write(b' "tine":"")
48 self.wfile.write(systemtime)
49 self.wfile.write(b'"")
5 self.wfile.write(b'}")
s4 else:
5 self.wfile.write(b'HTTP/1.1 406 Failed')
E def do_POST(self)
23592 9 global stopflag -
eee 60 . | IPython console | History log
X . - = - — ——— ~ .
Activities =] Terminal ~ Wed 16143
root@ygu-virtual-machine: /Server Press test/gateway
‘ File Edit View Search Terminal Help
Nov 21, 2018 4:32:20 PM org.restlet.service.ConverterService toRepresentation
FINE: Converter selected for JsonRepresentation: DefaultConverter
Nov 21, 2018 2:20 PM org.restlet.engine.log.LogFilter afterHandle
INF 2018-11-21 16:32:20 127.0.0.1 €5112329-c47e-45b4-8090-0df20905b86d /api/objects/login
200 89 0 382 http://localhost:8181 Restlet-Framework/2.3.12
Nov 21, 2018 2:20 PM eu.bavenir.ogwapi.commons.CommunicationManager isConnected
INFO: Object '823f867a-0d96-4218-be6c-7bobeda7be30’ is not connected yet
Nov 21, 2018 2:20 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector <init>
CONFIG: REST Agent Connector: Dummy payloads disabled, all calls to an Agent via this connector will be real.
Nov 21, 2018 4:32:20 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector <init>
CONFIG: REST Agent Connector: HTTPS protocol disabled for Agent communication.
Nov 21, 2018 4:32:20 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine buildNewConnection
CONFIG: Creating a new connection to XMPP server 'vicinity.bavenir.eu:5222' as '823f867a-0d96-4218-be6c-7bobeda7be3o@bavenir.eu’
Nov 21, 2018 4:32:20 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine buildNewConnection
CONFIG: XMPP secure connection is disabled.
Nov 21, 2018 2:21 PM eu.bavenir.ogwapi.commons.CommunicationManager establishConnection
INFO: Connection for '823f867a-0d96-4218-be6c-7bobeda7be30’ was established.
Nov 21, 2018 2:21 PM eu.bavenir.ogwapi.restapi.security.Authenticationverifier verify
FINE: Valid credentials received from a client with IP 127.0.6.1.
Nov 21, 2018 2:21 PM org.restlet.security.ChallengeAuthenticator authenticate
FINE: Authentication succeeded. Valid credentials provided for identifier: 823f867a-0d96-4218-be6c-7boboda7be3e.
Nov 21, 2018 4:32:21 PM org.restlet.security.Authenticator authenticated
FINE: The authentication succeeded for the identifer "823f867a-0d96-4218-be6c-7b9boda7be30" using the HTTP_Basic scheme.
Nov 21, 2018 4:32:21 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/login" URI pattern: 1.6
Nov 21, 2018 2:21 PM org.restlet.routing.Router logRoute
FINE: Selected route: "/objects/login" -> Finder for ObjectsLogin
Nov 21, 2018 2:21 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: 14 characters were matched
Nov 21, 2018 2 PM org.restlet.routing.TemplateRoute beforeHandle
FINE: New base URI: "http://localhost:8181/api/objects/login”. No remaining part to match
Nov 21, 2018 4:32:21 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: Delegating the call to the target Restlet
Nov 21, 2018 4:32:21 PM org.restlet.engine.application.StrictConneg scoreAnnotation
FINE: Score of annotation "MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwapi.restapi.services.Obje
ctsLogin.represent(), javaClas class eu.bavenir.ogwapi.restapi.services.ObjectsLogin, restletMethod: GET, input: null, value: null, output: null, q
0.5
Nov 21, 2018 2:21 PM org.restlet.engine.application.StrictConneg scorevariant
FINE: Total score of variant "[*/*]"= 0.041791666
Nov 21, 2018 2:21 PM org.restlet.service.ConverterService toRepresentation
Converter selected for JsonRepresentation: DefaultConverter
:32:21 PM org.restlet.engine.log.LogFilter afterHandle
[INFO: 2018-11-21 127.0.0.1 823f867a-0d96-4218-be6c-7bobeda7be30
200 89 http://localhost:8181 Restlet-Framework/2.3.12
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3. Postman successfully receives the requested response with 200000 data.

File Edit View Help

BB New ~

History

be30/properties/m
27.0.0.1:999:

27.0.0.1:999"

be30/properti

be30/properties/m

localhost:9
Ger
be30/properties/m

27.0.0.1:9"

http:

0.0.1:999!

http://localhos

European
Commission

b9b0da

agent/objec

9b0da

ent/objec

»gent/objects/823f867a-0d96-42 7b9b0da

0da

0da

gent/object:

loadtest

loadtest

‘agent/objects/8231867a-0d96-4218-be6c-7b9b0da

loadtest
Wobjec

Wobjec

Horizon 2020
European Union funding
for Research & Innovation

Wed 16:43

Postman

y Workspace ¥ & Invite

No Environment

GET Untitl  GET U

http://localhost:9997/agent/objects/823f867a-0d96-4218-be6c-7b9b0da7be30/properties/maxpayloadtest

Params

KeY

Body

Pretty

v httpi//localhost:9997/agent/objects/823f867a-0d96-4218-bebc-7b9b0da7be30/prope. Save ¥

VALUE DESCRIPTION . Bulk Ec

Download

Q

JSON v

“data”: {

“tine”: "2018-11-21 16:40:047,

“value: “1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39
,40,41,42,43,44,45,46,47,48, 49,50, 51,52,53,54,55, 56,57, 56, 59,60, 61,62, 63,64,65, 66,67 ,68,69,70,71,72,73,74,75,76,77
178,79,80,81,82,83,84,8586,87,88,89,90,91,92,93,94,95,96,97 98,99, 100, 101,102,103, 164, 105, 106, 167, 108,103,110, 111
112,143,114, 115, 16, 117,128, 119, 20,121, 122, 123,124, 135, 126, 127,128,129, 130, 131, 132,133,134, 135, 136, 137,1
1140,141,142,143,144,145, 146,147,148, 149,150, 151,152, 153,154,155, 156,157,158, 159, 160, 161,162, 5,166,167
168,160, 170, 171,172,173, 1761 175 176, 177,170,179,180,161,109,183, 154,135 136157, 106, 155, 100, 191,192, 195, 194, 155
196,197,198,195,200, 201,202,203, 204,205, 206, 267,208,209,210, 211,212,213, 214 1218,219,220

2 8,229,230,231,232,233,234 36,237,238,239,240,241, 242,243,244, 245246 ,247,248,249,250, %
352,53, 3,264, 70,271,272,273,274,275,276,277,278,279
350,203,203, 283, 204, 285, 206, 287,250,989 290,551,29393, 394,293,396, 297, 298,293, 300, 301, 303, 303, 304 208,306,307
1308,309,310,311,312,313,314,315,316,317,318,319, 320,321,322, 323,324,325, 326,327, 328,329,330,331,332,333,334,335
1336,337,338,339, 340, 341, 342,343,344, 345, 346,347, 348,349, 350, 351,352, 353 354,355, 356, 357, 358, 359, 360, 361, 362, 363
1364,365,366,367, 368,369,370, 371,372,373,374,375, 376,377,378, 379,386, 381,382, 383, 384, 385, 386,387,388, 389, 390, 391
1392,393,394, 395, 396,397,398 399,400, 401,402,403, 404, 405, 406,407 408 , 469,410, 411,412, 413,414,415 416,417,418 419
1420,221,422,423, 424,425,426 ,427,428,429,430, 431,432,433 434,435 436,437,438 439,440, 441,442,443 444, 445,446 447
1448,449,450,451,452,,453,454,455, 456 457,458,459, 460,461,462, 463,464, 465,466, 467,468, 469,470, 471,472,473,474 475
4T ATT4T8 479,480,451, 482 463,434,485, 436,487 485,489,490, 491,452, 493,494, 495,496, 497,498,493, 500 501,502, 503
1520,521,522,523,524,525,526,527,528,529,530, 531
353,553,394, 535, 336,537,538, 539. 540, 541,54, 343,244,345, 46, 347,540, 343, 550, 551,353,353, 354, 355, 556,557, 530.599
1560,561,562, 5 1565,566,567,568,569,570,ST1, 572,573, 574,575,576, 577,578,579, 380,581,582, 583, 584,585, 586,587
88,589,590, 591,592,593, 594,595,596, 597,598,599, 606, 601,602,603, 604, 605, 606,607,608, 609,610,611,612,613,614,615
16,017, 516,610, 520,521,595, 525. 454,425 526,627 28,603,690 631,633,633, 634,635 635,637, 630,639, 640, 641,649,643
1644,645,646,647,648,649, 650,651,652, 653,654,655, 656,657,658, 659,660, 661,662,663, 664,665,666, 667, 668,669,670, 671
1672,673,674,675,676,677,678,679,680, 681,682,683, 684, 685, 686,687, 688,669,690, 691,692,693, 694,695, 696,697,698, 699
1780,761,762,703,704,705,706,707,708,769,710,711,712,713,714,715,716,717,718,719,720,721,722,723,724,725,726, 721
1728,729,730,731,732,733,734, 735,736,731, 738,739,740, 741,742,743, 744, 145, 746 , 747,748, 749,750, 751,752, 753,754,755
1756,757,758,759,760,761,762, 763,764,765, 766,767, 768,769,770, 771,772,773, 774,775,776,777,778, 779,780, 781,782,783
784,785,786, 187,788, 769,790, 191,192,193, 794,795, 196,757 198,795, 800,801, 862,803,804, 805,806 807,608, 809,610,811
1812,813,814,1 7,818,819,8: 822,823,824,825,826,827,828,829,830,831,8; 1834,835,836,837,838,839
46, 041,542,043, 544,545, 548,547 545,549,850, 51,857,553, 554,055,556, 057, 555,055,540, 0¢1,562, 56,564,585, 586,067
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Annex IV — Internal point testing 1 - Optimal usage of parking
slots by considering energy costs (AAU - DK)

1. The real-time experimental platform in AAU loT-microgrid Lab.

2. After subscribing the event of parking sensor node, the VAS node is able to receive the parking sensor

nod

Activil

VSa@BPDoON & o

e events which contains the number of free parking slot and time-stamp.

ties £ Spyder v Sun 11:39
Spyder (Python 3.6)
File Edit Search Source Run Debug Consoles Projects Tools View Help

) LiEQ@ POBDBDE MWE=cnp B BX £ € > Ntyems serveqadapter s 4
Editor - /vicinity/EMS_Server/adapter/AAU_Server.py @® Help B
Cl.‘ AAU_Server.py % g, Source |Console ~ | Object v & &

233 address = ('17486633in.1ask.in’, 36539) - B

234 DataTosinulink = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

235 DataToSimulink.connect(address)

236 e

237 = =

238 hd = {'adapter-id':'AAU_Adapter’,'infrastructure-id':'RMEMS'} Help | Variable explorer File explorer

239url = 'http://localhost:9997/agent/events/ParkingAndChargingStatus’

240 r=requests.request('POST',url,headers=hd) 1Python console oy

241 print(r. text) & Console /A % ‘ "

9 ParkingAndChargingStatus was successfully distributed to 1 out of 1  |a

! subscribers.”,"message":[1}

245hd = {'adapter-id':'AAU_Adapter','infrastructure-id': 'RMEMS'} ;:ngreb;b;aéatge;égstﬁg;ssga ?eggeszglzé":ﬁ;ﬁ/’;"E'gsle"e"“/

246 url = "http://localhost:9997/agent/objects/aasadd7a-cf7d-452f -9165-cfo3secchasb/events/sensor-bat | || 30080 P beBBr g o e T events/

;2; ri{i‘:;‘isgz;gq“e“( POST" ,url,headers=hd) sensor -849da2b-8ed1-4d3b-bcac-46572b396acf HTTP/1.1" 200 -

ok . 127.0.6.1 - - [067/0ct/2618 11:38:54] "PUT /objects/RMEMS/events/

e sensor - 64f41424-93ee-4130-8519-663250f Sbfe3 HTTP/1.1" 200 -

251 hd = {'adapter-id': ' AAU_Adapter” , infrastructure-id" : RMENS'} [{"sensor_id': '008600000400882f", 'value': 'Vacant', 'tine':|

252url = 'http://localhost:9997/agent/objects/22bcodes- Sc35-4042-82bc-9be9s8929bbaj/events/sensor -84

253 r=requests.request('POST',url,headers=hd)

254 print(r.text)

55

256

257 hd = {'adapter-id':'AAU_Adapter','infrastructure-id': 'RMEMS'}

258 url = 'http://localhost:9997/agent/objects/689e8e09- 56e2-4a19-8d97-81286f0bedd3)/events/sensor - 641

;:Z r::‘:;‘?:z;;;“"e“( POST" ,url,headers=hd) = {'error" false status(ode“ 200, "statusCodeReason”: "0K. Event

o P . ParkingAndChargingStatus was successfully distributed to 1 out of 1

o subscribers.", "message":[1}

e {"error":false, "statusCode":200, "statusCodeReason": "0K. Event

264 tothreading. Tiner (5. Tiner fun.()) :3;:::3::‘:?”9‘:2::;?5 vas successfully distributed to 1 out of 1

R tostartQ) {"error":false, "statusCode":200, "statusCodeReason" : "0K. Event

i ParkingAndChargingStatus was successfully distributed to 1 out of 1

fntl" . subscribers.”, "message”: [1}
268 print('AAU adapter start working!') . . o
_ ; ; . {"error":false, "statusCode”: 200, "statusCodeReason":"0K. Event

269 httpd = HTTPServer(('localhost’, $995), SimpleHTTPRequestHandler) ParkingandchargingStatus was successfully distributed to 1 out of 1

270 httpd.serve_forever() subscribers. , message": (1]

o “error”:false, "statusCode":200, "statusCodeReason" : "0K. Event

L Parkingandchargingstatus was successfully distributed to 1 out of 1

=5 subscribers.", "message"”

. 127.0.0.1 - - [67/0ct/2018 11:39:24] "PUT /objects/RMEMS /events/ -
b D 7 | Ipython console | History log
.
A f o e rmodiees arrea Vimmeama alimcs 4 Admmmame naar
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3. The VAS node gets a response stating that the event was successfully sent to a subscriber.

Activities & spyder v Sun 11:38

¢ Spyder (Python 3.6)
; File Edit Search Source Run Debug Consoles Projects Tools View Help

ODesBR%xE M B @ D¢ Mue=E=pnm b X S~ @ €& ) |icinity/EMs_Server/adapter ML X
Editor - /vicinity/EMS_Server/adapter/AAU_Server.py @® Help @®)|
& AAU_Serverpy % 1, Source |Console ~ | Object v &

address = ('17486633in.1ask.in’, 36539) a E

4 DataToSimulink

inuli socket. socket(socket.AF_INET, socket.SOCK_STREAM)
DataToSimulink.connect(address) Usage

Help = Variable explorer  File explorer

hd = {'adapter-id’:'AAU_Ada

url = 'http://localhost:9997/agent/ o L om|
requests. request('POST',url,header ythonconsole .
print(r. text) 7| Console 1/A % s
ParkingAndChargingStatus was successfully distributed to 1 out of 1

subscribers.", "nessage":[1}

{"error":false,"statusCode":200, "statusCodeReason": "OK. Event
ParkingAndChargingStatus was successfully distributed to 1 out of 1
subscribers. ", "nessage”:[1}

{"error":false,"statusCode":200, "statusCodeReason": "0K. Event
ParkingAndChargingStatus was successfully distributed to 1 out of 1

subscribers ","messsqe

= {'adapter-id':'AAU_Adapter','in:
url = 'http://localhost:9997/agent/obj
=requests.request('POST",url,headers=hd)
print(r.text)

cfe38eccb96b/events.

url = 'http://local 97 s/22bc -9be958929bb4/events/sensor -84<
r=requests.request('POST',url,headers=| hd) o
print(r.text)

ParkingandCharsingStatus was successfully distributed fo 1 out of 1
subscribers. essage":[1}
- . VIS . 127.0.6.1 - - [07/0ct/2018 11:38:24] "PUT /objects/RHEMS/events/
:f{,( e lo(ah:"%ggii’géj_‘zj Co9ma005 - 2oe /sensor-641 sensor-babe884s- 35bd-4726-9158-365d7eSc8c2b HTTP/1.1" 200 -
re_uesispre uest( ot E\éaéérsl 89882055 /sensor-64 127.0.0.1 - - [07/0ct/2018 11:38:24] "PUT /objects/RMEMS/events/
r.m:(r te;@“ surts = sensor-849da2b-8ed1-4d3b-bcac-46572b396acf HTTP/1.1" 200 -
P . 0.0.1 - - [07/0ct/2018 11:38:24] "PUT /objects/RHEMS/events/
sensor-64f41424-93ee-4130-8519-66a250fSbfe3 HTTP/1.1" 200 -
{'sensor_id': '008000000460882f", 'value': 'Vacant', 'time':
bl S . '2018-09-16 20:14:57.405'}
FEZE:?;M.T\W&I’(S,Tmerfun,()) b'Uset_Parksen_FFO'
. {'sensor_id': '0080000004608835', 'value': 'Vacant', 'time':
12018-69-16 20:14:57.678'}
print(*AM adapter start working!') t(,:gz:;farz?enTt;ggt;oeooerossAa' ‘value': ‘Occupied’, 'time':
httpd = HTTPServer(('loc 9995), SimpleHTTPRequestHandler) 12018-69-16 20:18:50.646'} ’ ° P ’ °
il httpd.serve_forever() b'USet_ParkSen_FFO'
{"error":false, "statusCode":200, "statusCodeReason":"0K. Event
= Park\ngAnd(harg\ngStatus was successfully dlstrlbuted to 1 out of 1
274 subscribers.”,"nessage”: [1}
{"error":false,"statusCode":200, "statusCodeReason” : "0K. Event -
< 57| 1Python console | History log
P B G e

4. The VAS node is able to send an event to the subscriber (testing device node) which contains the number
of free parking slot, real-time charging price and time-stamp.

Activities [ Terminal v Sun 11:44
{ root@ygu-virtual-machine: ty/EMS_Server/new gateway

‘ File Edit View Search Terminal Help
Oct 07, 2018 11:44:29 AM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/properties” URI pattern: 0.0
Oct 07, 2018 11:44:29 AM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/properties/{pid}" URI patter
Oct 07, 2018 11:44: AM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions" URI pattern: 0.0
Oct 07, 2018 11:44:29 AM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions/{aid}" URI pattern: 0.0
Oct 07, 2018 11:44: AM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions/{aid}/tasks/{tid}" URI pattern: 0.0
Oct 07, 2018 11:44:29 AM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/events" URI pattern: 0.0
Oct 07, 2018 11:44:29 AM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/events/{eid}" URI pattern: 0.0
Oct 07, 2018 11:4 9 AM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/events/{eid}" URI pattern: 1.0
Oct 07, 2018 11:44:29 AM org.restlet.routing.Router logRoute
FINE: Selected route: "/events/{eid}" -> Finder for EventsEid
Oct 07, 2018 11:4: AM org.restlet.routing.TemplateRoute beforeHandle
FINER: 32 characters were matched
Oct 07, 2018 11:4 9 AM org.restlet.routing.TemplateRoute beforeHandle
FINE: New base URI: "http://localhost:8181/api/events/ParkingAndChargingStatus”. No remaining part to match
Oct 07, 2018 11:44:29 AM org.restlet.routing.TemplateRoute beforeHandle
FINER: Delegating the call to the target Restlet
Oct 07, 2018 11:44:29 AM org.restlet.engine.application.StrictConneg scoreAnnotation
FINE: Score of annotation "MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwapi.restapi.services.Even
tsEid.store(org.restlet.representation.Representation), javaClass: class eu.bavenir.ogwapi.restapi.services.EventstEid, restletMethod: PUT, input: jso
n, valu json, output: json, query: null]"=
Oct 07, 2018 11:44:29 AM org.restlet.engine.application.StrictConneg scorevariant
FINE: Total score of variant "[application/json]"= 0.08383334
Oct 07, 2018 11:44:29 AM org.restlet.service.ConverterService toObject
FINE: The following converter was selected for the [application/json,UTF-8] representation: org.restlet.engine.converter.DefaultConverter@7b99dib1
Oct 07, 2018 11:4 9 AM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine sendMessage
FINEST: XMPPMessageEngine: Status of the roster before message is sent: read
2018 11:44:29 AM eu.bavenir.ogwapi.commons.engines.xmpp.XnppMessageEngine sendMessage
XMPPMessageEngine: Message sent. Content: {"messageType ,"source0id": "bbfd51b3-c413-4904-8a42-65add3d346b5","eid": "ParkingAndChargingStatusi
:"{\"value\":\"9900\",\"free\":\"2\",\"time\":\"2018-10-07 11:44:29\"}","parameter
2018 11:44:29 AM eu.bavenir.ogwapi.commons.ConnectionDescriptor sendEventToSubscribers
Event ParkingAndChargingStatus was successfully distributed to 1 out of 1 subscribers.
2018 11:44:29 AM org.restlet.service.ConverterService toRepresentation
FINE: Converter selected for JsonRepresentation: DefaultConverter
Oct 07, 2018 11:44: restlet.engine.log.LogFilter afterHandle
INFO: 2018-10-07 127.0.0.1 bbfd51b3-c413-4904-8a42-65add3d346b5 - 8181 PUT /api/events/ParkingAndChargin
gstatus - http://localhost:8181 Apache-HttpClient/4.5.1 (Java/1.8.6_181) -
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5. The testing device node is able to receive an event which contains the number of free parking slots, real-

time charging price and time-stamp.

Sun 11:33

Activities [ Terminal ~
root@ygu-virtual-machine: /vicinity/EMS_Client_TestParking/gateway
Eile Edit View Search Terminal Help
Oct 07, 2018 11:33:24 AM eu.baventir.ogwapi.commons.ConnectionDescriptor processMessageEvent
Event ParkingAndChargingStatus arrived from bbfd51b3-c413-4904-8a42-65add3d346bs. Event body: {"value
18 11:33:24 AM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector perfornOperation
REST Agent Connector:
Operation code: 2
Assembled full URL: http://localhost:9997/agent/objects/8f92f1d6-8b13-deb2-8f9f-9ac2c758a26d/events/ParkingAndChargingstatus
Parameters: {source0id=bbfd51b3-ca13-4964-8a42-65add3d346b5)
Body: { 9900","free”:"2","time": "2018-10-67 11:33:24"}
oct 67, 33:24 AM eu.baventir.ogwapt.commons.connectors
s Connector: PUT request contatns following body: {"value":"9960","free
o7, 2010 13:33:24 AR org.restlet.engine.connector.HttpClientHelper start
Starting the internal HTTP client
2018 11:3 AM eu.baventir.ogwapli.commons.ConnectionDescriptor processMessageEvent
successfully
u.bavenir.ogwapi.commons.ConnectionDescriptor processInconmingMessage
New message from bbfd51b3-c413-4904-8ad2-65add3d346bs: {"messageType bfdS1b3-c413-4904-8a42-65add3d346b5", "eld" : "ParkingAndChargingStatus”, "body
11"9966\",\"free\":\"2\",\"tine\":\"2018-10-67 11:33:36\"}","parameters”: {}}
2018 11:33:36 AM eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage
This message is an event. Forwarding.
pct 07, 2018 11: AM eu.bavenir.ogwapt .commons.ConnectionDescriptor processMessageEvent
FO: Event Park\ngAnd(harq\ngS(a(us arrived from bbfds1b3-c413-4904-8a42-65add3d346bs. Event body: {"value":
e baventr.ogwapl . commons. connectors. http. RestApentConnector. performoperation
nt Ceanacts

2018-10-07 1

http.RestAgentConnector performoperation
2 L 2018-10-07

9900", “free”:"2","time":"2018-10-07 1
2018

Assembled full URL: http://localhost:9997/agent/objects/8f92f1d6-8b13-4eb2-8f9f-9ac2c758a26d/events/ParkingAndchargingstatus

Parameters: {sourceOid=bbfdS1b3-c413-4904-8a42-65add3d
Body: {"value":"9900","free":"2","time":"2018-10-67
oct 67, 2018 11:3 AM eu.bavenir.ogwapi.commons
FINEST: REST Agent Connector: PUT request contains following body: {“value":*9960
oct 07, 2018 11:3 restlet.engine.connector.HttpClientHelper start
INFO: Starting the int HTTP client

oct 2018 11:33:36 AM eu.bavenir.ogwapt.commons.ConnectionDescriptor proc

INFO: Event forwarded successfully.

eu.bavenir.ogwapt.commons.ConnectionDescriptor processIncommingMessage
3 bbfd51b3-c413-4904-8a42-65add3d346b5" , "eld" : "ParkingAndChargingStatus”, "body

.http.RestAgentConnector perfurmun?ra\'\an
,"free”:"2","time":"2018-10-67 11:33:30"}

ageEvent

Oct 07, 2018 11:33:
FINEST: New message from bbfd51b3-c413-4964-8a42-65add3d346bs: {"messageTyp sourceotd
value\":\"6666\",\"free\":\"2\",\"tine\":\"2018-10-67 11:33:35\"}","paraneters”:{
Oct 67, 2018 11:33:35 AM eu.bavenir.ogwapi.commons.ConnectionDescriptor processInconmingMessage
This message is an event. Forwarding.

:35 AM eu.bavenir.ogwapl.commons.ConnectionDescriptor processMessageEvent
arrived from bbfdsib3-c413-4904-8a42-65add3d346bs. Event body: {"value®:"6000","free

ndchargingstatu:
ogwapl.commons . connectors.http.RestAgentConnector performoperation

AM eu.baventir.
REST Agent Connector:
operation code: 2
Assembled full URL: http://localhost gent /objects/8f9211d6-8b13-4eb2 a26d/events/ParkingAndChargingstatus
bfd51b3-c413-4904-8a42-65add3d346b5}
6600","free”:"2","time":"2018-10-07 11:33:35"}
33:35 AM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnes
REST Agent Connector: PUT request contains following body: {"value":"6660","free":"2",
2018 11:33:35 AM org.restlet.engine.connector.HttpClientHelper start
Starting the internal HTTP client
, 2018 11:3 AM eu.bavenir.ogwapi.commons
Event forwarded sfully

:
a
—k
r
¥
2
B
)
=1
&

performoperation
ime’

.ConnectionDescriptor processMessagetv
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1

Annex V - Internal point testing 2 - Abnormal situation
identification for elderly residents (AAU - DK)

The refrigerator door status can be requested by the VAS adapter and gateway. The response now
is "Opened”.

Spyder (Python 3.6)

root@ygu-virtual-machine: /vicinity/EMS_Server_20181120/gateway
File Edit View Search Terminal Help
Nov 27, 2018 1:46:03 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/events/{eid}" URI pattern: .6
Nov 27, 2018 1:46:03 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/events/{eid}" URI pattern: 1.0
Nov 27, 2018 6:03 PM org.restlet.routing.Router logRoute
FINE: Selected route: "/events/{eid}" -> Finder for Eventstid
Nov 27, 2018 1:46:03 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: 22 characters were matched
Nov 27, :46:03 PM org.restlet.routing.TemplateRoute beforeHandle
FINE: "http://localhost:8181/api/events/EmergencyAlarn”. No remaining part to match
Nov 27, 6:03 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: Delegating the call to the target Restlet
Nov 27, 2018 1:46:03 PM org.restlet.engine.application.StrictConneg scoreAnnotation

DO &

tsEid.store(org.restlet.representation.Representation), javaClass: class eu.bavenir.ogwapi.restapi.services.EventsEid, restletMethod: PUT
n, value: json, output: json, query: null]"=

Nov 27, 2018 1:46:03 PM org.restlet.engine.application.StrictConneg scorevVariant

FINE: Total score of variant "[application/json]"= 0.33333334

Nov 27, 2018 6:03 PM org.restlet.service.ConverterService toObject

FINE: The following converter was selected for the [application/json,UTF-8] representation: org.restlet.engine.converter.DefaultConverter@4aaal6s
Nov 27, 2018 6:03 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine sendMessage

FINEST: XMPPMessageEngine: Status of the roster before message is sent: ready

Nov 27, 2018 6:03 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine sendMessage

, input:

{\"state\":\"Normal\",\"parking slot reserved\":\"None\",\"time\":\"2018-11-27 13:46:03\"}","parameters":{}}
Nov 27, 2018 1:46:03 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor sendEventToSubscribers
INFO: Event EmergencyAlarm was successfully distributed to 1 out of 1 subscribers.
Nov 27, 2018 1:46:03 PM org.restlet.service.Converterservice toRepresentation
FINE: Converter selected for JsonRepresentation: DefaultConverter
Nov 27, 2018 1:46:03 PM org.restlet.engine.log.LogFilter afterHandle
2018-11-27 13:46:03 127.0.0.1 d3ed70df-52ef-48c2-a7b6-bc38c4a783d8 8181  PUT /api/events/EmergencyAlarm
147 78 30 http://localhost:8181 Restlet-Framework/2.3.12 -
Nov 27, 2018 1:46:06 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage

\"OPENED\" \"Timestamp\": \"11/27/2018 12:46:06 PM\"\r\n}","parameters":{}}
Nov 27, 2018 1:46:06 PH eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage
FINEST: This message is an event. Forwarding...
Nov 27, 2018 1:46:06 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processMessageEvent
INFO: Event refrigerator_door arrived from eade3e81-Soce-4f8d-bg43-2ff54c62a72f. Event body: {
"Name": "smart_refrigerator_7",
"AUTD": "60080D0000067286740001261760073360012" ,
"refrigerator_door” "OPENED",
"1

B
&
?

E Horizon 2020
urope.an. European Union funding - PUbllC -
Commission for Research & Innovation

File Edit Search Source Run Debug Consoles Projects Tools View Help
] B ¢ @ pOBDG ME===npn X, @ €& > |icinity/EMS_Server_20181120/adapter -8 M
Editor - /vicinity/EMS_Server_20181120/adapter/aau_adapter_1.0.2.py 5 Help (=L
[y aau_adapter_1.0.2.py ¥ & Source Console v | Object v & &
1 from http.server import HTTPServer, BaseHTTPRequestHandler = E
from io import BytesIO
from urllib.parse import urlparse
4 import requests
5 tnport socket Here you can get help of any object
6 import json hu nraccina Ckelalin front £
7 import time ;.
POt threading Help | Variable explorer File explorer
g IPython console B
1 Global_state_emengency = b'Normal' o console|/A x Y
13 Global_state_parking_sensor_1 = b =
14 Global_state_parking_sensor_2 = b
Global_state_parking_sensor_3 = b : false, status(ode 1200, "statusCodeReason"
16 EnergencyAlarn was successfully distributed to 1 out of 1
17 Global_state_freezer_refrigerator_door = b'C S i rs.","mess :[1}
8 Global_state_freezer_freezer_door = b'C ,"parking slot
19 18-11-27 13:45:57"}"
20 Global_state_oven_door = b'C {"error":false," :200,"statusCodeReason”: "OK. Event
Global_state_oven_device_status = b'I EnergencyAlarn was successfully distributed to 1 out of 1
22 subscribers. ", "nessage": []}
23 Global_Status_LoadScheduling = b'0 b'{"stat ormsl . parku\g slot
4 Global_Status_LoadScheduling_last = b'e reserved": "None
= Crerror:alae, "Statuscod
26 Global_Status_Alarm = b'Disable’ EmergencyAlarm was successfully distributed to 1 out of 1
subscribers. ", "message”:[1}
28 Gloal _alarndetecttime = 60*15 127.0.0.1 - - [27/Nov/2018 13:46:06] "PUT /adapter/objects/
29 VAS_RMEMS/publishers/ea0e3e81-S6ce-4f8d-b843-2ff54c62a72f/events/
stopflag = i
0ID_Oven_7 = '9baf2d11-addf-46be-becs-6773f5 2
4 0ID_Freezer_7 = 'eade3eB1-5 8d-b843-2ff54c62a7. "refrigerator_door": "OPENED",
35 0ID_Parking_Sensor_1 bacf3e- -4120-938c-e01ce8014e16 "Timestamp": "11/27/2018 12:46:06 PM"
0ID_Parking_Sensor_2 = 'f16b805-3bc6-4c81-b 3ba3sb . L
7 0ID_Parking_Sensor_3 = 'f43c2e21-627c-44dd-bi "Normal”,"parking slot
38 None","time":"2018-11-27 13:46:09"}"
9 = {"error”:false, "statusCode":200, "statusCodeReason":"OK. Event
, 7 EmergencyAlarm was successfully distributed to 1 out of 1
subscribers.", "message”:[1}
AlarmDetectTime @ ~v[10f10 @ © & Aa = F b'{'s ormal”, "parking slot e
Replace with: | Gloal_alarmdetecttime @ ~ | + Replaceffindnext v Replaceselection v Replace all IPython console | History log
Permissions: RW  End-of-lines: LF  Encoding: ASCll Line: 28  Column: 30 Memory: 68%

FINEST: XMPPMessageEngine: Message sent. Conten messageType: "source0id"” : "d3ed70df-52ef-48c2-a7b6-bc38c4a783d8" , "eid" : "EmergencyAlarm”, "body"

FINE: Score of annotation "MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwapti.restapi.services.Even
jso

FINEST: New message from eaOe3e81-56ce-4f8d-b843-2ff54c62a72f: {"messageType”:3,"source0id”:"ea0e3e81-56ce-4f8d-b84a3-2ff54c62a72f","eid": "refrigerato
r_door”, "body": \"Name\": \"smart_refrigerator_7\",\r\n  \"AUID\": \"0000000000007286740001201700073360012\",\r\n  \"refrigerator_door\"
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2. The care centre (a testing device node) subscribes to the event published by the VAS, The event data
includes the alarm state which now is normal, parking slot reservation number, and the t|me step.

Activitie:

)

s [ Terminal ~ Tue 133500

root@ygu-virtual-machine: /vicinity/EMS_Client_TestParking_20181125/gateway
File Edit View Search Terminal Help
FINEST: This message is an event. Forwarding.
Nov 27, 2618 1:49:43 PM eu.bavenir.ogwapi.conmons.ConnectionDescriptor processMessageEvent
INFO: Event EmergencyAlarm arrived from d3ed70df-52ef-48c2-a7b6-bc38c4a783d8. Event body: {"st.
Nov 27, 2618 1:49:43 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector performbummyOperation
INFO: Dummy REST Agent Connector received following data to perform request:
Operation code: 2
hnp //localhost av/aqenz/ab]erts/» ae-:d 8147-4b52-af2e 07Smzb‘lq/event‘/(mergencvf«lam
time }

parking slot reserve

y: { parking slot r ine
Nov 27, zcw 1:49:43 PM eu.bavenir.ogw '.Lommon(.Conne:t\anescr\ptor prcce;s”e sageEvent
: Event forwarded successfully.
, 2018 1:49:49 PM eu.bavenir.ogwapi.conmons.ConnectionDescriptor processIncommingMessage
: New message from d3ed7edf-52ef-48c2-a7b6-bc3gcdar83ds: {"messageType”:3,"source0id”: "d3ed7df-52ef-48c2-a7b6-bc3scaarsids”
,\"parking slot reserved\":\"None\",\"tine\":\"2018-11-27 13:49:49\"}", "paraneters":{}}
eu.bavenir.ogwapi.conmons.ConnectionDescriptor processIncomningiessage
an event. Forwarding.
eu.bavenir.ogwapi.conmons.ConnectionDescriptor processMessageEvent
B Emerg:n(yklarm arrived from d3ed70df-52ef-48c2-a7b6-bc38caa783dg. Event body: N
M eu.bavenir.ogwapt.connons. connectors. http. RestAgentConnector performbunnyoperation
gs1 ngent Connector received following data to perform request:

*,"parking slot reserved”:"

Full URL: 52-af2e- h<07513)b2l?/ever\t;/[merqsncv»«larm
Body: {"state”:"Norma 7, 2018-11-27 13:49:49

Nov 27, 2018 1:49:49 PH eu.bavenir.ogwapi.commons.ConnectionDescriptor processh

INFO: Event forwarded fu

Nov 27

mergencyAlarn

rved”:"None","time":"2018-11-27 13:49:54"}

/events /EmergencyAlarm
s 49:54"}
, 2018 1:49:54 PM eu.bavenir.ogwapi.commons. Connectiondes: criptor processMessageEvent

Event forwarded successfully.

018 1:50:00 PM eu.bavemr.ogwap\.commons Connectionbescriptor processInconninghessage

FINEST: essage 3ed76df-5 8c2-a7b6-bc38c4a783d8: {"messageType”:3,"s: 0 d3ed76df-52ef-48c2-a7b6-bc38c4ar83ds" , "eid" : "EmergencyAlarn”, "body" : "{\"state\":\
Normal\",\"parking slot reserved\":\"None\",\"time\ =11 50:00\"}", "parameters”:{}}
Nov 27, 2018 1:50:00 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMes:
FINEST: This message is an event. Forwarding.

, 2018 1:50:00 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processMessageEvent

Event EmergencyAlarm arrived from d3ed7edf-52ef-48c2-a7b6-bc38c4a7s3ds. Event body: {
Nov 27, 2618 1:50:00 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector performDummyOperation
INFO: Dummy REST Agent Connector received following data to perform request:
Operation code:
Full URL: http://localhost:9997/agent/objects /e%bamd Ee 4b52-af2e- o(0751‘»3b‘19/:v6nt</Emergam/Alarm

parking slot reserves

Nov 27, 2618 1:50:00 PM eu.bavenir.ogwapi.commons (onne((\nnnss(nptor pmcen:essagesvenz
inra: Event forwarded successfully.

3. Once the refrigerator door is opened more than 15 minutes, an emergency alarm event is published
from the VAS adapter and gateway to the subscriber. The data contains the alarm state, reserved
parking slot number for the ambulance, and the time-step.

e

s

e

spyder (Python 3.6)
File Edit Search Source Run Debug Consoles Projects Tools View Help
0 : @ PpEBDG M=) N X £ @ & 9 Nicnity/EMs_Server_20181120/adapter N

Editor - /vicinity/EMS_Server_20181120/adapter/aau_adapter_1.0.2.py

@® Help B

[ aau_adapter_1.0.2.py ¥ o Source |Console ~ | Object v &

28 Gloal_alarndetecttime = 66*15 E E
ostonfian = 0 _

 0I0_Oven_7 =
401D_Freezer_7
5 0ID_Parking_Sensor_1 =
5 010_Parking_Sensor_2

Here you can get help of any object

hv nreccsina Ckrlalin front of it =5
Help | Variable explorer File explorer

37 0ID_Parking_sensor_3 1-efdacaaf29e3 IPython console =
BR [ Console 1/A ¥ CZE1
b'{"state":"alarn","parking slot

def ti £ 1 . reserved ‘None", "time' 2018-11-27 14:01:16"}"
i viec) :“—:1"";'5)' 1 {"error":false,"statusCode":200, "statusCodeReason”: "0K. Event
3121721 Copal Status Alorm EmergencyAlarm was successfully distributed to 1 out of 1
- - subscribers. ", "message!
global Global_state_enengency 127.6.0.1 - - [27/Nov/2018 14:01:18] "PUT /adapter /objects/
VAS_RMEMS/publishers/87bacf3e-adoe-4120-938c-e01ceB014e16/events/
sensor -b4be8848-35bd-4720-9158-305d7e5c8c2b HTTP/1.1" 200
. 127..0.1 - - [27/Nov/2018 14:01:18] "PUT /adapter /objects/
2?"‘;‘?—;;"‘?’—3};”""f";e’%() VAS_RMEMS/publishers/f16b8cos-3bco-4c81-b8os-6decs43ba3sh/events/
obal_status_Alarn = b L sensor -849da2be-8ed1-4d3b-bcac-46572b390acf HTTP/1.1" 200 -
: 127.6.0.1 - - [27/Nov/2018 14:01:18] "PUT /adapter /objects/
. VAS_RMEMS/publishers/f43c2e21-627c-44dd-b051- efdzcaAfZBe}/eventsl
sensor -64f41424-93ee-4130-8519- 662250 Sbfe3 HITP/1.1" 200
{'sensor_id': '008000000400882f", 'value': 'Vacant', 'time':
Py 3 . '2018-09-16 20:14:57.405'}
defg{;’;:{f‘c'hg‘a':‘;::z:eszﬁzi"g censor 1 {"sensor_id": '0080000004008435", value': ‘Occupled", "tine:
= — Pl = '2018-09-16 20:14:5
. 9}"23{ g{“gﬂj:“:ef"”t?"gfse"“rf {'sensor_id': 'oess@eosmoeama , 'value': 'Vacant', 'time':
58 global Global_state_parking_sensor_ 201869716 20:18:50.646']
he emergency alarm should be published her
b’ {"state":"alarn", "parking slot ed

Global_state_emengency = b

50 global Global_Status_LoadScheduling
global Global_Status_LoadScheduling_last

global handel_timer_publishevent
64 global handel_TCPclient_interruptthread

d sage

" The emergency alarn should be published her:
66 global Global_state_emengency b'{"state": "alarn","parking slot reserved”:
» 14:01:26

<

“

- {"error":false,"statusCode":200, "statusCodeReason": "0K. Event
% |AlarmDetectTime @ |v[10f10 @ © & Aa = EnergencyAlarn was successfully distributed to 1 out of 1 c
Replace with: |Gloal_alarmdetecttime ~| v Replaceffindnext v Replaceselection v Replaceall | IPython console | History log
issit RW End-of-lines: LF ding: AscCll Line: 28 Column: 30 Memory: 69 %
E Horizon 2020 European
uropéan European Union funding - Public - Platforms
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root@ygu-virtual-machine: /vicinity/EMS_Server_20181120/gateway

File Edit View Search Terminal Help

Nov 27, 2018 2:01:21 PM org.restlet.routing.TemplateRoute score

FINER: Call score for the "/objects/{oid}/actions/{aid}/tasks/{tid}" URI pattern:
Nov 27, 2018 2:01:21 PM org.restlet.routing.TemplateRoute score

FINER: Call score for the "/objects/{oid}/events" URI pattern: 0.0

Nov 27, 2018 2:01:21 PM org.restlet.routing.TemplateRoute score

FINER: Call score for the "/objects/{oid}/events/{eid}" URI pattern: 0.6
Nov 27, 2018 2:01:21 PM org.restlet.routing.TemplateRoute score

FINER: Call score for the "/events/{eid}" URI pattern: 1.0

Nov 27, 2018 2:01:21 PM org.restlet.routing.Router logRoute

FINE: Selected route: "/events/{eid}" -> Finder for EventsEid

Nov 27, 2018 2:01:21 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: 22 characters were matched

Nov 27, 2018 2:01:21 PM org.restlet.routing.TemplateRoute beforeHandle

0.

[}

FINE: New base URI: "http://localhost:8181/api/events/EmergencyAlarm”. No remaining part to match

Nov 27, 2018 2:01:21 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: Delegating the call to the target Restlet

Nov 27, 2018 2:01:21 PM org.restlet.engine.application.StrictConneg scoreAnnotation

FINE: Score of annotation "MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwapi.restapi.services.Even
restletMethod:

tsEid.store(org.restlet.representation.Representation), javaClass: class eu.bavenir.ogwapi.restapi.services.EventsEid,

n, value: json, output: json, query: null]"=

Nov 27, 2018 2:01:21 PM org.restlet.engine.application.StrictConneg scorevariant
FINE: Total score of variant "[application/json]"= ©.33333334

Nov 27, 2018 2:01:21 PM org.restlet.service.ConverterService toObject

FINE: The following converter was selected for the [application/json,UTF-8] representation:

org.restlet.engine.converter.DefaultConverter@4aaal6s

Nov 27, 2018 2:01:21 PM eu.bavenir.ogwapi.conmons.engines.xmpp.XmppMessageEngine sendMessage

FINEST: XMPPMessageEngine: Status of the roster before message is sent: ready
Nov 27, 2018 2:01:21 PM eu.bavenir.ogwap
FINEST: XMPPMessageEngine: Message sent.

\"state\":\"alarm\",\"parking slot reserved\":\"1\",\"time\" \"za13-11~z7 14:01:21\"}
Nov 27, 2018 2:01:21 PM eu.bavenir.ogwapi.conmons.ConnectionDescriptor sendEventTosubscribers

INFO: Event EmergencyAlarm was successfully distributed to 1 out of 1 subscribers.

[Nov 27, 2018 2:01:21 PM org.restlet.service.ConverterService toRepresentation
FINE: Converter selected for JsonRepresentation: DefaultConverter
INov 27, 2018 2:01:21 PM org.restlet.engine.log.LogFilter afterHandle
2018-11-27 H 127.0.0.1
147 74 ://localhost:8181  Restlet-Framework/2.3.12

27, 2018 2:01:26 PM eu.bavenir.ogwapi.restapi.security.Authenticationverifier Ver\fy

Valid credentials received from a client with IP 127.0.0.1.
27, 2018 2:01:26 PM org.restlet.security.ChallengeAuthenticator authenticate

7b6-bc38c4a783d8",

"parameters”

d3ed70df-52ef-48c2-a7b6-bc38c4a783d8

Authentication succeeded. Valid credentials provided for identifier: d3ed70df-52ef-48c2-a7b6-bc38c4a783ds.

27, 2018 2:01:26 PM org.restlet.security.Authenticator authenticated

The authentication succeeded for the identifer "d3ed7edf-52ef-48c2-a7b6-bc38c4a783d8

Nov 27, 2018 2:01:26 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/login" URI pattern: 0.0
Nov 27, 2018 2: 01 26 PM org.restlet. rout1ng TemplateRoute score

using the HTTP_Basic scheme.

eid":"

PUT,

EmergencyAlarm", "body":

4. The care centre (a testing device node) receives the emergency alarm event which now contains the

e

s

alarm state (alarm), reserved parking slot number (1) for the ambulance, and the time-step.

Activities

e

FINEST: New message fron d3ed70df
alarm\",\"parking slot reserved\":\" Nomr\ ,\"time\":

Nov 27, 2018 2:01:16 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor prure'rlnronranNe

FINEST: This message is an event. Forwarding

Nov 27, 2018 2:01:16 PM eu.bavenir.ogwapl.comnons.ConnectionDescriptor processHessageEvent

INFO: Event EmergencyAlarm arrived from d3ed7edf-52ef-48c2-a7bs-bc3scaar Event body: {"state
Nov 27, 2018 2:01:16 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector performbummyOperation
INFO: Dumny REST Agent Connector received following data to perform reques
operation code: 2

Full UR| //localhost:
Body: {"state”:"alarn","parking
Nov 27

B Terminal ~

root@ygu-virtual-machine: /vicinity/EMS_Client_TestParking_20181125/gateway

File Edit View Search Terminal Help
Nov 27, 2018 2:01:11 PM eu.bavenir.ogwapt.commons.ConnectionDescriptor processMessageEvent
INFO: Event forwarded successfully
Nov 27, 2018 2:01:16 PM eu.baveni oqu\ commons . ConnectionDescriptor processInconmingMessage
a7b6-bc38cda783ds: ageType”: urceoid": “d3ed70df-52ef
0 {

//localhost:9997/agent /objects/e966885d-8147-4b52-af 2e-6c075183b219/events /Emergenc

alarn”,"parking slot reserved”:"None","time":"2018-11-27 14:01:16"}
26018 2:01:16 PM eu.bavenir.ogwapl.comnons.ConnectlonDescriptor processHessageEvent
Event forwarded succe

Nov 27,

alarm\",\"parking slot res

: This message is an event. Forwarding

ov 27, 2018 2:01:21 PM eu.bavenir.ogwapl.commons.ConnectionDescriptor processMessageEvent
: Event EmergencyAlarn arrived from d3ed70df-52ef-48c2-a7b6-bc38c4a783d8. Event body: (“state ,
2015 z 61:21 PM eu.bavenir.ogwapi.commons.connectors. http.RestAgentConnector performDummyOperation

EST Agent Connector recelved following data to perform request:

"alarm”

7/agent/objects/e966885d-8147-4b52-af bculﬁls;b 19/events/EmergencyAlarn
king slot reserved”: 71", "tine":"2018-11-27 14:61:21")
ConnectionDescriptor processMessageEvent

:01:
Event fomarded successfull
26 PM eu.baventi conmons..ConnectlonDescriptor processIncomningHe

ge
ssage fron d3ed70df-52ef-48c2-a7b6-bc3Bcaa7s3ds: ( PaEl 01d": "d3ed7edf - 52ef

,\"parking slot reserved\" )
6 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage
ge . Forwarding
26 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processMe

ncyAlarm arrived from ded7edf-52ef- a7b6-bc38cda783ds. state
ogwapt.commons. connectors. http.RestAgentConnector performDummyoperation

ecelved following data to perforn

2018 26 PM eu.bavent 0 essageEvent
ded successfully
:31 PM eu.baveni t. s.C L Inconninghte

c4a783d8

,"parking slot reserved

"parking slot reserved

48c2-a7b6-bc38caa783ds”

alarm®, "parking slot reser

ts/EmergencyAlarm

,"etd":

eld":

,"eld":

,"time":

age fr 3 52ef-48C2-a7b6-bc38c4a783d8: ("mes: e”:3,"sourceotd” dzmmdf 52ef-48c2-a7b6-bc38c4a783ds”,

parking slot reserve 1\",\"tine\":\"2018-11-27 14:01:31\"}", "parameters
©1:31 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage
ge is an event. Forwardin
31 PH eu.baventr.ogwapt. connons. Connectionbescriptor processhessageevent

7, 2018
Event EmergencyAlarn arrived from dled70df-S2ef-4gc2-a7b6-bc38cda783ds. Event body: {“state
Nov 27, 2018 2:01:31 PH eu.bavenir.ogwapl.comnons.connectors.http.RestAgentConnector perfornbunnyoperatto

Dumny REST Agent Connector received followlng data to perform reque:

Horizon 2020
European

Commission for Research & Innovation

alarn”,

"parking slot reserved":

European Union funding - Public -

"EmergencyAlarn

2018-11-27 14:0

EnergencyAlarn”, "body" :

EmergencyAlarn” , "body"

2018-11-27 14:01:2,

:"EmergencyAlarn”,

,"time"

2018-11-27 14:01:
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Annex VI - Internal point testing 3 - Cleaning and Waste Removal
Notification (AAU - DK)

1. The door sensor status is published through VICINITY gateway.

Mon 16:22@

Activities ) Terminal
ubuntu@ubuntu-VirtualBox: fopt/tinym-ogwapi
File Edit View Search Terminal Help
Nov 5, 2018 4:20:34 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/login” URT pattern: 6.6
. Nov 5, 2018 4:20:34 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/logout” URI pattern: 6.0
Nov 05, 2018 4:20:34 PM org.restlet.routing.TemplateRoute score
FINER: score for the j i
4:20:34 PM o

: 0.0

/objects/{oid}/properties/{pid}" URI pattern: 6.6
Nov @5, 2018 4:20:34 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions” URT pattern: 0.0
Nov 05, 2018 4:20 o estlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions/{aid}" URI pattern: 0.0
Nov 05, 2018 4:20:34 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions/{aid}/tasks/{tid}" URI pattern: 0.6
Nov 05, 2018 4:20:34 PM org.restlet.routing.TemplateRoute score
4~ FINER: Call score for the "Jobjects/{oid}/events" URI pattern: 6.6
Nov 5, 2018 4:20:34 PM org.restlet.routing.TemplateRoute score
S8 FINER: Call score for the "/objects/{oid}/events/{eid}" URI pattern: 0.6

Nov 05, 2018 4:20:34 PM org.restlet.routing.TemplateRoute score

@) FINER: Call score for the "/events/{eld)" URI pattern: 1.8
Nov 05, 2018 4:20:34 PM org.restlet.routing.Router logRoute

FINE: Selected route: "/events/{eid}" -> Finder for EventsEid
Nov ©5, 2018 4:20:34 PM org.restlet.routing. TemplateRoute beforeHandle
ﬂ FINER: 58 characters were matched
Nov ©5, 2018 4:20:34 PM org.restlet.routing.TemplateRoute beforeHandle
FINE: New base URI: "http://localhost:8181/api/events/door_activity_b0654854-a9ff-4ad7-99ca-9d71F94caf53". No remaining part to match
Nov ©5, 2018 4:20:34 PM org.restlet.routing.TemplateRoute beforeHandle
E‘ FINER: Delegating the call to the target Restlet

restlet.engine.application.StrictConneg scoreAnnotation

MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwapi.restapi.services.Eventseid.store(org.restlet. representation.Representation),
ﬁf 1d, restletMethod: PUT, input: json, value: json, output: json, query: null]"= 0.5

nt

tConneg scorevar

Nov 05, 2018 4:20:34 PM or
H '(aro of annotation
eu.bavenir.ogwapi.restapi.services.Even
0:34 PM org.restlet.engine.application.stri
? Total score of variant -[application/ son] '~ 0.33333334
18 4:20:34 PM org.restlet.service.ConverterService toobject
: The following converter was selected for the [application/json,UTF-8] representation: org.restlet.engine.converter.DefaultConverter@5c806906
Nov 05, 2018 4:20:34 PM eu.bavenir.ogwapi.commons.engines.xmpp.XnpplessageEngine sendMessage
FINEST: XMPPMessageEngine: Status of the roster before message is sent: ready
.bavenir.ogwapi.conmons. engines.xmpp. XmppHessageEngine sendessal
Message sent. Content: {"messageType source0id” 75b07f - 8a80 - 4860 -8793 - C75e569418Cf"
,"paraneter
Nov 05, 2018 4:20:34 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor sendEventTosubscribers
St s bl 806 Sl e S e o sl Al Go o i o d e,
05, 201! 0:34 PM org.restlet.service.Converterservice toRepresentation
S elected for JsonRepresentation: DefaultConverter
L G I
127.0.0. 5875b07f-8a80-4860-8793-C75e569418cf /api/events/door_activity_be654854-a9ff-4ad7-99ca-9d71f94c4f53
http:/,’\a(alhostzslal Restlet- Frameworuz 3.12
B e o L i@ @ ®Richt Crl

2. The Cleaning Notification VAS can get the door sensor status by subscribing its event.

Mon 16:22 @

Activities £ Spyder ~
Spyder (Python 3.6)

File Edit Search Source Run Debug Consoles Projects Tools View Help
= 1

D%EQ@ PAHBDPE NMEEEnr R X £, € vicinity/EMS_Server_20181022/adapter

Editor - /vicinity/EMS_Server_20181022/adapter/aau_adapter_1.0.0.py @® Help Bx
[ temppy % | aau_adapter_1.0.0.py ¥ | AAU Serverpy % g Source Console ~ | Object MBI
g L nane =R _
i ‘ Here you can get help of any object by
3 Help | Variable explorer File explorer
L IPython console B®
233 03| Console 1/A % "y
335 In [2]: =
20181022/adapter )
" "0K", "message” :
) true,"timestamp":"2018-11-05T10:35:00Z"}, "status": "success"}1}
AAU adapter start working!
127.0.0.1 - - [05/Nov/2018 16:20:37] "PUT /adapter/objects/RMEMS/
publishers/5875b07f-8a80-4860-8793-c75e569418cf/events/
g ke 3 door_activity_be654854-a9ff-4ad7-99ca-9d71f94caf53 HTTP/1.1" 200 -
UrL.= S RERpiT y ¥ 127.0.6.1 - - [05/Nov/2018 16:20:37] "PUT /adapter/objects/RMEMS/
r:request; request('GET url headers hd) g publishers/5875b07f-8a80-4860-8793-c75e569418cf/events/
PrinECr. text) g door_activity_be654854-a9ff-4ad7-99ca-9d71f94caf53 HTTP/1.1" 200 -
) {'value': False, 'timestamp': '2018-11-05T15:18'}
{'value': True, 'timestamp': '2018-11-05T15:18'}
|
LN ] ,i
°°° & 7 | IPython console | History log
00
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Annex VIl — Internal point testing 4 - Energy consumption
optimization and abnormal alarm (AAU - DK)

1. The real-time experimental platform in AAU loT-microgrid Lab.

Activities £ spyder v Mon 16:17 @

spyder (Python 3.6)

Eile Edit Search Source Run Debug Consoles Projects Iools View Help

= B 13 e == a vicinity/EMS_Server_20181120/adapter - e
[
[ ==l caicor - vicinity/Ems_Server_20181120/adapter/aau_adapter_1.0.2.py ©® Help CE
i Q| a2au_adapter_1.0.2.py ¥ g, Source Console ~| Object v & &
% o K
99
100
101
102 E .
103 Here you can get help of any object by
104 nressina Ckelalin frant of it_sither an =
105 Help | Variable explorer File explorer
e 1Python console
e y Console 1/ % n e
1
™ 110 In [20]: ERROR: execution aborted B
111
= 112 In [21]: ERROR: execution aborted
113
114 In [22]:

S_Server_20181120/adapter/
vicinity/EMs_Server_20181120/adapter’)
9, "statusCodeReason” : "OK. Object

116 In [19]: runfile('/vicinity/
117 aau_adapter_1.0.2.py", wdi

118 if (OverPowerComsumption == b'1'): {"error":false, "statusCod
119 "d3ed70df - 52ef-48c2-a7b6-bc38c4a783d8" created active event channel

120 *AbnormalEnergyConsunptionAlarn' ", "nessage”: [1}

{"adapter-id’ : "AAU_Adapter ", " infrastructure-id': 'VAS_RMEMS'} {"error”:false,"statusCode":260, "statusCodeReason” : "0K" , "message” :

'http://localhost:9997/agent/remote/objects/' + OID_Freezer_7 + '/properties/fastfre [{"data":{"result":"true"},"status": "success"}1}

123 r=requests.request('GET",url,headers=hd) {"error”:false,"statusCode":200, "statusCodeReason": "0K.
Subscribed. ", "message

a
124 print(r. text) S
125 {"error”:false,"statusCode":200, "statusCodeReason": "0K.
126 print('The over power comsumption alarm should be published here!') ssage”:[1}
127 @ 1200, "statusCodeReason”: "0K.

» ":[1}
129 hd = {'adapter-id':'AAU_Adapter ', 'infrastructure-id': 'VAS_RMEMS'} {"error":false,"statusCode" :260,"statusCodeReason" : "0K.
130 url = 'http://localhost:9997/agent/events/Abnornal EnergyConsumptionAlarn’ subscribed.”,"message”: [1}
131 payload = b'{' + b'“state":"alarn’," + b'"tine":"'+ systentime +b'"}' AAU Server is working!
132 r=requests.request('PUT",url,headers=hd,data = payload)
133 print(r.text)

"Name": "smart_oven_7",
"AUID": "0000000000007284230001201700073360001"
"device_status”: "RUNNING',
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3. GORENIJE oven is running and the event is sent to VAS gateway.

Activities ] Terminal v Mon 16:19 @
root@ygu-virtual-machine: /vicinity/EMS_Server_20181120/gateway
File Edit View Search Terminal Help

FINEST: This message is an event. Forwarding...

Nov 26, 2018 4:17:15 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processMessageEvent

INFO: Event sensor-849da2bo-8ed1-4d3b-bcac-46572b390acf arrived from f16b8c65-3bc@-4c81-b805-6dec543ba35b. Event body: {"sensor_id":"0080000004008835
","value":"Vacant","time":"2018-09-16 20:14:57.678"}

Nov 26, 2018 4:17:15 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage
FINEST: New message from f43c2e21-627c-44dd-be51-efd2cadf29e3: {"messageType":3,"source0id":"f43c2e21-627c-44dd-be51-efd2cadf29e3","eid" : "sensor-64f4
1424-93ee-4130-8519-66a250f5bfe3", "body":"{\"sensor_1id\":\"008000000400884a\",\"value\":\"Vacant\",\"time\":\"2018-09-16 20:18:50.646\ "parameters

Nov 26, 2018 7:15 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage

FINEST: This message is an event. Forwarding...

Nov 26, 2018 4:17:15 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processMessageEvent

INFO Event sensor- o4f41-u4 93ee-4130-8519- aZSObefeB arrived from f43c2e21-627c-44dd-be51-efd2cadf29e3. Event body: {"sensor_id":"008000000400884a

7:28 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processlncommlngMessage
FINEST: New message from 9b4f2d11-addf-46bo-bec5-0773f5763612: {"messageType":3,"source0id":"9b4f2d11-addf-46bo-bec5-0773f5763612","eid": "device_stat]
","body":"{\r\n \"Name\": \"smart_oven_7\",\r\n \"AUID\": \"0000000000007284230001201700073360001\",\r\n \"device_status\": \"RUNNING\",\r]
\"Timestamp\": \"11/26/2018 3:17:28 PM\"\r\n}","parameters":{}}
2018 4:17:28 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage
This message is an event. Forwarding...
[Nov 26, 2018 4:17:28 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processMessageEvent
INFO: Event device_status arrived from 9b4f2d11-addf-46b6-bec5-0773f5763612. Event body: {
"smart_oven_7"
"0000006000007284230001201700073360001",
"device_status": "RUNNING",
"Timestamp": "11/26/2018 3:17:28 PM"

I

[Nov 26, 2018 4:17:28 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector performOperation

FINEST: REST Agent Connector:

Operation code: 2

Assembled full URL: http://localhost:9997/agent/objects/d3ed70df-52ef-48c2-a7b6-bc38c4a783d8/events/device_status
[Parameters: {source0id=9b4f2d11-addf-46bo-bec5-0773f5763612}

: "smart_oven_7",

"AUID": "0000000000007284230001201700073360001",
"device_status": "RUNNING",

"Timestamp": "11/26/2018 3:17:28 PM"

Nov 26, 2018 4:17:28 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector performOperation
FINEST: REST Agent Connector: PUT request contains following body: {

"smart_oven_7",

"0000000000007284230001201700073360001",

"device_statu "RUNNING" ,
"Timestamp": "11/26/2018 3:17:28 PM"

4. The working status of the refrigerator can be requested by VAS and now the response

is “fastfreeze”

Activities & spyder v Mon 16:20 ®

spyder (Python 3.6)

File Edit Search Source Run Debug Consoles Projects Tools View Help

DesBR%E@ pEHBEDG M E=cH A R L& @ & - |icinity/EMs_Server_20181120/adapter - A
Editor - /vicinity/EMS_Server_20181120/adapter/aau_adapter_1.0.2.py B® Help B
03| aau_adapter_1.0.2.py ¥ @ Source Console ~ Object v & &

98 - K

Here you can get help of any object by
nraccinn Chelalin front of it_sither an

Help | Variable explorer File explorer

IPython console B®)
 Console 1/A ¥ [
Subscribed. ", "message”:[1} -
{"error":false,"statusCode":200, "statusCodeReason": "OK.

A Nol [N

Subscribed.","message":[]}
{Verror”:false, "statusCode":200, "statusCodeReason”: "OK.
Subscribed.","message":[]}
se, "statusCode":200, "statusCodeReason" : "OK.

"message’
AAU Server is working!
if (OverPowerComsumption == b'1'): 127.6.0.1 - - [26/Nov/2018 16:17:29] "PUT /adapter/objects/VAS_RMEMS/

publishers/9baf2d11-addf-46b0-becs-0773f5763612/events/device_status

= {'adapter-id':'AAU_Adapter','infrastructure-id':'VAS_RMEMS'}
url = 'http://localhost:9997/agent/renote/objects/' + OID_Freezer_7 + '/properties/fastfre
r=requests. request('GET',url,headers=hd)
print(r.text)

print('The over power comsumption alarm should be published here!')

Yerror”:false,” statuscode 1200, statuscodeﬁeason :'0K", "message”:
5 "status i
= {'adapter-id':'AAU_Adapter’,'infrastructure-id’:'VAS_RMEMS'} The over pover consumpt\on alarm should be published here!
url = 'http://localhost: 9997/eaent/event /AbnormalEr\ gyComsumptionAlarm' {"error":false,"statusCode":200, "statusCodeReason": "OK. Event
payload = b'{' + b'"state":"alarn",’ + b'"time":"'+ systemtime +b'"}' AbnormalnergyConsumptionalarn was successfully distributed to 1 out
r=requests. request('PUT' ,url,headers=hd,data = payload) of 1 subscribers.”,"message":[]}

B
3
?

false,"statusCode":200, "statusCodeReason": "0K", "message":
{"fastfreeze": "ON"},"status": "success"}]}

The OVEr: power; comsumption alarm should be published here!
{"error":false,"statusCode":200, "statusCodeReason": "OK. Event
AbnormalEnergyConsumptionAlarn was successfully distributed to 1 out
of 1 subscribers.","message”
{"error":false,"statusCode" : 200, "statusCodeReason" : "OK" , "message” :

print(r.text)

eece [{"data":{"fastfreeze":"ON"}."status": "success"11}
Ve > IPython console | History log
eoe
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5. After a while, the total energy consumption is over the normal value. Thus, an energy
consumption abnormal alarm is sent from the VAS to the subscriber.

Mon 16:21 @

Activities

Spyder (Python 3.6)
File Edit Search Source Run Debug Consoles Projects Tools View Help

[} EQ pEHBEDPE ME==np R R £ @ €& > [icinity/EMs_Server_20181120/adapter '
Editor - /vicinity/EMS_Server_20181120/adapter/aau_adapter_1.0.2.py @® Help @)
3 aau_adapter_1.02.py % g, Source |Console ~ | Object - &

Here you can get help of any object by
nreccina Chelatin frant of it_either an

5 Help | Variable explorer  File explorer

IPython console

&y Console 1/A %
HTTP/1.1" 200 - P
{

"smart_oven_7",

": "0000000000007284230001201700073360001",
"device_status”: "RUNNING"
“11/26/2@13 3117:28 P

,"statusCodeReason
:"success"}1}

:"0K", "message”:

if (OverPowerComsumption == b'1'):

fully d(str(huted to 1 out]

infr :'VAS_RMEMS'}

2 ent/remote/obj + OID_Freezer_7 + '/properties/fastfre CodeReason” :"0K” , "message”:

r=requests. request( Ger ,url headers=hd) success )

124 Lo sz The over power comsumption alarm should be published here!

print('The over power comsumption alarn s N {"error”:false, "statusCode":260, "statusCodeReason": "0K. Event
© ovEn powEr conmaIpE ° : AbnormalEnergyConsumptionAlarn was successfully distributed to 1 out

of 1 subscribers
{"error":false,"statusCode":200, "statusCodeReason" : "0K" , "message" :

normalEncroyConsumptionalarn [{"data":{"fastfreeze":"ON"},"status":"success"}]}
n v ptlond’a The over power comsumption alarm should be publishe
. time":"'+ systentine +b'"} 8 ey der f 4
r=requests.request('PUT" ,url,headers=hd,data = payload) alse, "statusCode”:200, "statusCodeReason” :"OK.
g AbnormalEnerqycomsumptlonAlarm was successfully d\strlbuted te 1 out
print(r.text)
of 1 subscribers. :[

nts,

here'

{"error" 0K", "message”
[{"data":{"fastfreeze’ s

The over power consumption alarn should be published here!
{"error":false,"statusCode" OK. Event
AbnornalEnergyConsumptionalarn was successfully distributed to 1 out

of 1 subscribers.","message":[1} 2

History log

+ | 1Python console

Fod a

root@ygu-virtual-machine: /vicinity/EMS_Server_20181120/gateway

File Edit View Search Terminal Help
Nov 26, 2018 4:21:49 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/properties/{pid}" URI pattern: 0.6
2018 4:21:49 PM org.restlet.routing.TemplateRoute score
call score for the "/objects/{oid}/actions" URI pattern: 6.6
2018 4:2 9 PM org.restlet.routing.TemplateRoute score
call score for the "/objects/{oid}/actions/{aid}" URI pattern:
2018 4:21:49 PM org.restlet.routing.TemplateRoute score
call score for the "/objects/{oid}/actions/{aid}/tasks/{tid}" URI pattern:
2018 4:21:49 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/events" URI pattern:
Nov 26, 2018 4:21:49 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/events/{eid}" URI pattern:
Nov 26, 2018 4:21:49 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/events/{eid}" URI pattern: 1.6
Nov 26, 2018 4:21:49 PM org.restlet.routing.Router logRoute
FINE: Selected route: "/events/{eid}" -> Finder for EventsEid
Nov 26, 2018 4:21:49 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: 38 characters were matched
Nov 26, 2018 4:21:49 PM org.restlet.routing.TemplateRoute beforeHandle
FINE: New base URI: "http://localhost:8181/api/events/AbnormalEnergyConsumptionAlarm”.
Nov 26, 2018 4:21:49 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: Delegating the call to the target Restlet
Nov 26, 2018 4:21:49 PM org.restlet.engine.application.StrictConneg scoreAnnotation
FINE: Score of annotation "MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwapi.restapi.services.Even
tsEid.store(org.restlet.representation.Representation), javaClass: class eu.bavenir.ogwapi.restapi.services.EventsEid, restletMethod: PUT, input: j
n, value: json, output: json, query: null]"=
Nov 26, 2018 4:21:49 PM org.restlet.engine.application.StrictConneg scorevariant
FINE: Total score of variant "[application/json]"= 0.33333334
Nov 26, 2018 4:2 9 PM org.restlet.service.ConverterService toObject
FINE: The following converter was selected for the [application/json,UTF-8] representation:
Nov 26, 2018 4:21:49 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine sendMessage
FINEST: XMPPMessageEngine: Status of the roster before message is sent: ready
Nov 26, 2018 4:21:49 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine sendMessage
FINEST: XMPPMessageEngine: Message sent. Content: {"messageType’ :"d3ed70df-52ef-48c2-a7b6-bc38c4a783ds” , "eid
:\"alarm\",\"time\":\"2018-11-26 16:2 "parameters"
'2018 4:21:49 PM eu.bavenir. ogwapi.commons . ConnectionDescriptor sendEventTosubscribers
Event AbnormalEnergyComsumptionAlarm was successfully distributed to 1 out of 1 subscribers.
2018 4:21:49 PM org.restlet.service.ConverterService toRepresentation
Converter selected for JsonRepresentatiol DefaultConverter
ilter afterHandle

0.0
0.0
0.0

0.0

No remaining part to match

org.restlet.engine.converter.DefaultConverter@7e703bf6

:"AbnormalEnergyComsumptio

c38c4a783d8
Framework/2.3.12
eu.bavenir.ogwapi.restapi.security.Authenticationverifier verify
received from a client with IP 127.0.0.1.
org.restlet.security.ChallengeAuthenticator authenticate

. Authentication cuccoadad Valid credentialc nrovided for identifiac.

d30d70dF_coaf 4ac0. a7ha_boircaazazda
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Annex VIl - Internal point testing 5 - Optimal Scheduling and
Microgrid Operation (AAU - DK)

1. The real-time experimental platform in AAU loT-microgrid Lab.

2. Once the SoC of battery reaches 80%, the VAS will set the baking parameter and send the baking
command to GORENIJE oven and put the GORENJE refrigerator working status to “Fastfreeze”. The
commands are sent oud and VAS adapter receives the responses.

Activities £ spyder + Tue 1639

Spyder (Python 3.6)
‘ File Edit Search Source Run Debug Consoles Projects Iools View Help
OesRE%=E0 pPEHBDG M=) B BX LA € S Niiy/EMs_Server_20181120/adapter RPN
[Pl caicor - vicinity/EMS_Server_20181120/adapter/aau_adapter_1.0.2.py ©@® Help EE]
? [q aau_adapter_1.02.py ¥ g, Source |Console ~| oObject - & @

749 B E

©

Here you can get help of any
i <inn

F hu nrecsinn Chelatin Frant

755 ahier]
e Help = Variable explorer File explorer
757 IPython console @8

759 | Console 1/A % TS

b
b
bt
b
b
bt
b
b
bt
b
b
b

k|
£

[("error”:false, "statusCode"

gﬂ
780 handel_timer_publishevent = threading.Timer(5,timerfun_publishevent,())
.@ 781 handel_timer_publishevent.start()
784 print('AAU Server is working!')

785 httpd = HTTPServer(('localhost’, 9995), SimpleHTTPRequestHandler)

786 httpd.serve_forever()

I[P 2

LN ] i A
PPl *  baking @ ~|10f3 ® © & Aa = =  IPython console | Historylog
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e

s

e

3. VAS puts the GORENIJE refrigerator working status to “Fastfreeze”

Activities [ Terminal v Tue 16:45 @

. File Edit View Search Terminal Help

Nov 27, 2018 4:36:03 PM org.restlet.routing.TemplateRoute beforeHandle

FINER: Delegating the call to the target Restlet

Nov 27, 2018 4:36:03 PM org.restlet.engine.application.StrictConneg scoreAnnotation

FINE: Score of annotation "MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwapi.restapi.services.Obje
ctsoidPropertiesPid.represent(org.restlet.representation.Representation), javaClass: class eu.bavenir.ogwapi.restapi.services.ObjectsoidPropertiesPid
, restletMethod: GET, input: null, value: null, output: null, query: null]"= 0.5

Nov 27, 2018 4:36:03 PM org.restlet.engine.application.StrictConneg scorevariant

FINE: Total score of variant "[*/*]"= ©.041791666

Nov 27, 2018 4:36:03 PM eu.bavenir.ogwapi.commons.engines.xmpp.XnppMessageEngine sendMessage

FINEST: XMPPMessageEngine: Status of the roster before message is sent: ready

Nov 27, 2018 4:36:03 PM eu.bavenir.ogwapi.commons.engines.xmpp.XnppMessageEngine sendMessage

FINEST: XMPPMessageEngine: Message sent. Content: {"messageType "requestId":1044777286, "source0Oi 3ed70df - 52ef-48c2-a7b6-bc38c4ars3d

tion0id" : "eabe3e81-56ce-4f8d-b843-2ff54c62a72f", "requestOperation”:1, "requestBody” :null, "attributes astfreeze"},"parameters”:{}}

root@ygu-virtual-machine: /vicinity/EMS_Server_20181120/gateway

FINEST: This message is a response. Adding to incoming queue - message coun

Nov 27, 2018 4:36:04 PM org.restlet.service.ConverterService toRepresentation

FINE: Converter selected for JsonRepresentation: DefaultConverter

Nov 27, 2018 4:36:04 PM org.restlet.engine.log.LogFilter afterHandle

INF 2018-11-27 16:36:04 127.0.0.1 d3ed70df-52ef-48c2-a7b6-bc38c4a783d8 - 8181 GET /api/objects/eabe3e81-56ce-4f
8d-b843-2ff54c62a72f /properties/fastfreeze 200 88 ] 707 http://localhost:8181 Restlet-Framework/2.3.12 -
Nov 27, 2018 4:36:04 PM eu.bavenir.ogwapi.restapi.security.AuthenticationVerifier verify

FINE: Valid credentials received from a client with IP 127.6.6.1.

Nov 27, 2018 4:36:04 PM org.restlet.security.ChallengeAuthenticator authenticate

FINE: Authentication succeeded. Valid credentials provided for identifier: d3ed70df-52ef-48c2-a7b6-bc38c4a783ds.

Nov 27, 2018 4:36:04 PM org.restlet.security.Authenticator authenticated

FINE: The authentication succeeded for the identifer "d3ed7edf-52ef-48c2-a7b6-bc38c4a783d8" using the HTTP_Basic scheme
Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute score

FINER: Call score for the "/objects/login" URI pattern: 0.0

Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute score

FINER: Call score for the "/objects/logout” URI pattern: 6.0

Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute score

FINER: Call score for the "/objects/{oid}/properties” URI pattern: 0.0

Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute score

FINER: Call score for the "/objects/{oid}/properties/{pid}" URI pattern: 0.0

Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute score

FINER: Call score for the "/objects/{oid}/actions” URI pattern: 0.0

Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute score

FINER: Call score for the "/objects/{oid}/actions/{ald}" URI pattern: 1.0

Nov 27, 2018 4:36:04 PM org.restlet.routing.Router logRoute

FINE: Selected route: "/objects/{oid}/actions/{aid}" -> Finder for ObjectsoidActionsAid

Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute beforeHandle

=] nseB Sy me: 18
- Nov 27, :36:04 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor procsssIncomm\ngMessage
H

Activities ] Terminal v Tue 16:44 0
root@ygu-virtual-machine: /vicinity/EMS_Server_20181120/gateway
File Edit View Search Terminal Help

FINER: Call score for the "/objects/login” URI pattern: 6.0
Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/logout” URI pattern: 0.0
Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/properties” URI pattern: 0.6
Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/properties/{pid}" URI pattern: 6.0
Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions” URI pattern: 0.0
Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions/{aid}" URI pattern: 1.0
Nov 27, 2018 4:36:04 PM org.restlet.routing.Router logRoute
FINE: Selected route: "/objects/{oid}/actions/{aid}" -> Finder for ObjectsoidActionsAid
Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: 60 characters were matched
Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute beforeHandle
FINE: New base URI: "http://localhost:8181/api/objects/9baf2d11-addf-46be-bec5-0773f5763612/actions/baking”. No remaining part to match
Nov 27, 2018 4:36:04 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: Delegating the call to the target Restlet
Nov 27, 2018 4:36:04 PM org.restlet.engine.application.StrictConneg scoreAnnotation
FINE: Score of annotation "MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwapi.restapi.services.obje
ctsoidActionsAid.accept(org.restlet.representation.Representation), javaClass: class eu.bavenir.ogwapi.restapi.services.objectsoidActionsAid, restlet
Method: POST, input: json, value: json, output: json, query: null]"=
Nov 27, 2018 4:36:04 PM org.restlet.engine.application.StrictConneg scoreVariant
FINE: Total score of variant "[application/json]"= 0.33333334
Nov 27, 2018 4:36:04 PM org.restlet.service.ConverterService toObject
FINE: The following converter was selected for the [application/json,UTF-8] representation: org.restlet.engine.converter.DefaultConverter@1467768c
Nov 27, 2018 4:36:04 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine sendMessage
: XMPPMessageEngine: Status of the roster before message is sent: ready
2018 4:36:04 PM eu.bavenir.og R o X eEngine sendMessage
XMPPMessageEngine: Message sent. Content: {"messageType":1," 781913539, "source0id” : "d3ed70df-52ef-48c2-a7b6-bc38c4a783ds” , "destinat]
9b4f2d11-addf-46b0-becs-0773f5763612", "requestoperation”:4, " "{\"type\": \"object\", \"duration\ "16\", \"temperature\": \"1}
" " "attributes”:{"aid" {
Nov 27, 2018 4:36:04 PN eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage
New message from 9baf2d11-addf-46be-becs-0773f5763612: {"messageType”:2,"requestId":781913539, "error":false,"responseCode”:201,"responseCodeR
eason":"Created. New task added to the queue.”,"responseBody":"{\"taskId\":\"7a8153bb-bide-4b73-9948-d3db5f090422\"}","responseBodySupplement”:null}
36:04 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor prccesslnccmmlngﬁessage
: This message is a response. Adding to incoming queue - message coun
2018 4:36:04 PM org.restlet.service.ConverterService toRepresentation
Converter selected for JsonRepresentation: DefaultConverter
, 2018 4:36:04 PM org.restlet.engine.log.LogFilter afterHandle
: 2018-11-27 16:36:04 127.0.0.1 d3ed70df-52ef-48c2-a7b6-bc38caa73ds - 8181  POST /api/objects/obaf2d11-addf-46
be-bec5-0773f5763612/actions/baking - 200 153 85 136 http://localhost:8181 Restlet-Framework/2.3.12
Nov 27, 2018 4:36:45 PM eu.bavenir.oguapt. connons. Connectlonbescr\ptor processIn(omm\ngMe<<age
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Annex IX — Internal point testing 6 — Solar irradiance forecast
(AAU - DK)

1.

The real-time experimental platform in AAU loT-microgrid Lab.

2,
I

Sun 22:49 @

spyder (Python 3.6)

Source Run Debug Consoles Projects Tools View Help

Oes LiEQ@ PEHBDG NE=E=EnrE X L& @ & < |Nicnity/EMs_Server_20181120/adapter ML X
F Editor - /vicinity/EMS_Server_20181120/adapter/aau_adapter_1.0.2.py @® Help @
? [ temp.py ¥ | aau_adapter_1.0.2.py ¥ g, Source Console ~ | Object | v & %
292 response.write(b'HTTP/1.1 200 OK/Server is shutdown successfully') B -
293 self.wfile.write(response.getvalue())
294 httpd. shutdown
295 httpd. socket.close()
523 :;;nt( AAU adapter {s shutdoun successfully!') Here you can get help of any object by
pflag = 1 ) B} e -
298 nressinn Ckrelalin frant of it_sither an
299 else: Help | Variable explorer  File explorer
300 response = BytesI0()
301 response.write(b'HTTP/1.1 406 Failed') = IPythonconsole o)
302 self.wfile.write(response.getvalue()) = x
303 G Console A - S 2
& 304 PV_Perdiction was successfully distributed to 1 out of 1 =
A 305 subscribers.", "message”:[1}
) 306 if _name__ == '_main__': "error”:false, "statusCode" :200, "statusCodeReason”: "OK. Event
307 PV_Perdiction was successfully distributed to 1 out of 1
— 308 address = ('17486633in.1ask.in’, 31127) subscribers. ssage”:[1}
309 handel_TCPclient_mainthread = socket.socket(socket.AF_INET, socket.SOCK_STREAM) {"error":false,"statusCode":200, "statusCodeReason": "0K. Event
? 310 handel_TCPclient_mainthread. connect(address PV_Perdiction was successfully distributed to 1 out of 1
* 311 subscribers.","message":[1}
312 {"error":false,"statusCode":200, "statusCodeReason": "0K. Event
313 address = ('17486633in.1iask.in’, 36539 ) PV_Perdiction was successfully distributed to 1 out of 1
a 314 handel_TCPclient_interruptthread = socket.socket(socket.AF_INET, socket.SOCK_STREAM) subscribers.","message":[]
A 315 handel_TCPclient_interruptthread.connect(address) {"error" ,"statusCode” : 200, "statusCodeReason” : "0K. Event
— 316 PV_Perdiction was successfully distributed to 1 out of 1
317 subscribers.","message":[1}
318 {"error":false,"statusCode":200, "statusCodeReason" : "0K. Event
319 hd = {'adapter-id':'AAU_Adapter ', 'infrastructure-id':'VAS_RMEMS'}
320 url = 'http://localhost:9997/agent/events/PV_Perdiction’
321 r=requests.request('POST',url,headers=hd)
322 print(r.text) iction was succs
323 subscribers.", "message
324
325 handel_tiner_publishevent = threading.Timer(5,tinerfun_publishevent,())
326 handel_timer_publishevent.start()
327
328
329 print('AAU Server is working!')
330 httpd = HTTPServer(('localhost’, 9995), SimpleHTTPRequestHandler)
331 httpd.serve_forever(
332
333
LN ) b
QOO 37| IPython console | History log
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3. Response received at the VAS gateway.

Activities ] Terminal ~ Sun 2250 ®
root@ygu-virtual-mac : [vicinity/EMS_Server_20181120/gateway

File Edit View Search Terminal Help
Nov 25, 2018 10:49:56 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/properties" URI pattern: 0.0
Nov 25, 2018 10:49:56 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/properties/{pid}" URI pattern: 0.0
Nov 25, 2018 10:49:56 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions" URI pattern: 0.0
Nov 25, 2018 10:49:56 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions/{aid}" URI patter
Nov 25, 2018 1 9:56 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/actions/{aid}/tasks/{tid}" URI pattern: 0.0
Nov 25, 2018 10:49:56 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/events" URI pattern: 6.0
Nov 25, 2018 10:49:56 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/objects/{oid}/events/{eid}" URI pattern: 6.0
Nov 25, 2018 10:49:56 PM org.restlet.routing.TemplateRoute score
FINER: Call score for the "/events/{eid}" URI pattern: 1.
Nov 25, 2018 1 9:56 PM org.restlet.routing.Router logRoute
FINE: Selected route: "/events/{eid}" -> Finder for EventsEid
Nov 25, 2018 10:49:56 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: 21 characters were matched
Nov 25, 2018 10:49:56 PM org.restlet.routing.TemplateRoute beforeHandle
FINE: New base URI: "http://localhost:8181/api/events/PV_Perdiction”. No remaining part to match
Nov 25, 2018 1 9:56 PM org.restlet.routing.TemplateRoute beforeHandle
FINER: Delegating the call to the target Restlet
Nov 25, 2018 10:49:56 PM org.restlet.engine.application.StrictConneg scoreAnnotation
FINE: Score of annotation "MethodAnnotationInfo [javaMethod: public org.restlet.representation.Representation eu.bavenir.ogwapi.restapi.services.Even
tsEid.store(org.restlet.representation.Representation), javaClass: class eu.bavenir.ogwapi.restapi.services.EventsEid, restletMethod: PUT, input: jso
n, value: json, output: json, query: null]"=
Nov 25, 2018 10:49:56 PM org.restlet.engine.application.StrictConneg scorevariant
FINE: Total score of variant "[application/json]"= ©.33333334
Nov 25, 2018 10:49:56 PM org.restlet.service.ConverterService toObject
FINE: The following converter was selected for the [application/json,UTF-8] representation: org.restlet.engine.converter.DefaultConverter@663fc827
Nov 25, 2018 10:49:56 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine sendMessage
FINEST: XMPPMessageEngine: Status of the roster before message is sent: ready
Nov 25, 2018 10:49:56 PM eu.bavenir.ogwapi.commons.engines.xmpp.XmppMessageEngine sendMessage
XMPPMessageEngine: Message sent. Content: {"messageType":3,"sourceOid":"d3ed7edf-52ef-48c2-a7b6-bc38caa783ds","eid":"PV_Perdiction”,"body
\"862\",\"time\":\"2018-11-25 22:49:56\"}","parameters"
2018 10:49:56 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor sendEventToSubscribers
Event PV_Perdiction was successfully distributed to 1 out of 1 subscribers.
25, 2018 1 9:56 PM org.restlet.service.ConverterService toRepresentation
Converter selected for JsonRepresentation: DefaultConverter
49:56 PM org.restlet.engine.log.LogFilter afterHandle
22:49:56 127.6.0.1 d3ed70df-52ef-48c2-a7b6-bc38c4a783d8 8181 PUT /api/events/PV_Perdiction
3 htt| localhost:8181  Restlet-Framework/2.3.12

DoN &

)

Q1&4B -

INFO: Dummy REST Agent Connector received following data to perform request:
Operation code: 2
Full URL: 885d-8147-4b52-af2e-6c075183b219/events/PV_Perdiction

, 2018 10:53:36 PM eu.bavenlr.ogwapl.(ommon>.(onne(ticnbes(riptor processMessageEvent
: Event forwarded successfully.

Nov 25, 2018 10:53:37 PM eu.bavenir.ogwapi.conmons.ConnectionDescriptor processInconmingMessage
FINEST: New message from d3ed70df-52ef-48c2-a7b6-bc38c4a783d8: {"messageType”:3,"source0id" :"d3ed7edf-52ef-48c2-a7b6-bc38caa783ds”, "eid”: "PV_Perdiction”, "body”: "{\"value\":\"9
01\",\"time\":\"2018-11-25 22:53:37\"}","parameters”:{}}
Nov 25, 2018 10:53:37 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage
FINEST: This message is an event. Forwarding...
Nov 25, 2018 10:53:37 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processMessageEvent
INFO: Event PV_Perdiction arrived from d3ed76df-52ef-48c2-a7b6-bc38c4a783d8. Event body: {"value":"961","ti :"2018-11-25 22:53:37"}
Nov 25, 2018 10:53:37 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector performDummyOperation
INFO: Dunny REST Agent Connector received following data to perforn reques

/\o(alhos( 997 /agent/objects/e966885d-8147- 4bS2- af2e- 60751836219/ events /PV_Perdiction
:53:37"}

, 2018 10:53:37 PM eu.bavemr.ngwap\,commons.(onnecnonoexnptor processMessageEvent
Event forwarded successfully.
INov 25, 2018 10:53:41 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processInconmingMessage
: New nessage from d3ed70df-52ef-48c2-a7b6-bc38c4a783d8: {"messageType”:3,"source0td" : "d3ed70df -52ef -48c2-a7b6-bc38caa783ds", "eid" : "PV_Perdiction”, "body": "{\"value\":\"g|

25, 2@15 10:53:41 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage
: This message is an event. Forwarding.
Nov 25, 2018 10:53:41 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processMessageEvent
INFO: Event PV_Perdiction arrived from d3ed7edf-52ef-48c2-a7b6-bc38caa783d8. Event body: {"valu 43", " tim 018-11-25 22:53:41"}
Nov 25, 2018 10:53:41 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector performDummyOperation
INFO: Dummy REST Agent Connector received following data to perform request:
Operation code: 2
ht

, 2018 10:53:41 PM eu.bavemr.ogwap\.cummons,connect\onuescnptor processMessageEvent

Event forwarded successfully.
Nov 25, 2018 10:53:42 PH eu.bavenir.ogwapi.conmons.ConnectionDescriptor proces InconningMessage

New message from d3ed7edf-52ef-48c2-a7b6-bc38c4a783ds: {"messageType”:3,"source0id" : "d3ed70df-52ef-48c2-a7b6-bc38c4a783d8", "eld" : "PV_Perdiction”, "body": "{\"value\":\"6
,\"time\" (8]

Nov 25, 2018 10:53:42 PM eu.bavenir.ogwapi.conmons.ConnectionDescriptor processIncommingMessage
FINEST: This message is an event. Forwarding..
Nov 25, 2018 10:53:42 PM eu.bavenir.ogwapi.connons.ConnectionDescriptor processMessageEvent
INFO: Event PV_Perdiction arrived from d3ed7edf-52ef-48c2-a7b6-bc38c4a783d8. Event body: {"value":"696","time":"2018-11-25 22:53:42"}
Nov 25, 2018 10:53:42 PM eu.bavenir.ogwapi.commons.connectors.http.RestAgentConnector performDunmyOperation
INFO: Dummy REST Agent Connector received following data to perform request:

i 2

Nov 25, 2018 10:53:42 PM eu. bavenlr ogwapi.commons.ConnectionDescriptor processMessageEvent
INFO: Event forwarded successfully.
Nov 25, 2018 10:53:46 PM eu.bavenir.ogwapi.conmons.ConnectionDescriptor processInconmingMessage
EST: New message from d3ed7edf-52ef-48c2-a7b6-bc38c4a783d8: {'messageType”:3,"source0id": "d3ed70df-52ef-48c2-a7b6-bc38c4a783ds" , "eid” : "PV_Perdiction”,
66\",\"tine\":\"2018-11-25 22:53:46\"}"," o))
Nov 25, 2018 10:53:46 PM eu.bavenir.ogwapi.commons.ConnectionDescriptor processIncommingMessage
This message is an event. Forwarding..
_ 2015 10:53:46 PU ey bavenir.oguapi.comnons. ConnectionDescrivtor processhessageEvent
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n [D6.2 - VICINITY test-bed deployment, including Validation,
| :', : VIC' N l TY Parameterization and Testing]

Annex X — Internal point testing 7 - Privacy testing using a Smart
Home scenario (CERTH/ITI - GR)

Privacy testing (a):
The Organisation of the VAS receives a contract request for the building sensors.

Main Info ;I ﬂ oss

1D: de758952-1d62-4de2-b942-402b6d123362
Service name: TestGDPR

Service owner: maryktl27@gmail.com
Service requester: Elderc60a7e

Write rights: [T

status: [

Legal Description

lorem ipsum

loT infrastructure components

Name & o # Type ¢ Owner & Status & Actions
3 Motion Sensor 2 99208321-2856-4b68-ad27-7280d97ffb7 device CTeb43ec-0779-42d5-085f-ed0beefb1048 =3
1 Panic Button f4d8b6bo-7ef0-410f-9cde-e999f2abasd3 device CTeb43ec-0779-42d5-985f-ed0beefb1048 =3
£ Pressure Mat b3cfb9a5-6119-4ca0-a362-3c0e4 7502962 device CTeb43ec-0772-42d5-085f-ed0beefb1048 =3
£ Motion Sensor 3 be613d35-b98a-4c2c-b420-197838be02e2 device CTeb43ec-0779-42d5-085f-ed0beefb1048 =3
4 Motion Sensor 1 5501d163-a4af-4a72-2032-a78f36a78697 device CTeb43ec-0779-42d5-085f-ed0beefb1048 =
£ Motion Sensor 4 31606ec3-ddbd-40d9-ba13-06274952419b device CTeb43ec-0779-42d5-085f-ed0beefb1048 =3
| Door Sensor a760bf99-e7fe-411c-0319-7ad2126fb01f device CTeb43ec-0779-42d5-085f-ed0beefb1048 ==

Figure X-1 Contract request needs approval

The owner of the VAS accepts the contract.

Service Name Service Provider 10T Owner #1tems Status Type

® x
TestGDPR Me Eldercé0aTe 7 [t [ ericotaquent
de75895a-1d6a-4de2-b942-402b6d 123362 =

Figure X-2 Approved contract between VAS and building sensors

The door sensor is triggered and signal is sent to the VAS.
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File Edit Tabs Help

Figure X -3 Door sensor new measurement is sent to the VAS via agent (raspberry pi log)

mkoutli@ubuntu: ~/Documents/Vicinity/GTW-Agent/agent-skeleton
1854093 [Restlet-597255128] INFO s.i.v.a.s.r.RemoteObjectPropertyResource - CALLER THING: THING a760bf99-e7fe-411c-9319-7ad2126fbO1f ][ INFRA-ID: b8:27:eb:c6:0a:7e#6][AGE
NT-ID: ©9352b4d-2d68-4db3-b3b5-5a659825cff3][ADAPTER-ID: b8: 7e][ADAPTER-INFRA-ID: b8:27:eb:c6:0a:7e-- -b8:27:eb:c6:0a:7e#6][PWD: zFErODLb6mx0gPP/F3W2Qk2/dsIMI5cg
Aq5VA3KoH4=]

[Restlet-597255128] INFO i.v.a.s.r.RemoteObjectPropertyResource - GTW API ENDPOINT: /objects/79a31a4c-9bob-4426-90c4-53f5866581c2/properties/zwave

[Restlet-597255128] INFO .i.v.a.clients.GatewayAPIClient - GTW API PUT:

[Restlet-597255128] INFO .v.a.clients.GatewayAPIClient - path: /objects/79a31a4c-9beb-4426-90c4-53f5866581c2/properties/zwave

[Restlet-597255128] INFO .v.a.clients.GatewayAPIClient - endpoint: http://localhost:8181/api/objects/79a31ad4c-9bob-4426-90c4-53f5866581c2/properties/zwave

[Restlet- 597255123] INFO s.i.v.a.clients.GatewayAPIClient - payload: {"properties":[{"code":"doorAlarm","unit" ,"value":1}],"userId":"","adapterId":"b8:27:eb:c6:0a:7
","deviceId":"b8:27:eb e#6" ," eType":"door-sensor","client" "raspberry" "dateRecorded”:"2018-11-26 16:59:29"}

frestier T25F TTETC T LTS TG CCWay AT T e T reTTe B

[Restlet-597255128] .v.a.clients.GatewayAPIClient - login: a7oObF99 e7fe-411c-9319-7ad2126fbo1f

[Restlet-597255128] .v.a.clients.GatewayAPIClient - password:

[Restlet-597255128] .i.v.a.clients.GatewayAPIClient - headers set to [application/json; charset=utf-8]

[Restlet-597255128] .v.a.clients.GatewayAPIClient - using restlet client ...

[Restlet-597255128] .i.v.a.clients.GatewayAPIClient - putting .. [application/json,UTF-8]

[Restlet-1584258625] s. s.r.objectPropertyResource - SETTING LOCAL PROPERTY VALUE TARGET FOR:

[Restlet-1584258625] S. s.r.objectPropertyResource - : 79a31a4c-9bob-4426-90c4-53f5866581c2

[Restlet-1584258625] s. s.r.objectPropertyResource - zwave

[Restlet-1584258625] S. s.r.objectPropertyResource ?source0id=a760bf99-e7fe-411c-9319-7ad2126fbo1f

[Restlet-1584258625] s. s.r.objectPropertyResource i org.restlet.data.ClientInfo@le978de

[Restlet-1584258625] S. s.r.objectPropertyResource -

[Restlet-1584258625] S. s.r.objectPropertyResource -

[Restlet-1584258625] S. s

[Restlet-1584258625] s.
a:7e", "deviceld":"b8:27:eb:c6:0a:7e#6" , "deviceType" : "door-sensor", "client”: "raspberry”, "dateRecorded"” : "2018-11-26 16:59:29"}
1854155 [Restlet-1584258625] INFO s.i.v.a.s.r.ObjectPropertyResource - ADAPTER THING FOR OID [79a31a4c-9bOb-4426-90c4-53f5866581c2]: THING : [0ID: 79a31a4c-9bob-4426-90c4-53f58

: test_gdpr][AGENT-ID: 069d282c-7f43-4679-alc1-d4ecOd9diec1][ADAPTER-ID: TestGDPR][ADAPTER-INFRA-ID: TestGDPR---!---test_gdpr][PWD: eXj7/0+pArVgvq3hbhzvaxK/jMot

.
.
.
.
.
.
.
.

.r.objectPropertyResource - port:
L UbjectPropertyResource - PAYLOAD {"properties":[{"code":"doorAlarm","

a.
a.
a.
a.
a.
a.
a.
a.
.a. unit":"-","value":1}],"userId":"","adapterId":"b8:27:eb:c6:0
e

1854155 [Restlet-1584258625] DEBUG s.i.v.agent.clients.AdapterEndpoint - Getting read endpoint for thing: THING 79a31a4c-9beb-4426-90c4-53f5866581c2] [INFRA-ID: test_gdpr
[AGENT-ID: 069d282c-7f43-4679-alc1-d4ec0d9d1ec1][ADAPTER-ID: TestGDPR][ADAPTER-INFRA-ID: TestGDPR- test gdpr][Pwn €Xj7/0+pArVgvq3hbhzVaXK/jMot7H3Sd9CQH7C3YyE=]

1854155 [Restlet-1584258625] INFO s.i.v.a.s.r.ObjectPropertyResource - SET PROPERTY ADAPTER ENDPOINT: [http: //“-BAG.1»SNAPSHOT/ob]'e(tS/teSt-gdpr/pr
operties/zwave]

1854155 [Restlet-1584258625] INFO s.i.v.agent.clients.AdapterClient - PUT ENDPOINT: http:// NS mnas Pyl - O . O . 1- SNAPSHOT /objects/test-gdpr/properties/zwave
1854155 [Restlet-1584258625] INFO s.i.v.agent.clients.AdapterClient - PUT DATA:

{"properties":[{"code":"doorAlarm","unit":"-","value":1}],"userId":"","adapterId":"b8:27:eb e","deviceId":"b8:27:eb:c6:0a:7e#6" , "deviceType": "door-sensor”,"client": "raspb
erry”, "dateRecorded”:"2018-11-26 16:59:29"}

1854155 [Restlet-1584258625] INFO s.i.v.agent.clients.AdapterClient - query: ?sourceOi 760bf99-e7fe-411c-9319-7ad2126fbo1f

1854155 [Restlet-1584258625] INFO s.i.v.agent.clients.AdapterClient - PUT ENDPOINT+QUERY: http:// /e emmemeasial © .0 . 1- SNAPSHOT /objects/test-gdpr/properties/zwav
e?source0id=a760bf99-e7fe-411c-9319-7ad2126fbo1f

1854168 [Restlet-1584258625] INFO s.i.v.agent.clients.AdapterClient - agent PUT status: 200

1854168 [Restlet-1584258625] INFO s.i.v.agent.clients.AdapterClient - agent PUT response: {'message":"zwave request received"}

1854168 [Restlet-1584258625] INFO s.i.v.a.s.r.ObjectPropertyResource - ADAPTER RAW RESPONSE:

[ClientResponse (200 / ): {"message":"zwave request received"} ]

1854168 [Restlet-1584258625] DEBUG s.i.v.a.s.resource.AgentResource - setting response status code to: 200

1854227 [Restlet-597255128] INFO s.i.v.a.clients.GatewayAPIClient - put done with: [application/json,UTF-8]

1854227 [Restlet-5972551281 INFO__s.i.v.a.clients.GatewavAPTClient - response exists

1854227 [Restlet-597255128] INFO s.i.v.a.clients.GatewayAPIClient - response: {"error":false,"statusCode 00, "statusCodeReason":"OK","contentType":"application/json","message"
:[{"message":"zwave request received"}]}

1854227 [Restlet-597255128] INFO s.i.v.a.clients.GatewayAPIClient - RESPONSE: {"error":false,"statusCode":200,"statusCodeReason":"0K","contentType":"application/json","message"
:[{"message":"zwave request received"}]}

1854227 [Restlet-597255128] INFO s.i.v.a.clients.GatewayAPIClient code: 200

Figure X -4 Door sensor new measurement is sent to the VAS via agent (agent log)

Contract is deleted and door sensor is triggered again. This time the measurement cannot reach the VAS.
The following message is produced by the gateway api : {"statusCodeReason":"Not found. Destination
object 79a31a4c-9b0b-4426-90c4-53f5866581c2 is not in the list of available objects or it was not possible
to send the message.","error":true,"message":[],"contentType":"application/json","statusCode":404}
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File Edit Tabs Help

Figure X-5 Door sensor new measurement cannot be sent to the VAS via agent (raspberry pi log)

[ mkoutli@ubuntu: ~/Documents/Vicinity/GTW-Agent/agent-skeleton

8:27:eb:c6:0a:7e#6][PWD: zFEroDLb6mxOgPP/F3W2Qk2/dsIMI5cIgAq5VA3KoH4=]

2451382 [Restlet-597255128] INFO s.i.v.a.s.r.RemoteObjectPropertyResource - GTW API ENDPOINT: /objects/79a31a4c-9b0b-4426-90c4-53f5866581c2/propert
ies/zwave

1451382 [Restlet-597255128] INFO .i.v.a.clients.GatewayAPIClient - GTW API PUT:

451382 [Restlet-597255128] INFO i.v.a.clients.GatewayAPIClient - path: /objects/79a31a4c-9bob-4426-96c4-53f5866581c2/properties/zwave

451382 [Restlet-597255128] INFO .i.v.a.clients.GatewayAPIClient - endpoint: http://localhost:8181/api/objects/79a31a4c-9b0Ob-4426-90c4-53f5866581c
!/properties/zwave

'451382 [Restlet-597255128] INFO s.i.v i GatewayAPIClient - payload: {"properties":[{"code":"doorAlarm","unit": "value":1}],"userId

adapterId":"b8:27:eb:c6:0a:7e","deviceld": :27:eb:c6:0a:7e#6" ,"deviceType":"door-sensor","client":"raspberry","dateRecorded":"2018-11-26 17:09:27

O Toetewey reweTTed e te ST

.clients.GatewayAPIClient login: a760bf99-e7fe-411c-9319-7ad2126fbo1f
.clients.GatewayAPIClient - password:

.clients.GatewayAPIClient - headers set to [application/json; charset:
.clients.GatewayAPIClient using restlet client ...

[REsTeL 3 T

[Restlet-597255128] INFO
[Restlet-597255128] INFO
[Restlet-597255128] INFO
[Restlet-597255128] INFO

[Restlet-597255128] INFO
[Restlet-597255128] INFO .
[Restlet-597255128] INFO Aov.
tion object 79a3 9bOb-4426-90c4-53
"application/jso essage
2451386 [Restlet-597255128] INFO s.i.v.a.clients.GatewayAPIClient - RESPONSE: {"error":true,"statusCode":404,"statusCodeReason":"Not found. Destina
tion object 79a31a4c-9bOb-4426-90c4-53f5866581c2 is not in the list of available objects or it was not possible to send the message."”,"contentType":
"application/json","message":[]}
2451386 [Restlet-597255128] INFO s.i.v.a.clients.GatewayAPIClient - code:
2451386 [Restlet-597255128] INFO s.i.v.a.clients.GatewayAPIClient - reason
2451386 [Restlet-597255128] INFO s.1l.v.a.s.r.RemoteObjectPropertyResource - GTW API RAW RESPONSE:
"ClientResponse (200 / OK): {"error":true,"statusCode":404,"statusCodeReason":"Not found. Destination object 79a31a4c-9b0b-4426-90c4-53f5866581c2 is
not in the list of available objects or it was not possible to send the message.", "contentType":"application/json","message":[1} 1
[Restlet-597255128] DEBUG s.i.v.a.s.resource.AgentResource - setting response status code to: 200
[Thread-6] INFO s.i.v.a.s.ContinualSubscription - RUNNING CONTINUAL SUBSCRIPTION FOR [9] CONFIGURED ADAPTERS
[Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCRIBING EVENT CHANNELS [0] FOR ADAPTER [ADAPTER: b8:27:eb:51:7d:9a [agent-id: 7e6cel62

.clients.GatewayAPIClient put done with: [application/json,UTF-8]

.clients.GatewayAPIClient response exists

.clients.GatewayAPIClient response: {"error rue,"statusCode":404,"statusCodeReason":"Not found. Destina
66581c2 is not in the list of available objects or it was not possible to send the message.","contentType":

v
%
%
o
[Restlet-597255128] INFO .i1.v.a.clients.GatewayAPIClient putting .. [application/json,UTF-8]
v
v
%
f5

Figure X-6 Door sensor new measurement cannot be sent to the VAS via agent (agent log)

The same procedure was followed for all the sensors.

Privacy testing (b):

The VAS is not able to subscribe to Gorenje Fridge event with id “freezer_door”, since VAS and the device
don’t have a contract yet. Although there is friendship between the two Organisations and the Organisation
of the VAS can see the VICINITY id of the fridge and the events it exposes to VICINITY, the subscription is
denied by gateway api. Below, we see the response from gateway api, to the agent request for subscription.
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848776 [Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCRIBING EVENT CHANNELS [0] FOR ADAPTER [ADAPTER: b8:27:eb:b0:60:2a [agent-id: Gel3e6ce-9b29-4deb-aba2-aa39b7a69346] [active-disco: true] [e
ndpoint: null]
848776 [Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCRIBING EVENT CHANNELS [6] FOR ADAPTER [ADAPTER: ElderHousel [agent-id: 99029868-6586-412f-9cfd-da7cobi73ec9] [active-disco: true] [endpoin
: null]]
848776 [Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCRIBING EVENT CHANNELS [3] FOR ADAPTER [ADAPTER: TestGDPR [agent-id: 869d282c-7f43-4679-alc1-ddeced9dieci] [active-disco: true] [endpoint:
http: // SESwe——— : 8080 /PressureMat-0.0.1-SNAPSHOT]]
848776 [Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCRIBING TO EVENT CHANNEL: [SUBSCRIBE TO [oid:4c2720dd-3583-4673-b8f1-78a141598fb2 / event: freezer_door], SUBSCRIBER: [TestGDPR:test_gdpr]
848776 [Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCKIBLNG TAING: TALNG : [ULU: 0907210 E1e8-4a10-91U5-4a40CUsUTa 0] [ INFRA-10: (€S gUpi | [AGENT= 10 909UZza2c-7f43-4679-alc1-d4ecod9dieci ] [ADA
PTER-ID: TesthPR][ADAPTER INFRA-ID: TestGDPR- test_gdpr][PHD: .

[Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - GTW API POST:

[Thread-6] INFO .clients.GatewayAPIClient - path: /objects/4c2720dd-3583-4673-b8f1-78a141598fb2/events/freezer_do

[Thread-6] INFO .clients.GatewayAPIClient - endpoint: http://localhost:8181/api/objects/4c2720dd-3583-4673-bgf1- 75314159‘¢fb4/events/freezer door

[Thread-6] INFO .clients.GatewayAPIClient - payload: null

[Thread-6] INFO .clients.GatewayAPIClient - credentials:

[Thread-6] INFO .clients.GatewayAPIClient - login: 6967¢210-ele8-4ald-97ds-4ad0cdsdralb

[Thread-6] INFO .clients.GatewayAPIClient - password:

[Thread-6] INFO .clients.GatewayAPIClient - headers set to [application/json; charset=utf-8]

[Thread-6] INFO .clients.GatewayAPIClient - using restlet client

[Thread-6] INFO .clients.GatewayAPIClient - posting .. null

[Thread-6] INFO .clients.GatewayAPIClient - post done with: [application/json,UTF-8]

[Thread-61_INFO .clients.GatewavAPIClient - resoonse exists

[Thread-6] INFO clients.GatewayAPIClient - response: {"error": “statusCode":404, "statusCodeReason” : "Not found. Destination object 4c2726dd-3583-4673-b8f1-78a141598fb2 is

the list of available objects or it was not possible to send the message. 1

[Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - RESPONSE: E 04, "statusCodeReason” : "Not found. Destination object 4c2720dd-3583-4673-b8f1-78a141598fb2 is not in the
list of available objects or it was not possible to send the message.”,"message"
[ G P IR oDy M = (et ey
848776 [Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - reason:
848776 [Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCRIBIHC Tu EVENT CHANNEL: [SUBSCRIBE TO [0id:4c2720dd-3583-4673-b8f1-78a141598fb2 / event: refrigerator_door], SUBSCRIBER: [TestGDPR:test_g

<c<ccc<ccccccx<

dpr]
848776 [Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCRIBING THING: THING : [OID: 6967e210-ele8-4ald-9fd8-4a40cd8df41b][INFRA-ID: test_gdpr][AGENT-ID: 069d282c-7f43-4679-a1c1-ddec0d9diec1][ADA
PTER-1D: TesthPR][ADAPTER INFRA-ID: TestGDPR test_gdpr][PHD: iyl oo i |
848776 [T d-6] I .v.a.clients.GatewayAPIClient - GTW API POST
848776 1 INO . 4iv.acliente. GatewayAPIClient - path: /objects/4c2726dd-3583-4673-b8f1-78a141598fb2/events/refrigerator_door
848776 [Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - endpoint: http://localhost:8181/api/objects/4c2720dd-3583-4673-b8f1-78a141598b2/events/refrigerator_door
848776 [Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - payload: null
Soft wrapping of overlong lines enabled
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Figure X-7 Subscription to Gorenje fridge event is denied

When a contract is made between the VAS and the device, the subscription request from the agent to
gateway api is accepted.

mkoutli@ubuntu: ~

1692488 [Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCRIBING EVENT CHANNELS [3] FOR ADAPTER [ADAPTER: TestGDPR [agent-id: ©69d282c-7f43-4679-alc1-d4ecod9diec1] [active-disco
http: 8080/PressureMat-0.0.1-SNAPSHOT]]
1692488 [Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig -| SUBSCRIBING TO EVENT CHANNEL: [SUBSCRIBE TO [oid:4c2720dd-3583-4673-b8f1-78a141598fb2 / event: freezer_door], SUBSCRIBER: [TestGDPR:test_gdpr]

1692488 [Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCRIBING THING: THING : [OID: 6967e210-ele8-4ald-9fd8-4a40cd8df41b][INFRA-ID: test_gdpr][AGENT-ID: 069d282c-7f43-4679-alc1-ddecod9diec1][AD
test_gdpr][PWD: s Tt ik O SUS i |
[Thread-6] .i.v.a.clients.GatewayAPIClient - GTW API POST:
[Thread-6] .i.v.a.clients.GatewayAPIClient - path: /ohJe(t5/4(“720dd 3583-4673-b8f1-78a141598fb2/events/freezer_doo
[Thread-6] .i.v.a.clients.GatewayAPIClient - endpoint: http://localhost:8181/api/objects/4c2720dd-3583-4673-b8f1- 7sa141599sz/events/freezer door
[Thread-6] -L.v.a.clients.GatewayAPICLient - payload: null
[Thread-6] .i.v.a.clients.GatewayAPIClient - credentials
[Thread-6] ‘Ulv.a.clients.GatewayAPIClient - login: 6967e210-ele8-4a1d-97ds-4ad0cdsdfalb
[Thread-6] .i.v.a.clients.GatewayAPIClient - password:
[Thread-6] .i.v.a.clients.GatewayAPIClient - headers set to [application/json; charset=utf-8]
[Thread-6] .v.a.clients.GatewayAPIClient - using restlet client
[Thread-6] .i.v.a.clients.GatewayAPIClient - posting
[Thread-6] .i.v.a.clients.GatewayAPIClient - post done mth [application/json,UTF-8]
6 [Thread-6] .i.v.a.clients.GatewayAPIClient -_cesponse_exi
[Thread-6] .i.v.a.clients.GatewayAPIClient -| response: {" T false,"statusCode” statusCodeReason”:"0K. Subscribed.","message’
[Thread-6] .i.v.a.clients.GatewayAPIClient -| RESPONSE: {"error":false,"statusCode":200,"statusCodeReason”:"0K. Subscribed.","message”:
[Thread-6] .i.v.a.clients.GatewayAPIClient - code: 'uu
[Thread-6] .v.a.clients.GatewayAPIClient - reason:
[Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCRIBING TO EVENT CHANNEL: [SUBSCRIBE TO [oid:4c2720dd-3583-4673-b8f1-78a141598fb2 / event: refrigerator_door], SUBSCRIBER: [TestGDPR:test

[Thread-6] DEBUG s.i.v.a.s.config.AdapterConfig - SUBSCRIBING THING: THING : [OID: 6967e210-ele8-4a1d-9fd8-4a40cd8df41b][INFRA-ID: test_gdpr][AGENT-ID: 069d282c-7f43-4679-alc1-d4ecod9diec1][AD
APTER-ID: TestGDPR][ADAPTER-INFRA-ID: TeStGDPR---!---test_gdpr][PHD: it e hiaias |
6 [Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - GTW API POST:

[Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - path: /objects/4c2720dd-3583-4673-b8f1-78a141598fb2/events/refrigerator_door

[Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - endpoint: http://localhost:8181/api/objects/4c2720dd-3583-4673-b8f1-78a141598fb2/events/refrigerator_door
[Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - payload: null
[Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - credentials:
[Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - login: 6967210-ele8-4ald-97d8-4adocdsdfalb
[Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - passwor
[Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - headers set to [application/json; charset=utf-8]
1692607 [Thread-6] INFO s.i.v.a.clients.GatewayAPIClient - using restlet client
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Figure X-8 Successfully subscribe to Gorenje fridge event

Opening the freezer door creates an event, which now reaches the VAS.
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Figure X-9 Gorenje freezer door is opened

mkoutli@ubuntu: ~

.config.AdapterConfig - SUBSCRIBING EV APTER: b8: : 6 -disco: true] [
nfig.Adapterconfig - SUBSCRIB 0 3 - o: true] [endpo
tlet-5972551; .a.
tlet-5972551 0 s.i.v.a.
i .a.

725512!

ribeReceiveEventRe

e INFO 5.1,V .SUbscribe /eEv =THING FOR 010 [6967216- 431d-97d8-4a406Cd8qT410]: THING : [0ID: 6967e210-ele8-4a1d-9fds-4a40cdsdfa1b][INFRA-ID:
J[AGENT-ID: 069 3-4679-alc1-dde ER-ID s ADAPTER-INFRA-ID: Tes --test_gdpr][PWD: . > -
432601 [Restlet i.v.a.s.r.sub: eiveEventResource - ADAPTER FOR THING [6967e210- 9 0 : THING : [0ID:
st_gdpr][AGENT-I 79-al, 0 A - PTER-INFRA-ID: TestGDPR-- t . -
601 [Restlet-597255
true] [endpoint: http:// i adihi W 0 .0 . 1- SNAPSHOT] ]
EVENT TO [Nttp: // i t——EEE———. . O .

ient - PUT ENDPOINT: http:
Client - PUT DATA

r_door": "OPENED"

oid: test_gdpr, pub_id: 4c2720dd-3583-4673-b8f1-78a141598fb2, eid: freezer_door"}
age"
199 [Restlet-5 T F
6967e210-e1e8-4a1d-9fd8-4ad0cdgdfa1b
freezer_door
EventResour SHER (SOU : 673-b8f1-78a14;
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Privacy testing (c):

A new property called ‘test’ is added in the TD of the TestGDPR VAS. The TD is pushed to the Agent, which
recognizes the change and triggers update operation in NM.

> mkoutli@ubuntu: ~/Documents/Vicinity/GTW-Agent/agent-skeleton
5059163 [Restlet-597255128] INFO s.i.v.a.s.c.processor.Discovery - THINGS DIFF:
DELETE:
THING DESCRIPTIONS:
BY ADAPTER-OID: ©
BY ADAPTER-INFRASTRUCTURE ID: ©
BY ADAPTER-ID: @
CREATE:
THING DESCRIPTIONS:
BY ADAPTER-OID: ©
BY ADAPTER-INFRASTRUCTURE ID: ©
RY_ADAPTFR-TD: O
JPDATE:
THING DESCRIPTIONS:
BY ADAPTER-0ID: 1
mapped-id: 79a31a4c-9b0b-4426-90c4-53f5866581c2
THING : [OID: 79a31a4c-9bOb-4426-90c4-53f5866581c2][INFRA-ID: test_gdpr][AGENT-ID: null][ADAPTER-ID: TestGDPR][ADAPTER-INFRA-ID: TestGDPR---
--test_gdpr][PWD: iy A |
BY ADAPTER-INFRASTRUCTURE ID:
mapped-id: TestGDPR---!--- L
THING : [OID: 79a31a4c-9b0b-4426-90c4-53f5866581c2][INFRA-ID: test_gdpr][AGENT-ID: null][ADAPTER-ID: TestGDPR][ADAPTER-INFRA-ID: TestGDPR---
--test_gdpr][PWD: sk AP |
BY ADAPTER-ID: 1
adapter-id: TestGDPR
things: 1
THING : [OID: 79a31a4c-9b0b-4426-90c4-53f5866581c2][INFRA-ID: test_gdpr][AGENT-ID: null][ADAPTER-ID: TestGDPR][ADAPTER-INFRA-ID: TestGDPR---
!---test_gdpr][PWD : Kooty St A |
UNCHANGED :
THING DESCRIPTIONS:
BY ADAPTER-OID: ©
BY ADAPTER-INFRASTRUCTURE ID: ©
BY ADAPTER-ID: ©

Figure X-11 Agent discovers the change in the service TD and triggers update in NM

The new property can be seen in NM interface.

Service profile

@Whosee  @istory @ Description
oooo
T _
oo
o=
properties:
TestGDPR

Bisable service
test

@ Access level

Partners with Data Under Request ~
dtmf

& owner

pressuremat
& Gateway
0690282¢-7f43-4679-a1c1-ddec0d9d1ect

. zwave
= Move item

& change Owner 4 Change Gateway

X Remove service m

type: core:Service
oid: 79a31adc-9b0b-4426-90c4-53f5866581c2

name: TestGDPR

adapter-id: TestGDPR

Figure X-12 Service is updated in NM

After the update, all the service’s contracts become in active. The service owner will need to re-accept the
contracts.
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Main Info
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Service name: TestGDPR

Service owner: maryktl27@gmail.com

Service requester: Elderc0a7e

Write rights: [[7J

status: (2277

Legal Description
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device
device
device
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device

device

Figure X-13 Service owner needs to re-accept the contract
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After re-approval of contracts on the service side, the service owner will have to wait for the infrastructure

to also re-approve the contract.
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€
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Service Name
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Service Name
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Figure X-14 Contracts need to be validated from both Organisations
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The infrastructure owner can re-approve the contract with the service, for all or for only some of his devices.
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Figyre )g\-15 Devices owner needs to re-accept the contract
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Annex Xl — Internal point testing 8 — Large scale integration of
eHealth infrastructures (CERTH, GNOMON - GR)

When a measurement of a sensor reaches the VICINITY adapter running on the raspberry pi or the
smartphone, for the first time, the following procedure is executed:

e Create User, Organisation

e Update User roles

e (Create Agent

e Create new config file in the multi-Agent (which contains both the agent id and the adapter id)
e Reconfigure Agent

e  Push TD to Agent

e Enable newly registered items

o Create friendship between the created Organisation and the Municipality Organisation

e Create contracts between the registered items and the Storage and GDPR VAS

INFO [VicinityService:93] Authenticating muni

INFO [RestClient:340] authresponse {"message":{"uid":"5aeaf@47fa81ce6d1af5cbad”,"token":"eyJl0eXA101IKV1QiLCIhbGciol ZI1N1J9.eyJIpc3MS
INFO [VicinityService:245] Creating user with name km@vicinity.eu

INFO [RestClient:388] Creare User Request : <{"user": {"userName": "km@vicinity.eu","contactMail": "km@vlcmlty eu","occupation”: "eh$
INFO [RestClient:392] Creare User Response : <200,{"error":false,"message":{"result":"Success","login":"085d982e- 9f7e 4eee-9287- 199645
INFO [RestClient:399] UserResponse message: Message{result=Success, logii =085d982e-9f7e»4eee»9287 1e9045bb772d, uid=5bec4106c958c8762$
INFO [RestClient:402] VicinityUser response UserResponse{error=false, message=Message{result=Success, login:085d982e-9f7e-4eee-9287-1$
INFO [VicinityService:111] Authenticating elder

INFO [RestClient:340] authresponse {"message" uid":"5bec4106c958c8762baefd1d", "token":"eyJ0eXA101IKV1QiLCIhbGci01IIUZI1IN1I9.eyIpc3MS
INFO [VicinityService:121] Updating elder km@vicinity.eu

INFO [RestClient:489] Update user response: [message = User updated: 085d982e-9f7e-4eee-9287-1e9045bb772d, error = false, success = t$
INFO [RestClient: {"data":{"accessLevel":2},"type":"visibility"}

INFO [RestClient: Updating user's visibility success: true

INFO i 14 Update user response: [message = User updated: 085d982e-9f7e-4eee-9287-1e9045bb772d, error = false, success = t$
INFO i {"data":{"roles":["user","administrator","device owner","system \ntegrator”,”lnfrastructure operator 1},"type":$
INFO i 4] Updating user's roles success: true

INFO [RestClient: authresponse {"message":{"uid":"5bec4106c958c8762baefd1d","token":"eyJ0eXA101IKV1QiLCIhbGci01IIUZIIN1I9.eyIpc3M$
INFO [VicinityService:328] Creating agent 229e3a56-a763-4676-b4d0-aa424448ccb3 for user km@vicinity.eu

INFO [RestClient:578] Create Agent Request : <{"name":"229e3a56-a763-4676-b4d0-aa424448ccb3","typ: icinity","password" 123456789"5
INFO [RestClient:582] Create Agent Response : <200,{"error":false i "83df58be-eb8a-4bsd-843e- 2ac7599f2016","1d" : "5bec$
INFO [RestClient:588] Agent response: [id = 5bec4107c958c8762bae 2, adid = 83df58be-eb8a-4b8d-843e-2ac7599f2016, type = [Ljava lang$
INFO [VicinityService:370] Creating agent configuration

INFO [RestClient:658] agentconfiguration {"adapters":[{"adapter-i "mobileadapter229e3a56-a763-4676-b4ado-aa424448ccb3”,"active-discoS
INFO [VicinityAdapterController:93] Get Adapter Configuration mobileadapter229e3a56-a763-4676-b4d0-aad424448ccb3

INFO [VicinityAdapterController:94] Agent configuration path is /home/gnomon/apps/v\cmlty multi-agent-26062018/GTW-Agent/agent-skele$
INFO [VicinityAdapterController:97] agentConfigurationString: {"adapters":[{"adapter ":"mobileadapter229e3a56-a763-4676-b4ad0-aa4244S
INFO [VicinityAdapterController:99] Adapter ID: mobileadapter229e3a56-a763-4676-b4d0-aa424448cch3

INFO [RestClient:670] Push agent configuration response status 200

INFO [VicinityService:154] Reconfiguring agent

INFO [RestClient:143] Reconfigure response : 200 - [status = null, data = null]

Get Help gy Write out aY Where Is gy Cut Text @Bl Justify dd Cur Pos @ Prev Page i i [l WhereIs Next
Exit @il Read File Replace ¥ Uncut Text @l To Spell Go To Line AY Next Page To Bracket

Figure XI-1 Log of automatic registration service

The created User and Organisation can be seen in the NM interface.
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Company profile

D) Devices & Services 48 Partners @ History & User accounts

km@vicinity.eu

Partners 0
User accounts 1
&+ Send partnership request

About Me

I organisation
km@vicinity.eu

BID
4e21375d-6bd7-430a-ad4ae-8483367eb329

9 Location
thessaloniki

2 Notes

Figure XI-2 Organisation view in NM interface
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Annex Xll — Internal point testing 9 - Integration of LoRa devices
(ATOS - ESP)

1. ATOS’ loE Lab devices used for the testbed deployment and validation. We can appreciate up to
four different devices: the first two are Raspberry Pi 3 that will play the role of LoRaWAN nodes,
likewise the last one, an embedded system based on an STM32 board, with very limited
computational capacity. In the middle, the third object consists in another Raspberry Pi 3 that has
attached a multi-channel LoRaWAN concentrator on top of it. In this case, this element will behave
as the LoRaWAN Server.
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2. After the nodes and the LoRaWAN Gateway Network and Application Servers are up-and-running,

we can see on TTN’s Console that data is actually being sent

.\\ THETHINGS CONSOLE

NETWORK COMMUNITY EDITION

Applications 8 “ ari_ioe_app_demol

APPLICATION DATA

uplink downlink activation
Filters
time counter port
A 09:57:38 14729 99
4
A 09:57:29 14728 99
4
A 09:54:53 14727 99
4
A 09:54:44 14726 99
4
A 09:52:08 14725 99
4
A 09:51:59 14724 99
4
A 09:49:24 14723 99

3. Thanks to the built-in, MQTT Broker provided by TTN, we can subscribe to every

generated by the nodes.

Devices

Applications

lora_n_003 Data

error

payload:

payload:

payload:

payload:

payload:

payload:

payload:

Gateways

007300000167 00E102 68000300 64040100

0073000001 67 00DD02 68 00 03 00 64 04 0100

0073000001 6700 E4 02 68 0003 00 64 040100

007300000167 00E102 68000300 64040100

007300000167 00E102 68000300 64040100

0073000001 67 00DA02 68 00 03 00 64 04 0100

007300000167 00E102 68000300 64040100

Support

Overview

Q) e .

Data

1l pause

barometric_pressure 0: @

barometric_pressure 0: @

barometric_pressure_0: @

barometric_pressure 0: @

barometric_pressure_0: @

barometric_pressure_0: @

barometric_pressure_0: @

Settings

o clear

di

di

di

di

di

di

di

message

MQTTBox
MQTTBox Edit Help

= Menu - all Connected ® Add publisher
TTN - mgtt://eu.thethings.network

Topic to publish

ari_ioe_app_demo1/devices/lora_n_003/up

Qos
0 - Almost Once v
Retain
Payload Type
Strings / JSON / XML / Characters v

e.g: {'hello"'world’}
Payload
{

"port": 99,
"confirmed": false,

m & = European
= Commission
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Add subscriber o

{"app_id":"ari_ioe_app_demo1","dev_id":"lora_
n_003","hardware_serial":"333934377135621
4" "port™:99,"counter":14737,"payload_raw":"AH
MAAAFNAOECaAADAGQEAQA=","payload_fie
Ids":{"barometric_pressure_0":0,"digital_in_3":1
00,"digital_out_4":0,"relative_humidity_2":0,"te
mperature_1":22.5},"metadata":{"time":"2018-11
-23T09:08:37.157271668Z","frequency":868.
5,"modulation":"LORA","data_rate":"SF12BW12
5" "airime":1646592000,"coding_rate":"4/5","ga
teways":[{"gtw_id":"eui-b827ebfffe217db8","time
stamp":3922049236,"time":"2018-11-23T09:08:
37.109381Z","channel™:2,"rssi":-12,"snr":6.8,"rf_
chain":1,"latitude":43.44135,"longitude":-3.8597

1

qos : 0, retain : false, cmd : publish, dup : false, topi

¢ : ari_ioe_app_demol/devices/lora_n_003/up, mess
ageld : , length : 674, Raw payload : 1233497112112
95105100345834971141059510511110195971121129510
0101109111493444341001011189510510034583410
8111114979511095484851344434104971141001199
7114101951151011141059710834583451515157515

- Public -

Topic to subscribe

+/devices/+/events/activations

Qos

0 - Almost Once

®
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4. For the sake of illustration, once the VICINITY Agent is executed (passive discovery mode), the
adapter’s log displays a request, coming from the Agent, of all the available nodes.

Terminal

File Edit View Search Terminal Help
2018- 46:54 [DEBUG] thread]
2018- 9 3 thread]

thread]
thread]
thread]
thread]
thread]
thread]
thread]
thread]
thread]
thread]
thread]
thread]
thread]
thread]
thread]
thread]
thread]
thread]
INFO] [Thread-3381]
DEBUG] [Ttn_thread]
DEBUG] [Ttn_thread]

bl

After all the process, the Neighbourhood Manager dashboard displays the registered devices.

My Devices

Services

Organisations

loreinfo © loreinfo ©

Access Points

Contracts

loreinfo ©
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Annex Xlll — Internal point testing 10 — Generic integration of
FIWARE-compliant devices (ATOS - ESP)

1. ATOS’ loE Lab devices used for the testbed deployment and validation. At the upper part of the
picture we can see a Multitech Conduit LoRaWAN server; on the other hand, we can find below a
LoRaWAN node (again, based on an STM32 board).

2. Afterregistering the devices onto the Orion Context Broker, we can use an instance of a tool called
Orion Explorer® to visually check that the device has been successfully registered.

Instance Viewer

) . o : | uptime 7 d, 23 h,
IoE Lab LoRaWAN devices (G /' ()| version 2.0.0-nexty ;i “rs o

ENTITIES GRID  ENTITIES MAP SUBSCRIPTIONS

Entity Types D Timelnstant barometric_pressure_0 digital_in_3 digital_out_4 relative_humidity_2 temperature_1

oLoraDevice -

3. At the same time, we can see as the VICINITY adapter subscribe to ORION'’s events (all devices)

h’éipsfr{jgithub.com/VM9/fiware-orion-explorer
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Instance Viewer :

IoE Lab LoRaWAN devices C ~ (W | version 2.0.0-next|12‘:rt]i"ggz d, 23h,

ENTITIES GRID ENTITIES MAP  SUBSCRIPTIONS

D description expires status subject
5bf4917b72dbf26994221¢9f Subscription to VICINITY Adapter 2018-11-27T22:58:01.00Z active {"entities™[{"idPattern™:".*"}] "condition":{"attrs™[]}}
5bf4919972dbf26994221cal Subscription to VICINITY Adapter 2018-11-27722:58:32.00Z active {"entities":[{"idPattern™:".*"}],"condition":{"attrs™[]}}

5bf4919b72dbf26994221cal Subscription to VICINITY Adapter 2018-11-27722:58:33.00Z active {"entities":[{"idPattern™:".*"}],"condition":{"attrs™[]}}

4. To illustrate the correct operation, below we show how the agent correctly extracts the
information from the adapter

GET Get Configuration o GET Get (local) property fromagent ® 4 eee

» Get (local) property from agent

GET v {{agent_host}}/agent/objects/{{oid}}/properties/{{pid}}
Headers (2) B P T
KEY VALUE
adapter-id adapter-ngsiv2
infrastructure-id LORA-N-003
Body ookie eaders (6) est Re

Pretty P JSON v =

1~ ¢

2~ "data": {

3 "value": 23.8,

- "timestamp”: "2018-11-28T14:42:57.00Z"

5 ¥s

6 "status": "success"

5. Last, but not least, the following screenshot proofs that the device has been successfully registered
and shown on the Neighbourhood Manager user interface. NOTE: We have kept the registered
devices from our other integration test.
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Annex XIV — Internal point testing 11 - Integration of Omnet++
Network Simulator into VICINITY (UNIKL - GER)

Level 0 . Level 1 Level 2
Atomic

Network HierarchicalAtomic

Atomic ;(-—){ Network
— "OMNeT++
Network Network }7 Atomic Model

Atomic

Network

HierarchicalAtomic
HierarchifalAtomic v

- (Netwnrt f
m(——){% Atomic J(——ﬁ Network]

Figure XIV_1 Multi-level simulation framework based on Omnet++
TromsoTest: .
Y

sensor(8] sensor[9]

r‘f& @& visualizer

sensor[6] sensor(7]

configurator
g 0
sensor{4] sensor(5]

radioMedium
§/ & B
sensor(2] sensor(3] gen

'—‘\
rfrg @& physicalEnvironment

sensor[0 sensor[1]

Figure XIV_2 Omnet++ GUI of Tromso Smart Parking Use Case Simulation
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Annex XV - Internal point testing 12 — Evaluation and Research
on Homomorphic Encryption to be used for data aggregation for
VAS (UNIKL - GER)

(Partially) Homomorphic encryption is a form of encryption that enables (limited) mathematical operations
to be performed on the encrypted cyphertext, without the need to decrypt the information first. The
generated results match the result of the operations, as if they had been performed on the plaintext.

Formally speaking, if E(x) denotes the encryption of the data x, this means (w.l.0.g.) e.g. for multiplications
of data x,y,

E(x) * E(y) = E(x*y)

Ultimately, one does not even need access the plaintext to calculate e.g. the sum. This feature can be
utilized to first encrypt personal data, like the energy consumption mentioned in the above example, using
a homomorphic encryption scheme. Only the encrypted data is then transmitted to the receiving end, like
the VICINITY node running the micro-service for anonymous data-aggregation. The micro-service can then
sum up multiple encrypted data, even though it cannot read the individual plaintexts. After the calculation,
the individual parties need to decrypt their part of the encrypted sum and now only the overall sum will be
available as plaintext to the VAS.

UNIKL is currently looking into ways to further exploit the P2P nature of VICINITY to further optimize this
process and enhance its performance. A first working prototype is already implemented and basis for
further research and testing.

Applications in VICINITY pilots and intended prove-of-concept

Discussions in the VICINITY consortium have shown that the micro-service described above is useful for
some of the VICINITY pilots as of now. The team at ENERC has already given some scenarios where this very
technique can be applied. The existing Prototype is a good starting point for further discussion. Next steps
necessary to have it applied on the pilot site have been identified.

The use-case currently used for lab-testing is depicted in Figure 1: Multiple household appliances are
equipped with smart energy meters. Their data is collected for internal evaluation (e.g. how many hours
and energy, one has wasted watching TV). However, for external use, only the overall energy consumption
is required, yet still making sure that each device is indeed reporting its consumption. To this end, data can
be encrypted using a homomorphic encryption scheme and sent to the aggregation micro-service. While
the receiving side will still be able to validate, that all appliances did send their data, none of the individual
readings is exposed, as only the ciphertext is transmitted. The aggregation micro-service can calculate the
sum, by adding up all ciphertexts. The resulting sum can then be decrypted, of course giving back the same
result, as if it were calculated on the individual plaintexts.
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Integration into VICINITY components

Encryption/Decryption, in general, and homomorphic encryption schemes, in particular, are costly in terms
of computational effort. However, the same applies to the encryption inside the P2P network already in
place. This needs to be implemented on some gateway device on the edge, also running other VICINITY
components like the VICINITY Gateway API or the VICINITY agent. The homomorphic encryption can be
available as a kind of micro-service that is taking place on the VICINITY nodes and before data is sent out to
the P2P network at all.

Figure 1 illustrates the potential Integration of such a microservice into the current VICINITY architecture:
VICINITY Nodes interested in using Homomorphic encryption can add the respective microservice in
addition to the other components such as the Agent and the Gateway-API. Instead of directly transmitting
new e.g. sensor readings (marked in red), data is first encrypted with the homomorphic encryption scheme.
The encrypted value is then sent, similar to regular payload, through the rest of the chain (agent, gtw-api)
and through the VICINITY network to the receiving end. The same holds for all other measurements, which
will encrypt their data the same way.

On the receiving end, instead of forwarding individual readings to the Value-added Service directly, the
encrypted data is again sent to the homomorphic encryption microservice, which will aggregate the
encrypted values (e.g. calculate the sum over all received data) and will only then decrypt and forward the
aggregated data to the VAS. In both (encrypted and normal) cases, the VAS will end up with an aggregation
of data, which it requires to operate. In contrast to the normal procedure, where the aggregation is
calculated by the VAS itself, with homomorphic encryption the VAS will never know any individual, private
data. This further enhances the “privacy by design” philosophy, which is fundamental to VICINITY from the
very beginning.
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